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FIRSTGOV.GOV: IS IT A GOOD IDEA?

MONDAY, OCTOBER 2, 2000

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn and Turner.

Staff present: J. Russell George, staff director/chief counsel,
Randy Kaplan, counsel; Ben Ritt, professional staff member;
Bonnie Heald, director of communications/professional staff mem-
ber; Bryan Sisk, clerk; Elizabeth Seong, staff assistant; George Fra-
ser, Rachael Reddick, and Trevor Pedigo, interns; Trey Henderson,
minority counsel; Jean Gosa, minority clerk; and Michelle Ash, mi-
nority professional staff member.

Mr. HORN. A quorum being present, this hearing of the Sub-
committee on Government Management, Information, and Tech-
nology will come to order.

On Friday, September 22nd, the President unveiled FirstGov, a
centralized Web site that allows anyone with a computer and
modem to one-stop shop for information on the government’s 27
million Web pages.

By accessing FirstGov located at www.FirstGov.gov, computer
users can locate a wealth of government information and services.
A single search can produce information on subjects from Social Se-
curity benefits to the latest advances in health care. Businesses can
find the government’s most recent procurement opportunities, and
prospective applicants can search for Federal grants. By the end of
this year, nearly 40 million Americans will communicate with the
government electronically. That demand will undoubtedly swell as
even more people join the information age.

FirstGov is an important step in making government information
and services available to the public 7 days a week, 24 hours a day.
FirstGov and electronic government in general, offer the potential
to revolutionize the way citizens and businesses interact with their
government. The benefits of this instant communication are plenti-
ful, but the challenges are equally profound.

To be successful, government information must be current, well-
organized and readily accessible. Citizens and businesses should
expect government Web sites to offer the same quality and service
found on many business Web sites. They must be confident that
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their on-line communications are secure and that personal informa-
tion is fully protected. The government’s electronic infrastructure
must be planned and managed carefully to avoid risking the loss
of billions of taxpayer dollars.

Equally important, we must bridge the digital divide so that all
citizens have access to this new electronic environment.

The FirstGov Web site uses technology developed by Dr. Eric
Brewer, who is co-founder of Inktomi—and I don’t know how fast
I am to say that, or do I spell out each syllable? Which is it?

Mr. BREWER. You got it right. Inktomi.

Mr. HORN. Inktomi Corp., and a professor of computer science at
the University of California, Berkeley.

Dr. Brewer, who is with us today, has offered his search tech-
nology to the FirstGov project at no cost for 2 years.

Dr. Brewer, I understand you flew all night from Japan to be
with us, and I welcome you and thank you. I am looking forward
to learning more about this new project and its potential for provid-
ing citizens with a greater opportunity to communicate with their
government.

I welcome all of our witnesses today, look forward to your testi-
mony; and I now yield time to the ranking member, the gentleman
from Texas, Mr. Turner, for an opening statement.

Mr. TURNER. Thank you, Mr. Chairman.

FirstGov is the first-ever government Web site to provide the
public with easy, one-stop access to all on-line Federal Government
resources. This site will bring government closer to the people, ex-
pand the reach of our democracy and make government more con-
sumer friendly.

Launched on September 22, 2000, FirstGov allows users to
browse a wealth of information, everything from researching at the
Library of Congress to tracking a NASA mission. It also enables
users to conduct important business on-line, such as applying for
student loans, tracking Social Security benefits, comparing Medi-
care options and administering government grants and contracts. It
is expected that this monumental breakthrough in one-stop shop-
ping for government services will help Americans across the coun-
try and around the world find information and resources quickly
and easily.

As an advocate of e-government, I commend the administration
for making this effort; and I am pleased to see FirstGov.gov up and
running. The Internet offers us unparalleled opportunities to lit-
erally put government at the fingertips of the citizens. While the
private sector has been quick to capitalize on the new opportunities
created by the digital revolution, it is widely acknowledged that the
Federal Government is behind the curve.

Projects like FirstGov.gov show that we are making an effort to
head in the right direction. Hopefully, this is just the first of many
steps the Federal Government will be making in order to ensure
that 1 day “dot gov” is as commonplace as “dot com.”

Again, I commend the chairman on holding the hearing to bring
this important step forward to the attention of the American peo-
ple, and I welcome each of our witnesses who have come here this
morning.

Thank you, Mr. Chairman.
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Mr. HogrN. Thank you very much.

The tradition of the committee on Government Reform and its
subcommittees is to swear all witnesses as to the knowledge they
give us. So if you will stand and raise your right hands.

[Witnesses sworn.]

Mr. HoORN. The clerk will note that all the witnesses have af-
firmed.

We will now start with the Honorable Sally Katzen, Deputy Di-
rector for Management, Office of Management and Budget.

STATEMENT OF SALLY KATZEN, DEPUTY DIRECTOR FOR
MANAGEMENT, OFFICE OF MANAGEMENT AND BUDGET

Ms. KATZEN. Mr. Chairman, Mr. Turner, I am delighted to be
here again.

FirstGov, the Federal Government’s new and most comprehen-
sive Web portal, is a timely and important topic for the government
and the Nation; and we are glad that you convened this hearing
to explore its great potential so soon after it was launched.

As the chairman noted, FirstGov is a piece of a much larger ef-
fort of this administration to bring the American people electronic
government. Much of my written testimony is devoted to the ad-
ministration’s work in this area, but in the interest of time, let me
move to the specific subject of this hearing.

Last December, the President issued a memorandum on elec-
tronic government. It called for the establishment of a one-stop
gateway to government information available on the Internet, orga-
nized by the type of service or information that people are seeking
rather than by the agency. That is FirstGov.

But the roots of FirstGov predate that memo. For several years
now, a dedicated team at GSA has been doing the spade work on
what was then known as WebGov. The President’s memo acceler-
ated the process. In the very early spring, the President’s Manage-
ment Council gave it enthusiastic support.

Shortly thereafter, we were approached by Internet entrepreneur
Eric Brewer with the offer of a powerful search engine and data
base that he would develop. That offer was a major catalyst in
bringing all government information together in a way that the
American people can find quickly and easily. We chose the name
FirstGov to signify the citizens’ first click to electronic government.

In June 2000, the President announced FirstGov in his first-ever
Webcast address to the Nation, challenging government and indus-
try to finish creating it in 90 days. Exactly 90 days later, some
would say in Internet time, the President announced the launch of
the site.

The site, located at www.FirstGov.gov, provides a single on-line
portal that connects Americans to one of the largest and most use-
ful collections of Web pages in the world. It allows users to search
all 27 million Federal agency Web pages at one time, and it has
plenty of room to grow because it can search half a billion docu-
ments in less than a quarter of a second and handle millions of
searches a day. This is somewhat mind-boggling but true.

Both the Director of OMB and I have given special attention to
this project, and I sit on the governing board of FirstGov. GSA Ad-
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ministrator Dave Barram will give more details on some of the ar-
rangements.

The initial response to FirstGov has been largely favorable. Ini-
tial estimates show that during the first 4 days, about a quarter
of a million people visited the site. More interesting, Web traffic at
various agency sites increased with the launch of FirstGov. The De-
partment of Transportation reported a large increase and also
cross-agency sites, including disability.gov, reported a nearly three-
fold increase.

In addition, the on-line customer feedback we received is widely
supportive. Of roughly 700 messages received by FirstGov in its
first week, the vast majority were both supportive of the site and
excited about the opportunity to make the site better through their
comments.

Finally, to demonstrate the support for FirstGov among IT pro-
fessionals, there was a conference last week of State CIOs, Chief
Information Officers, and the States said they thought FirstGov
was a tremendous advance and asked how they could work with us
to become a part of it.

FirstGov is, in my mind, a revolutionary step in the way this
government provides information and services. A visitor need not
know what agency provides student loans to get information on
student loans. The search engine as well as the topic directory can
provide this. And FirstGov partners may offer yet a third way to
access the information in a way that fits the user’s needs.

Moreover, the site will get better over time. The search engine
will learn which pages are the most useful to the citizens and dis-
play them more readily. The topic index will grow and encompass
those sites most commonly looked for and accessed by the public.
Ultimately, as agencies put more information on-line, FirstGov will
be the catalyst for additional agency and cross-agency portals that
continue to break down the existing stovepipes and lead to a real
transformation in the way the government delivers information
and services.

Most importantly, citizen feedback will lead our efforts to make
our information and services more available on-line. The public will
point our way, and through their direction we will give them a
comprehensive and responsive electronic government that expands
opportunities for their participation in our democracy.

Thank you very much for the opportunity to talk about FirstGov
and for your support in this area. I look forward to answering your
questions.

[The prepared statement of Ms. Katzen follows:]



EXECUTIVE OFFICE OF THE PRESIDENT
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WASHINGTON. D.C. 20503

CEPUTY DIRECTOR
FOR MANAGEMENT STATEMENT OF THE HONORABLE SALLY KATZEN
DEPUTY DIRECTOR FOR MANAGEMENT
OFFICE OF MANAGEMENT AND BUDGET
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COMMITTEE ON GOVERNMENT REFORM
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY
U.S. HOUSE OF REPRESENTATIVES
October 2, 2000

Mr. Chairman and Members of the Subcommittee.

Thank you for inviting me here today to discuss the Federal Government’s new and most
comprehensive web portal — FirstGov. We appreciate your continued strong support of agency
electronic government efforts. In addition, we welcome your interest in FirstGov and the
opportunity to describe what we are trying to do and how we are progressing on electronic
government.

E-Government

Before discussing the launch of FirstGov, it may be helpful to place this project in the
context of the Administration’s ongoing efforts in bringing electronic government to the
American people. E-government involves access to government information and services 24
hours a day, 7 days a week, in a way that is focused on the needs of our citizens and businesses.
E-Government relies heavily on agency use of the Internet and other emerging technologies to
receive and deliver information and services easily, quickly, efficiently, and inexpensively.

Indeed, the Administration has recognized the potential of the Internet from the earliest
days. To plan for the use of information technology throughout the government, the
Administration established the [nformation Infrastructure Task Force (IITF) in 1993 to
coordinate the Administration's efforts to improve service delivery to the public. I chaired the
committee on information policy of the IITF. Much of that work formed the basis for our e-
government work now. In July 1997, we published our principles for e-commerce, which relied
heavily on industry self-regulation. Adherence to these principles has allowed the Internet to
flourish in a manner that is generally free from government restrictions.

To accelerate and focus the Federal government's work, last December the President
issued a Memorandum to the Heads of Executive Departments and Agencies regarding
Electronic Government. The Memorandum calls for a number of actions, such as making federal
forms and transactions available online, ensuring privacy, and providing access for the disabled.
Significantly, the first item in this Directive calls for the establishment of a "one-stop” gateway to
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As DDM, I chair the President’s Management Council (PMC), which is comprised of the
Chief Operating Officers from the major Departments and agencies. The PMC adopted
"Promoting Electronic Government” as one of its three goals for the year 2000 and it has adopted
priorities that build upon the President's Memorandum. These include a one stop gateway for
government information and services, the development of customer-centric web sites for specific
purposes like exports and procurement, and the adoption of at least one electronic government
process in every agency.

The Administration’s Record

This Administration is making significant strides in transforming our government to an
Electronic Government, using the President’s directive and the PMC goals as a framework.
Through these efforts, citizens can avoid traveling to government offices, waiting in line, or
mailing paper forms. In fact, every Cabinet department is online and using web sites to make
more information and services available to the American people at the click of a mouse. There
are currently some 20,000 government web sites available for use. Citizens are using web sites to
file their taxes with the IRS (www.irs.gov), apply for student loans (www.students.gov), find new
jobs (www.workers.gov), and to compare their Medicare options (www.medicare.gov). They're
tapping into the latest health research (wwiv.health.gov), using statistics from across the
government (www.fedstats.gov), browsing the vast collection of the Library of Congress
(www.loc.gov), and following along with NASA's missions in outer space (www.nasa.gov).
According to a recent Andersen Consulting study, the United States is the leader in providing
government information electronically.

A key component of a successful transition to electronic government is protecting the
privacy of personal information. Last spring, in response to questions and concems raised by the
public about federal agency use of personal information collected online, OMB Director Jack
Lew issued Memorandum M-99-18 — Privacy Policies on Federal Web Sites. In that
memorandum, OMB directed federal agencies to post privacy policies on key web pages
contained in agency web sites. The executive branch agencies implemented the OMB
memorandum with great success, with a virtually perfect record at agency principal web sites and
at major points of entry. More recently, Director Lew issued Memorandum M-00-18 — Privacy
Policies and Data Collection-on Federal Web Sites, prohibiting the tracking of user behavior
across government web sites and over time. FirstGov complies with both of these memoranda.

As the President directed in his Executive Memoranda commemorating the 10th
anniversary of the Americans with Disabilities Act on July 26th of this year, agencies have been
asked to make all programs offered on their Internet and Intranet sites accessible to people with
disabilities by July 27, 2001. 1 am pleased to report that the FirstGov site has met this deadline
almost 9 months early. FirstGov is an important tool for improving the accessibility of electronic
benefits and services to people with disabilities.

A recent Hart-Teeter study conducted by the Council for Excellence in Government
demonstrates that E-gov and efforts like FirstGov are what the public wants. The study found
that Americans overwhelmingly support e-Government, viewing it as a way to get more
involved, be better informed and hold government more accountable to its citizens. According to
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the study, 66% of the public has visited Government web sites with 71% rating Government sites
excellent or good. A majority of Americans hold favorable views on every e-gov function
tested, giving the highest marks to a broad selection of sites including those providing medical
information, Social Security information, and on-line student loan application. In addition, as
marny of our younger citizens start interacting with the government they will only demand more
access to information and services on-line.

FirstGov.Gov

As I mentioned earlier, the momentum for FirstGov was generated by the President’s
Directive on Electronic Government from last December, which gave the highest priority to
building online information organized by topic not agency. The effort was referred to as
WebGov, managed by a dedicated team at GSA who had been doing the spadework on the
project for several years. In the very early spring, we took this effort to the President’s
Management Council and it was given enthusiastic support. Shortly thereafter we were
approached by Internet entrepreneur Eric Brewer with the offer of a powerful search engine and
database he would develop and donate. The search engine, which will be described more fully
by GSA Administrator David Barram, was a major catalyst in bringing all government
information together in a way that the American people can find, quickly and easily. Aswe
finalized our plans we discovered, as often happens in the Internet world, the name was similar to
other existing portals. We chose the name FirstGov to signify the citizens” first click to
electronic government.

Last June, the President announced FirstGov in his first-ever webcast address to the
nation, challenging government and industry to finish creating it within 90 days. Exactly 90 days
later -~ in Internet time -- the President announced the launch of this site. Building on President
Clinton’s and Vice President Gore’s efforts to expand citizen access to online government,
FirstGov will cut red tape, make government more responsive to the needs of citizens, and
expand opportunities for participation in our democracy.

Specifically, in a September 22 Internet address to the nation, President Clinton
announced the launch of the first-ever U.S. Government web site that provides the public with
easy, one-stop access to all federal government online information and services. This web site ~
located at www.firstgov.gov — provides a single online information portal that connects
Americans with information and resources to one of the largest and most useful collection of web
pages in the world. A breakthrough in one-stop shopping for government services, FirstGov
allows citizens to conduct searches faster and more efficiently, by topic rather than by agency,
and to have easy access to federal government information 24 hours a day, 7 days a week.

FirstGov allows users to search all 27 million Federal agency web pages at one time.
And it has plenty of room to grow. It can search half a billion documents in less than one-quarter
of a second and handle millions of searches a day. The Web Site also provides access to the
home pages of major agencies and entities in all three branches of government, a section that
provides topics of current interest to web users (e.g., a direct link to the Weather Service during
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hurricane season, to NASA during a shuttle launch, or to IRS during tax season), and key sites
that access State and local government web pages. To increase efficiency, FirstGov allows
citizens to find information intuitively -- by subject or by keyword.

The initial response to FirstGov has been largely favorable. Initial estimates show that
after the first four days, about a quarter of a million people had visited the site. More
interestingly, web traffic has increased for agencies with the launch of FirstGov: The Department
of Transportation reported a large increase and the cross-agency site Disability.Gov reported a
nearly 3-fold increase. In addition, the online customer feedback about FirstGov is widely
supportive: of roughly 700 messages received by FirstGov in its first week, the vast majority
were both supportive of the site and excited about the opportunity to help make the site better
through their comments. Finally, to demonstrate the support for FirstGov among IT
professionals, at a conference last week of State Chief Information Officers involving the Federal
CIO Council, the States said they thought FirstGov was a tremendous advance and asked how
they could work with the CIO council and be a part of it! In this way we can build on the success
at the Federal level and move toward transformation that links all levels of government.

The ability to find government information and services intuitively and quickly is the key
to making electronic government succeed. It does not matter how many or how useful
government on-line services are if they cannot be found is a straightforward manner. FirstGov is
the initiative that helps to solve this problem. It indexes these efforts, currently found in many
places across government, and provides that intuitive link.

FirstGov is a foundational element in our e-gov effort. Both the Director of OMB and I
have given special attention to this project, and I sit on the governing board of FirstGov. GSA
Administrator David Barram will give more details on FirstGov.

Where do we go from here?

FirstGov is a revolutionary step in the way that the government provides information and
services. It provides easy and comprehensive access to all Federal ontine information. A visitor
to a page that links to FirstGov need not know what agency provides student loans to get
information on student loans; thg search engine as well as the topic directory can provide this.
And FirstGov partners may offer yet a third way to access the information in a way that fits the
users needs. No other country in the world makes a comparable database available to the public.

Having said that, we are not content with the status quo. But, at the same time, I can’t tell
you exactly how we will go forward. The search engine and online indexes will become more
useful over time. The search engine will learn which pages are the most useful to the citizens
and display them more readily. The topic index will grow and encompass those sites most
commonly looked for and accessed by the public. Ultimately, as agencies put more information
online, FirstGov will be the catalyst for additional agency and cross-agency portals that continue
to break down the existing stovepipes and lead to a real transformation in the way the
government delivers information and services. Most importantly, citizen feedback will lead our
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efforts to make our information and services more available online. The public will point our
way, and through their direction we will give them a comprehensive and responsive electronic
government that works better for the American people.

Thank you for listening and thank you for your support for our efforts in this area. I'look
forward to answering any questions.

w
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Mr. HORN. Our next witness is the Honorable David Barram, the
Administrator of the General Services Administration. Mr. Barram.

STATEMENT OF DAVID BARRAM, ADMINISTRATOR, GENERAL
SERVICES ADMINISTRATION

Mr. BARRAM. Thank you very much, Mr. Chairman, Mr. Turner.
I want to add my appreciation to you for providing this opportunity
to explain the power of the elegantly simple idea that is FirstGov.
I believe FirstGov is a singular achievement and one that will keep
getting better—in fact, it must get better.

This administration has been devoted to making a government
that works better and costs less. I believe we have done that. In
that context, we had to do FirstGov. By now, the American people
have come to expect that kind of productivity of us.

In my comments today I would like to briefly describe the three
modules of FirstGov and then explain the least well-developed and
least well-understood part of the FirstGov partners.

The first module, and most visible, is the main portal called
FirstGov.gov. Behind that portal is the second module, a powerful
searching and indexing technology provided to us by Fed-Search,
the foundation created by Dr. Eric Brewer. The third module is our
idea of offering continuous, direct access to the index behind
FirstGov to a cadre of interested FirstGov partners, rather than
giving it to ourselves as a proprietary government resource.

The FirstGov.gov portal was developed by the government follow-
ing the letter and spirit of all competitive procurement processes
using a fixed-price contract and, as Sally said, in 90 days—an
amazingly short 90 days. When you sign on to FirstGov.gov, up
comes this simple, elegant, easy-to-look-at, mainly blue and white
page that has already received accolades in focus groups and
through feedback directly to FirstGov. It invites you to find what
you want in the way you want and when you want it because it
is open 24 hours a day.

You can click on a topic, such as learning, and get to a page with
a whole list of excellent government Web sites about learning. You
can click on Congress and get to Thomas or to the House Web sites.
You can click to a site where you can be directed to State and local
government sites.

You can click to one of the periodically changing featured sites.
Right now, we are featuring “severe weather” and “school stuff.” Or
you can decide you just have to say something to your government
to give us feedback, and if you want to search by keyword we have
a comprehensive index waiting for your search query.

That index was built by Dr. Eric Brewer’s Fed-Search Founda-
tion. A few people seem to be skeptical of the Fed-Search-govern-
ment relationship. I would like to see us get over that, and soon.
Eric Brewer is here today, and you can hear the Fed-Search story
directly from him.

Eric Brewer and Dave Binetti, who is the president and CEO of
Fed-Search, have been magnificent partners throughout this effort.
At every turn when we presented them with one more need of gov-
ernment, they gave it to us because they wanted to do this right
and wanted to be sure that it was above reproach. Those who sub-
scribe to the “don’t believe what I say until you see what I do”
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credo will like Eric Brewer. He is what he said he was, a private
citizen simply interested in giving a gift, a very generous gift, to
his country, a gift that will help strengthen our democracy.

Fed-Search uses the Inktomi technology to do its searching and
index. In a few weeks, they spidered—searched—all publicly avail-
able government Web pages and indexed the 27 million pages. Fed-
Search will keep the index updated.

The third part of FirstGov is the FirstGov partner idea.

As we were developing FirstGov we knew that most Internet
users had a favorite portal, or a small group of portals, they almost
always used. Something like 85 percent of users navigate the Web
via the big three—Yahoo, AOL, NetScape or MSN. In addition,
there are over 200 other portals serving the increasingly large base
of regular users. These portals have flourished because they inno-
vate and provide a service to their customers. They get their cus-
tomers the information they want, their customers want, in the
way they want it, at the speed they want it; and the portals that
survive will survive because they get better and better.

So we figured we should design FirstGov to be attractive to these
successful portals and thereby allow our ultimate customers, the
American citizens, more choice. We believe FirstGov.gov is good,
and we plan to keep it at the state-of-the-art. But citizens are used
to picking from their own personal views of the best. They should
have that choice, rather than being forced to use only the govern-
ment-provided site if they want quick access to all government in-
formation.

We had some conditions, though. These conditions resulted di-
rectly from concerns some citizens have expressed about the “wild
west” character of the Internet. One condition is that citizens
should have free first use of all government information. The Fed-
Search index has all the publicly available government pages, all
27 million pages. Through FirstGov, the first use of government in-
formation will be free to all citizens.

Another condition is that no individual can be tracked while
browsing government pages. We require that security must be ex-
cellent, and there can be no advertising on pages displaying gov-
ernment Web sites. You get all that when you log on to
FirstGov.gov, and that’s what we will require of any FirstGov part-
ner’s portal.

All these things led us to the idea to allow other portals, public
and private, to become FirstGov partners. We would like them and,
therefore, their customers to have access to the results of a search
in Fed-Search should they so choose, rather than being forced to
rely exclusively on their own proprietary and incomplete data
bases.

When you want to search for government information on
FirstGov, there are four ways to go.

One is the most obvious. Any portal, whether or not a partner,
can point to the FirstGov URL and when the user clicks that user
is transported to the FirstGov.gov portal. That’s the same as if you
typed in the URL on any browser.

The other three are simply three ways any independent portal
can join the FirstGov world and demonstrate to its customers that
it subscribes to a basic set of principles governing the privacy and
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quality of those accessing government information. The independ-
ent portal benefits by being able to provide better service to its cus-
tomers, the FirstGov brand benefits by having more people know
about and use it, and the American people benefit by knowing they
can count on certain safeguards while navigating government infor-
mation.

In the three models, each portal agrees to the FirstGov condi-
tions. Along with the protections, the agreement provides, it sets
a high standard for access to government information and trans-
actions that benefit all involved.

In the first of the three models, the bronze model, the portal puts
a FirstGov logo, or words, with a link to FirstGov on the portal
site. Clicking there takes the user directly to the FirstGov.gov
page, the government page, and she proceeds as if she had come
there originally. This level of partnership is at no cost to the part-
ner.

The second model, silver, has a FirstGov search box, where the
user can enter a word or words directly from the partner’s page,
with the promise of a keyword search. The keyword is processed by
Fed-Search, and results are returned to the user on a FirstGov
page displayed on the user’s PC. Now the user is in FirstGov, the
government portal. This service is free from Fed-Search. There is
no cost to the partner.

In the third model, gold, the portal displays the search box as
though it were on the portal’s own—as though it were the portal’s
own search box. When the results are returned, they appear as
though they were on the portal’s own search return page. The por-
tal retains the option to advertise on the search return page, pro-
viding a revenue stream for the portal. But let me be clear. When
the user then clicks to the government site from that portal, that
user is now in the government site and all those conditions that
government sites have prevail.

For this industrial-strength access and customized formatting,
the portal pays Fed-Search a nominal charge to process the search,
a sum designed to simply cover costs. The portal provides its own
bandwidth to Fed-Search, and Fed-Search provides proprietary
software, engineering support and training to the portal, guaran-
teeing optimal performance of the portal. The portal still adheres
to FirstGov principles.

As of Friday—and in my testimony I think I have 178 compa-
nies—that number is now 226, I believe, companies and nonprofits
have already shown serious interest in becoming FirstGov part-
ners. They know the conditions, and they see the value. We are
pleased because we feel this validates our initial thinking that of-
fering access to the index could result in innovative, new, citizen-
centric business models that were not previously feasible.

The FirstGov partners program is not a mystery. It is just what
I described and has been for weeks. When we first introduced the
idea, we listened to the concerns and excitement from all quarters
and have responded by modifying the partnership concept and con-
ditions substantially to make it the best we could.

Mr. Chairman, I consider this a proud moment for the Federal
Government. I hope you do, too. In just a week, FirstGov has cap-
tured the imagination of tens of thousands of people. By now, citi-
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zens have likely made over a million visits to the FirstGov.gov por-
tal. Many have told us how much they like it and a few things we
should get better at.

Thank you again for your constant attention to the efforts of so
many to making a better government. It makes it easier for people
to do what they need to do and uses their money wisely.

Mr. HORN. Is that the statement?

Mr. BARRAM. That’s my statement.

[The prepared statement of Mr. Barram follows:]
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Statement of
THE HONORABLE DAVID J. BARRAM
ADMINSTRATOR, GENERAL SERVICES ADMINISTRATION
before the
COMMITTEE ON GOVERNMENT REFORM
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY
U.S. HOUSE OF REPRESENTATIVES
October 2, 2000

Introduction

Mr. Chairman, [ want to add my appreciation to you for providing this opportunity to explain the
power of the clegantly simple idea that is FirstGov. I believe FirstGov is a singular achievement
and yet one that will keep getting better - that must keep getting better.

This Administration has been devoted to making a government that works better and costs less. 1
believe we have done that. In that context we had to do FirstGov. By now the American people
have come to expect that kind of productivity of us.

In my comments today, I'd like to briefly describe the 3 modules of FirstGov and then explain
the least well-developed and least well-understood part: the FirstGov partners.

The first module, and most visible, is the main portal, called FirstGov.gov. Behind that portal is
the second module, a powerful searching and indexing technology provided to us by Fed-Search,
the Foundation created by Dr. Eric Brewer. And the third module is our idea of offering
continuous, direct access to the index behind FirstGov to a cadre of interested FirstGov partners,
rather than keeping it to ourselves as a proprietary government resource.

FirstGov.gov — the Portal

The FirstGov.gov portal was developed by the government, following the letter and spirit of all
competitive procurement processes, using a fixed price Contract. (In an amazingly short 90
days, I might add!) When you sign on to FirstGov.gov, up comes this simple, elegant, easy-to-
look at, mainly blue and white page that has already received accolades in focus groups and
through feedback directly to FirstGov. It invites you to find what you want, in the way you
want, and when you want it, because it is open 24 hours a day.

You can click on a topic, such as Learning, and get to a page with a whole list of excellent
government web sites about Learning. You can click on Congress and get to Thomas or to the
House web site. You can click to a site where you can be directed to state and local government
sites.

You can click to one of the periodically changing, featured sites. Right now, we are featuring
"severe weather" and "school stuff". Or you can decide you just have to say something to your
government ... give us feedback. And if you want to search by keyword, we have a
comprehensive index waiting for your search query.

10/2/00 9:11 AM 1of4
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Fed-Search

That index was built by Dr. Eric Brewer's Fed-Search Foundation. A few pcople seem to be
skeptical of the Fed-Search-government relationship. I'd like to see us get over that - soon. Eric
Brewer is here today and you can hear the Fed-Search story directly from him.

Eric Brewer and David Binetti, the President & CEO of the Fed-Search Foundation, have been
magnificent parters throughout this effort. At every turn, when we presented them with one
more need of the government, they gave it to us because they wanted to do this right and wanted
to be sure that it was above reproach. Those who subscribe to the "don't believe what [ say until
you see what I do" credo, will like Eric Brewer. He is what he said he was - a private citizen
simply interested in giving a gift, a very generous gift, to his country. A gift that will help
strengthen our democracy.

Fed-Search uses the Inktomi technology to do its searching and indexing. In a few weeks, they
spidered (searched) all publicly available government web pages and indexed the 27 million
pages. Fed-Search will keep the index updated.

FirstGov Partners
The third part is our FirstGov Partner idea.

As we were developing FirstGov, we knew that most Internet users had a favorite portal, or small
group of portals they almost always used. Something like 85% of users navigate the web via the
big three - Yahoo, AOL or MSN. In addition, there are over 200 other portals serving the
increasingly larger base of regular users.

These portals have flourished because they innovate and provide a service to their customers.
They get their customers the information they want in the way they want it at the speed they
want it. And the portals that survive will survive because they get better and better.

So, we figured we should design FirstGov to be attractive to these successful portals and thereby
allow our ultimate customers — American Citizens - more choice. We believe FirstGov.gov is
good and we plan to keep it at the state-of-the-art. But, citizens are used to picking from their
own personal views of the best. They should have that choice, rather than being forced to use
only the government-provided site if they want quick access to all government information.

We had some conditions, though. These conditions resulted directly from concemns some
citizens have expressed about the “wild west” character of the Internet. One condition is that
citizens should have free first use of ail government information. The Fed-Search index has all
the publicly available government pages — all 27 million pages. Through FirstGov, the "first
use" of government information will be free to all citizens. Another condition is that no
individual can be tracked while browsing government pages. We require that security must be
excellent, and there can be no advertising on pages displaying government web sites.

10/2/00 9:11 AM 2of4



16

You get all that when you log on to FirstGov.gov. And that's what we will require of any
FirstGov Partner's portal.

All these things led us to the idea to allow other portals (public and private) to become FirstGov

partners. We would like them — and therefore their customers — to have access to the results of a
search in Fed-Search, should they so choose, rather than being forced to rely exclusively on their
own proprietary and incomplete data bases.

When you want to search for government information on FirstGov, there are 4 ways to go. One
is the most obvious. Any portal, whether or nor a partner, can "point” to the FirstGov URL and
when the user clicks, that user is transported to the FirstGov.gov portal. The same as if you
typed in the URL on any browser.

The other 3 are simply 3 ways any independent portal can join the FirstGov World and
demonstrate 10 its customers that it subscribes to a basic set of principles governing the privacy
and quality of those accessing government information. The independent portal benefits by
being able to provide better service to its customers. The FirstGov brand benefits by having
more people know about and use it. The American people benefit by knowing that they can
count on certain safeguards while navigating government information.

In the 3 models, each portal agrees to the FirstGov conditions. Along with the protections the
agreement provides, it sets a high standard for access to government information and transactions
that benefits all involved.

In the first of the 3 models {Bronze), the portal puts a FirstGov logo (or words) with a link to
FirstGov.gov on the portal’s site. Clicking it takes the user dircetly to the FirstGov.gov page and
she proceeds as if she had come there originally, This level of partnership is at no cost to the
pariner.

The second model (Silver) has a "FirstGov search box," where the user can enter a word or
words directly from the partner’s page, with the promise of a keyword search. The keyword is
processed by Fed-Search and results are returned to the user on a FirstGov page displayed on the
user’s PC. Now the user is in FirstGov, This service is free from Fed-Search. There is no cost
to the partner.

In the third model {Gold), the portal displays the search box as though it were the portal’s own
search box. When the results are returned they appear as though they were on the portal’s own
search return.page. The portal retains the option to advertise on the search return page, providing
a revenue stream for the portal. But, let me be clear. When the user clicks to the government
site, from the portal, that user is now on the government site and no advertising is allowed.

For this industrial-strength access and customized formatting, the portal pays Fed-Search a
nominal charge to process the search, a sum designed simply to cover costs. The portal provides
its own bandwidth to Fed-Search, and Fed-Search provides proprietary software, engineering
support and training to the portal guaranteeing optimal performance of the portal. The portal still
adheres to the FirstGov principles.

1072/00 9:11 AM 3of4
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High interest so far

As of Friday, 178 companies and non-profits have already shown serious interest in becoming
FirstGov partners. They know the conditions and they see the value. We are pleased, because we
feel this validates our initial thinking that offering access to the index could result in innovative,
new, citizen-centric business models that were not previously feasible.

The FirstGov Partners Program is not a mystery. It is just what I described and has been for
weeks. When we first introduced the idea, we listened to the concerns and excitement from all
quarters and have responded by modifying the partnership concept and conditions substantially,
to make it the best we could.

M. Chairman, I consider this a proud moment for the federal government. I hope you do, too.

In just a week, FirstGov has captured the imagination of tens of thousands of people. By now,
citizens have likely made over a million visits to the FirstGov.gov portal. Many have told us how
much they like it and a few things we should get better at.

Thank you, again, for your constant attention to the efforts of so many to making a better
government that makes it easier for people to do what they nced to do and uses their money
wisely.

10/2/00 9:11 AM 4 of 4
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Mr. BARRAM. I would like to do a quick little demo.

Mr. HorN. All right. Go ahead.

I want to ask Ms. Katzen, you have to leave when?

Ms. KATZEN. 11:05.

Mr. HorN. OK. 11:05. Because I want to make sure we have
enough for 20 minutes of questioning before you leave. So I will
have to interrupt some of the presenters, but go ahead, Mr.
Barram.

Mr. BARRAM. Let me take just a minute.

What you see up on the screens on the two sides of you, and up
front you can see it on yours, is a picture of the FirstGov page. I
trust many of you have already seen it. It looks good, and it is very
functional.

Do something, Bill, anything.

He just typed in the words “Social Security,” and up came a list
of results. He is clicking on the first one, and it takes you to the
Social Security page and the top 10 most requested services from
Social Security on-line. So click, click and we were there.

Now he is back at the FirstGov home page. He clicked on fea-
tured subject under severe weather and got to the second page
under severe weather and is looking for Hurricane Keith, I think.

This is a NOAA page, National Hurricane Center. So we are into
the Department of Commerce’s NOAA’s page now, and there it is.
{)t is still down there circling around the Yucatan, not a place to

e.

We could do 2 hours of this. That’s enough. You get the idea. We
will have it available. If there are other questions you can ask
about, we can find it. Find out how many times you are listed, Mr.
Chairman, in the government Web pages.

Mr. HORN. Just so they aren’t in Federal prison pages.

Dr. Brewer, it is a great pleasure to have you here. You have a
very distinguished record. Please make your presentation, and that
will help round out on the positive side.

STATEMENT OF ERIC BREWER, FOUNDER AND CHAIRMAN,
THE FEDERAL SEARCH FOUNDATION, CO-FOUNDER AND
CHIEF SCIENTIST, INKTOMI CORP.

Mr. BREWER. Thank you, Mr. Chairman and Mr. Turner. I am
really glad to have this opportunity to speak to you today about the
Federal Search Foundation.

The free flow of information is a basic tenet of American govern-
ment. Freedom of speech, our judicial system and even the basic
principles of capitalism all revolve around the free flow of informa-
tion. The Internet is the greatest tool for this flow in the history
of the world; and, as such, it can be the most potent ally for the
citizens since the Constitution itself.

The mission of the Federal Search Foundation is not just to build
a government search engine but rather to catalyze an Internet-en-
abled government. We seek to empower citizens with comprehen-
sive, unbiased information and interactive services that make gov-
ernment more responsive to the public. The creation of a com-
prehensive search engine and its inspiration of the FirstGov portal
are the first steps toward this goal.
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Early in my career as a faculty member at UC Berkeley, I re-
ceived Federal assistance in the form of a DARPA research grant.
This grant led to novel search technology, which led to Inktomi, an
Internet infrastructure company, and then led to the Federal
Search Foundation. Thus, in creating the Foundation, I am giving
something back while I also hope to promote truly American values
of open, participatory democracy. In fact, I hope my whole genera-
tion of Internet entrepreneurs finds equally meaningful ways to
give back to society.

But, by design, the gift is only a catalyst. The FirstGov site was
not built by me, nor by Inktomi, nor by Fed-Search. It was built
by the government itself, which is the only reason that FirstGov is
an important step toward an Internet-enabled government.

The effects of this catalyst continue to grow. In addition to the
FirstGov site, we have seen increased focus by all three branches
on their Internet presence, an increase in the quality of govern-
ment sites, and an increase in traffic and feedback. The feedback
has been overwhelmingly positive. In fact, much of the feedback
thanks us for sites that existed before FirstGov, such as the NOAA
site. We simply brought them to the public.

I hope that others, private and public, will continue the momen-
tum and put their own government-related services on-line, leading
to the same kind of diversity that we see for television, radio, and
print media. In fact, the Fed-Search Foundation hopes that our
mission as catalyst will be complete in a few years and that we can
simply cease to exist. To me, the most valuable and personally re-
warding part of the gift is the confidence it gave Federal employees
that they could build a great site and that they could do it on Inter-
net time.

The Internet is a deeply American phenomenon, not because of
its origin but because it reflects our values. It is the ultimate ex-
pression of freedom of speech, it is fundamentally open, and it has
transformed our economy in the classic American way, by enabling
indilziduals to achieve their dreams through inspiration and hard
work.

I am fortunate to be one such American. I am honored to be able
to give something back. But, I am even more honored to be able
to help the government achieve the kind of deep understanding and
use of the Internet that will promote these values well beyond the
information age.

Thank you for your time.

Mr. HORN. We thank you again, Dr. Brewer. That’s very gener-
ous of you, and we will get into some of those questions.

[The prepared statement of Mr. Brewer follows:]
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Prepared Statement of Eric Brewer,
Founder and Chairman of the Federal Search Foundation

Before the House Committee on Government Reform Subcommittee on
Government Management, Information, and Technology

Mr. Chairman and distinguished members of the Committee, I appreciate the opportunity
to provide you with my testimony regarding the Federal Search Foundation and its
mission, which includes two distinet goals. The first and most obvious goal is to build,
operate, and make available to the public a search engine for all public US Government
documents, which includes 27 million web pages so far. The second goal is harder but
much more important: to promote a government that understands and uses the Internet fo
its full potential, that is, a government in which everyone not only uses the Internet, but
also views it as a primary medium for communication and public service.

In March of this year, I approached the Clinton Administration with a preliminary offer
to build such a search engine at no cost to the government. These discussions culminated
in a June 24" webcast in which the President announced the development of a web site
called “Firstgov.gov™ that would employ the Fed-Search engine, pledging that the site
would be up and running within 90 days.

I 'am proud to report today that we met that challenge, with Firstgov.gov and the Fed-
Search engine launching exactly as promised.

Firstgov.gov is a government-focused web portal through which the public may access all
publicly available online government resources in a straightforward, streamlined manner.
Visitors may navigate through Firstgov.gov without needing to be familiar with the
differences in jurisdiction between the EPA and the Bureau of Land Management, or
knowing that the Coast Guard is actually part of the Department of Transportation — and
not the military.

Stili, no portal is complete without a tool that will allow users to find the information
they’re locking for quickly and without “surfing.” This tool is a search engine,

Despite Firstgov’s commendable efforts toward organizing the government’s online
resources, there simply is too much information — some 27 million pages so far across
20,000 websites — to put it all in one place. Private search engines can help, but they
cover less than half of the government pages, and often return commercial websites as
answers rather than the official government site individuals are seeking. For instance, if a
student ran a search for “White House” on a private search engine they would not only
get WhiteHouse.gov, the official White House web site, but would typically also find
WhiteHouse.com, a pornography web site.

I established the Federal Search Foundation, a private non-profit charitable organization,
to add this essential element to the Firstgov.gov web portal. We are funded through
private donations and in-kind contributions. Currently, T am the primary donor to the
Foundation, although we have received substantial in-kind donations from both Sun
Microsystems and Inktomi Corporation, and we have received new offers of support
since the Taunch. Our charter is to provide the search engine at no cost to the government
for not only the Firstgov site, but any other federal government website as well.

However, this is not a perpetual gift. After a period of between 2-3 years, The Federal
Search Foundation will turn over its servers and knowledge base to the government, and
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the foundation will cease to exist. When 1 first tell people that the foundation has a
limited lifetime, they find it confusing; their rough reasoning is “if this is a good thing,
why end itin a few years?” My answer to this question goes to core of understanding
the Foundation: since our ultimate goal is to create a governunent that understands and
uses the Internet to its full potential, the engine cannot be run by any outside group,
private or non-profit; it must be run by the government itself. In fact, it must become part
of the fabric of our government. The limited lifetime for the Foundation effectively sets
a deadline by which the government must determine whether the service is valued
enough by the public to be worth continuing; 2-3 years should be sufficient time to make
that decision and (if so chosen,) to secure funding, and be operationally ready to run a
world-class search engine. Along the same line of reasoning, it is worth noting that Fed-
Search even today provides only the search engine and not the whole Firstgov site, which
was built by the GSA. Tam proud that Fed-Search was the catalyst propelling peaple to
take this major infernal step toward e-government right now.

The Foundation is keenly interested in serving the public interest with the highest
integrity. At the time we were proposing to make this gift to the Federal Government, we
realized that in order to be a section 501{c)(3) charitable organization, the Foundation
would be required to operate exclusively for charitable purposes and not for the benefit of
private interests. (The Foundation has applied for tax exemption under section 501(c)(3),
and based on conversations with the IRS, we are optimistic the application will be
approved very soon.) Therefore, we took great care to verify that the Foundation’s
proposed gift of services to the U.S. government was legally permissible and that the
terms of the gift would not specially benefit any private party.

The Foundation retained a special attorney, an expert in government procurement laws
and regulations, to review the proposed gift and advise on its legality. That attorney
concluded, based on similar cases that had been reviewed by the Comptroiler General,
that the U.S. government is fully authorized to accept a gift of gratuitous services where
there s no expectation of payment. Our attorney also concluded that the law permits
GSA to accept gifts of personal property made to the U.S. government. Not being
satisfied with our own legal analysis, we asked our attorney to speak directly with GSA’s
General Counsel’s office to confirm that they agreed with our conclusions. That
conversation took place this summer, before we began to build the search engine, and
GSA’s lawyers did, in fact, share our conclusions.

With these preliminary issues resolved, the Foundation went about building the engine.
The Foundation selected Inktomi as the search engine solution for this project for four
reasons: familiarity, speed of implementation, scalability and likelihood of an in-kind
contribution. Having contributed to the development of the Inktomi product, I am quite
familiar with its technical capabilities, and it was the only one that I knew with absolute
certainty could do the job. Second, given our extremely accelerated launch schedule, I
knew that investigating the full extent of options available to us would make it impossible
to actually meet the schedule. Third, the sheer volume of documents to be covered by the
search engine demanded proven scalability, something that Inktomi has demonstrated.
Finally, Inktomi was willing to donate most of the cost of its services in recognition of
the broad public benefit the Foundation intends to deliver. For all of these reasons, the
Foundation concluded that using Inktomi was the right way to meet our promise to the
Federal Government.

Despite this clear choice, the Foundation was concerned that its charitable work for the
U.S. government not produce any kind of unfair advantage for Inktomi should the
government actually wish to employ a search engine at the conclusion of the
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Foundation’s 2-3 year lifetime. To avoid even the appearance that Inktomi would have a
special advantage, the Foundation took two proactive steps. First, the Foundation and
GSA specifically agreed that Fed-Search would not be involved in drafting specifications
to be used in the request for bids on any search engine contract nor would Fed-Search be
in any way invoived in selecting the company that would be awarded any search engine
contract. This agreement is expressly included in the Memorandum of Understanding
(MOU) between the GSA and the Foundation.

Second, Fed-Search recognized that even if Inktomi were legally qualified to compete for
a future government search-engine contract, Inktomi might be perceived as having an
advantage because of the work it would already have done with Fed-Search. To ensure
that Fed-Search serves the government’s best interests, and to give the government full
latitude to consider any and all proposals on their own merits, regardless of the services
provided by Fed-Search, the Foundation has promised to continue providing its search
engine for free until GSA not only selects a contractor, but also until that contractor has
done the necessary work to put its search engine into operation. This commitment is also
included in Fed-Search’s MOU with GSA. Thus, the U.S. government can pick
whichever search engine company offers what the Government believes will be the very
best service at the very best price without any concern about how its selection may affect
the speed with which it can replace the search engine.

Legal issues aside, however, there are two additional issues that the Foundation also must
address: privacy and fairness.

First, protecting privacy is of great importance to the Foundation. The Foundation's
engine covers web sites that have a “.gov” or “.mil” in their primary domain suffix,
which by definition includes the Congress, the U.S. Courts, the White House and all
Cabinet departments, independent agencies and even certain state websites. However,
only publicly available documents will be included in the index; no data that the
government treats as private, classified, password-protected, or firewall-protected will be
covered by the search engine. In addition, to protect personal privacy, there will be no
tracking of personal user information of any kind. As one step to ensure this principle,
the Foundation will not deploy “cookies™ without the express permission of those
employing the service.

[ also want to ensure that the Foundation operates in a fundamentally fair manner. Even
though we are a private charity that has created a product using private resources, our
mission is to help the U.S. government make that product available to the public it serves.
We will support the government as it works with government, non-profit, and private-
sector partners to make the search engine widely accessible. That’s why we have made
our engine available to libraries, schools, the states, and even commercial third-parties
who desire 1o tap into the engine. We will work with all partners who are “certified” by
the Firstgov project team under the standards they have to developed to ensure that the
engine is being used in what the government sees as an appropriate manner that serves
the public interest. If you are interested in exploring the criteria for certification, I refer
you to the Firstgov project team that developed the criteria. The Foundation relies on the
government’s certification and does not apply criteria of its own.

Once certified, these partners may employ one of three options to connect to the
Foundation’s engine, two of which are entirely free. The first and simplest method for
connection is nothing more than a simple HTML link in the form of a Firstgov image. A
partner site may place this image on their website, and any user clicking on the image
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will be transported to the Firstgov homepage where they can access the engine. This is
entirely free to partners.

The second method is an enhanced version of the above. This method allows the partner
to place a simple search box on their website that will return results from the Fed-Search
engine through the Firstgov website. In this method, the partner controls the look and
feel of the page with the search box, while the page with the results of the search is the
normal Firstgov page that appears as a new window (over and above the original partner
search box page. This method is also entirely free to partners and is equally as powertul
as Firstgov -- returning precisely the same results to particular queries as would Firstgov
itself.

Finally, there is an option available for those wishing to employ a more customizable
connection. The Foundation will arrange for a partner to have a direct, private
connection to its engine. Both the query box and the results will be returned on the
private party’s own web site. This will allow for a partner to customize completely the
results from the search to comply with their own interface and allow for greater control in
general. Each direct connection entails a new hardware configuration on Fed-Search’s
servers, some new programming, establishment of new tracking for queries originating
with the party receiving direct access, and allocation of personnel time to support the
private party using the connection. The activities have real costs, which are passed on to
the partner. The Foundation charges no additional fees to partners that elect to use this
mechanism, and there is no profit involved for the Foundation.

Some have asked why third parties that want this specialized direct connection must pay
the associated costs. The Foundation’s mission is to serve the public by supporting the
federal government in its efforts to make government official more accessible to
everyone at absolutely not cost. To the extent that third parties want to join us in that
mission and support the federal government’s delivery of this public service, we will
make the search engine available for free. However, to the extent that third parties want
to use the search engine as part of their private activities, particularly business activities,
we are glad to make the search engine available, but we ask that those third parties pay
the additional cost of getting the customized service. Our mission as a charity is to serve
the public, not to subsidize the private business activities of certain entities. We want to
direct our resources toward serving the public at large.

This is the extent of the Federal Search Foundation and its mission.

Finally, it has been my experience that people achieve a deeper understanding of
something when they know the motivations behind it. So let me explain why I have
initiated this project, which is, quite frankly, both time consuming and expensive.

Early in my career, as a faculty member at the University of California at Berkeley I
received Federal assistance in the form of a DARPA (Defense Advanced Research
Projects Agency) grant. With that assistance, I was able to create new technology that
led me to build one of the leading Internet infrastructure companies in the world, Inktomi
Corporation. Se, the money behind this gift came indirectly from an investment by the
government itself, and I am honored to be able to give something back. The gift is in fact
the fulfillment of one of DARPA’s primary goals, which is to create technology for
future use by the government itself. To summarize, it is the government’s involvement in
the genesis of this technology and my desire to give something back that led to the
creation of Fed-Search, which is at its heart a catalyst for seeing that we all have a fully
Internet-enabled government.
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Mr. Chairman, in conclusion, I would like to thank you for allowing me to testify at
today’s hearing. I would also like to offer to you, members of the Committee and the
entire Congress, an open-ended invitation from our team to assist you in answering any
questions you may have concerning the Federal Search Foundation or the Firstgov site.
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Mr. HORN. Our next presenter, as we always have at these hear-
ings, the very able staff of the U.S. General Accounting Office. So
we have this morning David McClure, the Director of Information
Technology Management of GAO. Dr. McClure.

STATEMENT OF DAVID MCCLURE, DIRECTOR, INFORMATION
TECHNOLOGY MANAGEMENT, U.S. GENERAL ACCOUNTING
OFFICE

. Mr. McCLURE. Mr. Chairman, Mr. Turner, it is a pleasure to be
ere.

FirstGov represents, I think, an important milestone in evolving
toward Federal electronic government. There is no question about
that. Portals like this are being used with increasing frequency at
all levels of government.

As is evident from some of the information searches that have
been presented this morning and in some of the testimonies that
are being presented to you today, FirstGov is not yet overly context
sensitive. As is the case with commercial Internet searches, the
queries on FirstGov can yield hundreds and even thousands of
URL references, some of which may not necessarily be relevant to
the information or services that the user is looking for.

However, I think it is very important to point out that the capa-
bility, the search capability, is not the end game for FirstGov. It
is an evolving concept, and we would expect many opportunities to
emerge for increasing the capability and the functionality of this
site.

Not all issues associated with running FirstGov today and on a
permanent basis have been settled, and I just want to briefly men-
tion four of those issues to you.

The first of them deals with maintaining the security of the
FirstGov Web site itself. Computer and network vulnerabilities
swell to immense proportions in the Internet age. The opportuni-
ties to create and cause problems for the site accentuate the need
for careful, coordinated information security planning.

Based on the available information and discussions we have had
with GSA, FirstGov representatives and even representatives from
Inktomi, there are good security measures that have been put in
place for the FirstGov site. However, there are several elements as-
sociated with a comprehensive security program that are lacking.
These include the establishment of a comprehensive computer secu-
rity plan, adequate coordination of security measures being sup-
plied by the different contractors that are being used for the oper-
ation and maintenance of FirstGov, and completion and independ-
ent validation and verification of risk assessments on the site.
These are fundamental computer security steps.

FirstGov represents one of the most important national sites on
the Internet today. Given its visibility and its importance, we
would urge that these kinds of security measures be put in place;
and indeed, in conversations with GSA, we are confident that a
great deal of action has already been initiated.

A second challenge deals with taking reasonable, practical steps
to ensure that FirstGov does not enhance abuse of the govern-
ment’s information resources. We cannot ignore the assistance that
such a tool provides to those with malicious intentions who regu-
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larly conduct tedious electronic reconnaissance of Federal Web sites
in search of information that can assist in their wrongdoings.

FirstGov search results provide perhaps the most comprehensive
index of all information on the U.S. Government’s public Web sites.
Commercial search engines commonly index only a fraction of the
government sites and pages. The search engine, to be perfectly
clear, does not search classified or for sensitive information on gov-
ernment sites. That’s not its purpose. But it is imperative that
agencies provide effective frontlines of defense by ensuring that
their own public Web sites do not post or facilitate access to inap-
propriate information, and it is also important that FirstGov itself
provide an effective reinforcement by considering formal policies
and procedures to routinely check, identify questionable or sen-
sitive materials and removing them as quickly as possible from the
FirstGov index.

The point here is not to make FirstGov a governmentwide mon-
itor, for computer security or privacy. It is a logical extension of
what we would consider practical steps that can be put in place.

The third challenge deals with alleviating concerns that have
been raised about the impact of the government’s relationship both
with the Federal Search Foundation and with official partners that
are being established in the private sector. In 2 to 3 years, when
an open, competitive bidding process is expected to occur for
FirstGov, its systems operations, its development and its mainte-
nance, it is important for everyone to understand how the transi-
tion will take place from the current arrangement to that new situ-
ation. It is also important that policymakers throughout the gov-
ernment have assurances that the Federal Government has ade-
quate control of how official data from its Web sites are being col-
lected and used now by the Federal Search Foundation and by
whatever vendor or private entity assumes control of this project
in the future.

With respect to the official sponsors or partners to FirstGov, the
board may simply need to explain the advantages it sees behind
why these partnerships are essential to FirstGov’s success, given
the controversies that can emerge with these kinds of relationships.

The fourth challenge lies with extending, tailoring and coordinat-
ing access to government information. FirstGov is a mechanism
that should be adaptable to changing technology and to changing
needs of users. In its present form, there are other government
data bases and information that can be indexed, more so than the
public Web pages that it currently searches. These are just issues
that need to be addressed as the site continues in development.

Surveys also indicate that an increasing number of Internet
users prefer to tailor their views of information based on their per-
sonal needs and preferences. In the public sector, legitimate pri-
vacy concerns and policies prohibit these practices which are con-
ducive to the type of electronic interaction and Web page
customization that you might want to see in the government. So
these are, again, issues that need to be brought to everyone’s atten-
tion.

So let me say, in conclusion, that the FirstGov effort represents
a significant achievement toward enabling electronic government.
Larger issues do indeed loom on how to sustain the site as a per-



27

manent feature of the Federal Government, and it takes on even
greater significance in today’s Internet environment.

An overall management strategy and blueprint for setting expec-
tations, showing direction and demonstrating results would be very
helpful to see. However, this plan should also be flexible to allow
for creative approaches to accessing information and responding to
the dynamic technology changes in today’s environment.

Thank you, Mr. Chairman; and I will be happy to answer any
questions.

Mr. HORN. Thank you. We will get further testimony, I am sure,
from you.

[The prepared statement of Mr. McClure follows:]
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Mr. Chairman and Members of the Subconuuittee:

I appreciate the opportunity to be here today to participate in the
Subcommittee’s hearing on the status of FirstGov.gov, the
Administration’s new web site that is intended to serve as a portal to ail of
the federal government’s publicly available, on-line information and
services. As you know, FirstGov.gov became operational just 10 days ago.
My remarks today will focus primarily on describing what can be
accomplished with FirstGov.gov and identifying challenges that should be
addressed as its continued development and refinement move forward.

As this Subcommittee is well aware from other hearings, federal agencies
are beginning to provide an array of on-line or e-government services.
Although the predominant service available to date involves the collection
or dissemination of information and forms, government agencies at both
the federal and state levels have also begun enabling citizens and
businesses to perform such functions as buying and paying for postage
stamps or commemorative coins, submitting bids and proposals for
govermment contracts, and renewing drivers’ licenses. These changes are
being accelerated by Presidential directives, legislative mandates—such as
the Government Paperwork Elimination Act (GPEA)! and the Electronic
Signatures in Global and National Commerce Act (E-SIGN)*>—and growing
expectations from a larger number of citizens and businesses as they
embrace the use of the Internet and World Wide Web. Opportunities for
additional services abound as new global web technologies are developed
and e-government applications become more prominent and widely
accepted by citizens and businesses nationwide,

On-Line Government
Presence Is Growing

In prior testimony and reports, we have noted the opportunities for greater
citizen access and interaction with the federal government via on-line and
Internet-based services.? In many cases, this also offers potential for
conducting governrnent business and activities in a more cost effective
and efficient manner. However, we have also cautioned the Congress that
the likelihood of successful outcomes will depend on agencies' top
management involvement, support, and leadership, as well as diligent

TP.L. 105277, Div. C, Title XVIL.
2P.L. 106-229.
3Electronic Government: Government Paperwork Elinination Act Presents Challenges for Agencies

(GAO/AIMD-00-282, Septernber 15, 2000); and Federal Are Evolving
Rapidly But They Face Significant Challenges (GAO/T-AIMD/GGD-00-179, May 22, 2000).

GAO-01-87T FirstGov.gov
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oversight from OMB and the Congress. Moreover, many electronic
government initiatives challenge agencies to address a variety of
information technology management issues that have historically troubled
IT projects.

Irrespective of the challenges created by the so-called digital divide, the
use of the Internet for commercial business and public-sector service
continues to grow. Home access to personal computers and the Internet is
increasing rapidly, and at least one source projected that 60 percent of
U.S. households will have Internet access by the end of this year. Another
recent study conducted by Momentum Research Group found that 62
percent of citizens and 83 percent of business users surveyed had used the
Internet to access government services or information.

To improve the relevance of and access to on-line information and
services, governments are turning to portals—umbrella web sites that
operate as electronic front doors, linking users to a broad range of on-line
resources, The President’s December 17, 1999, memorandum on electronic
government provided the charter for the government’s efforts to develop a
single governmentwide electronic portal for federal information and
services, Specifically, the President tasked the Administrator of the
General Services Administration, in coordination with other appropriate
agencies, to “promote access to government information organized not by
agency, but by the type of service or information that people may be
seeking.” The response has been the rapid development of a web portal,
FirstGov.gov, which is intended to link the government’s more than 20,000
web sites and many millions of web pages and make it possible for citizens
to obtain the information and services they need without having to ponder
which federal agency controls which function.

State and some foreign governments have already implemented
governmentwide web portals that provide users with links to information
and services. For instance, by accessing Virginia’s statewide portal
{http.//www.vipnet.org), residents can quickly connect to a site where they
can renew drivers’ licenses on-line. Similarly, users can access the
Washington state portal (http./access.wa.gov) to link to sites for filing
state tax returns electronically. According to an April survey by the
National Association of State Information Resource Executives, 20 states
(representing 50 percent of the nation’s population) reported having

The White House, Memorandum for the Heads of Executive Departments and Agencies on Electronic
Government, December 17, 1099,

Page 2 GAO-01-87T FirstGov.gov
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statewide government web portals. Eight more states (representing 23
percent of the population) reported plans to launch portals within a year.

FirstGov: Roles and
Responsibilities

To provide ongoing direction to the FirstGov effort, the President’s
Manageruent Council (PMC) established a FirstGov Board of Directors,
which consists of eight members from the PMC and three members of the
Federal CIO Council. The board is responsible for coordinating FirstGov
issues across the executive, legislative, and judicial branches. Daily
operations are managed by the General Services Administration (GSA),
which has staffed a FirstGov project team to lead the effort. This team, in
turn, manages a $4-million, 2-year contract to operate and maintain the
Firstgov.gov web site. The contract does not cover services such as
redesigning the web site or changing its hosted location. It also does not
cover the electronic search function that (1) collects and indexes
information from all government web sites, (2) stores that information in a
single large database, and (3) performs searches on the database to fulfill
user requests. That search function is being provided to FirstGov.gov free
of charge for 3 years by the Federal Search Foundation (Fed-Search),
through a memorandum of understanding with GSA on behalf of the PMC
and the FirstGov Board. Dr. Eric Brewer, co-founder and chief scientist for
Inktomi Corporation, established Fed-Search this past June. Fed-Search
has a contractual relationship with Inktomi for the technology and
technical support to provide its free service to FirstGov.gov

FirstGov: What It
Does

FirstGov.govis a federal government portal that provides a single point of
access to all federal government information posted on the World Wide
Web. Although its development is evolving, it is generally intended to
provide citizens with broad access to federal information and services in
an organized and efficient manner.

FirstGov works using three major elements: (1) a user interface (the
FirstGov.gov web site) that includes links to government information and
services (at present, a pointer system); (2) a large database that can
contain at any point in time more than 500 million pages from all publicly
accessible federal government web sites; and (3) a search engine—
provided by Fed-Search—which uses a technique known as spidering or

Page 3 ‘GAO-01-87T FirstGov.gov
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crawling to examine all publicly accessible government web sites and then
retrieve information for storage in the database.’

In short, FirstGov.gov serves as an intermediary among its users and
agency web sites that offer information, resources, and access to
electronic services. The process begins with the Fed-Search search engine,
which “crawls” all government web sites and stores in its database any
text that it finds at those sites. This large database is renewed at regular
intervals to keep it up to date. Upon accessing the FirstGov.gov site, some
users may decide to click on predefined topics of interest, which will link
them to commonty requested government information and sites. However,
many users seeking specific information or services will simply type a key
word or words into the site’s search box. The search criteria they enter is
then relayed to Fed-Search, which scans its database for matching
material. The database returns a list of web pages with brief text excerpts
to indicate the pages’ content. By clicking on an item on the list, the user
will then be taken directly to the original government weh page that had
been indexed. Figure 1 portrays this process schematically.

5Spidering (crawling) is the automatic process of systematically traversing a group of web pages by
following their embedded electronic links in order to build an index of relevant information.

Page 4 GAO-01-87T FirstGov.gov
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Figure 1: Typical FirstGov.gov Search Process
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This process is similar to web searches done via many commercial
Internet search sites, such as Yahoo, Google, or AltaVista. The unique
value of Firstgov.govis that it specifically aims to canvass all publicly
accessible federal government web sites and thus can offer much more
comprehensive and definitive results for government-oriented queries than
can a commercial search engine. FirstGov officials estimate that current
commercial search engines cover only about 20 percent of federal web
pages.

As presently configured, the search engine is not particularly context-
sensitive. In other words, if a given search does not produce helpful
information, it is up to the user to define and redefine the search in ways
that return more meaningful information. As a result, on any given search,
the list of results can be substantial and may include irrelevant links. The
following examples illustrate this point:

Page 5 GAO-01-87T FirstGov.gov
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Entering a keyword search for “Superfund” resulted in approximately
45,000 web pages that covered topics ranging from project locations,
program policies, and overarching regulations. Such an overwhelming
number of links could force a user to spend a significant amount of time
looking for truly relevant information.

A keyword search for “buy stamps” yielded a list of some 3,000 links. The
links pointed to various web sites that offer information on where to buy
stamps, how to use pre-canceled stamps, and food stamp programs. The
task of identifying the correct web site to buy postage stamps—or
re-executing the search with the word “postage” included—is left to the
user.

FirstGov Partners Are
Intended to Broaden
Its Use

The board has proposed a partnership program intended to broaden
exposure and participation in the FirstGov project. To promote and
increase traffic to the FirstGov portal, organizations are being encouraged
to connect to and utilize the Fed-Search search engine’s capabilities. The
board’s plan is that organizations be linked to the search engine in several
different ways, ranging from siraply including the FirstGov brand as a
clickable reference on the partner’s web site to establishing a direct
connection to the search engine, with the results displayed on the
partner’s web site. Table 1 shows a brief description of the three partner
levels that have been established by the FirstGov project. All FirstGov
partners will be required to comply with a list of seven basic conditions of
use designed to guarantee such things as the integrity of the information,
protection of users’ privacy, free and open access to all users, clear
attribution of the U.S. government source, and dissociation from
advertising or any appearance of cormercial endorsement.

8 Commerce Business Daily, July 6, 2000.
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Table 1: Comparison of the three endorsed methods of connecting to the Fed-Search search

engine.

Level 1 (Bronze) Level 2 (Silver) Level 3 (Gold)
Description of Connection  Simple link with Search-box link with Search-box with FirstGov
to Search Engine FirstGov logo FirstGov logo logo directly connected to

search engine
Search Engine Results FirstGov web site FirstGov web site Partner web site
Cost to Private Necne None Annual and marginal cost
QOrganizations
Implementation Rapid More difficult Most difficult
Source: GSA.

Challenges in Making
FirstGov Fully
Operational

On June 24, 2000, President Clinton challenged GSA and its partners to
develop the FirstGov portal within 90 days. A functioning web site was
successfully brought on line Septermber 22, 2000. While all parties involved
met the deadline, and indeed FirstGov is less than a month old, not all
issues associated with enhancing and running FirstGov have yet been
settled. These issues include:

Maintaining the security of the FirstGov.gov site. Known computer and
network vulnerabilities—as well as the automated attack tools needed to
exploit them—are increasingly being publicly posted on the Internet. This
offers potential attackers with little technical skill and knowledge the
opportunity to cause a great deal of damage, and accentuates the need for
careful and coordinated security planning. In recent years we have
consistently found security weaknesses at many federal agencies.”
However, FirstGov currently has no comprehensive security plan and,
from a security standpoint, has not been accredited for operational use.®
FirstGov operations rely on components supplied by several different
contractors and subcontractors, and these entities have not coordinated
the security measures they have adopted, leaving the potential for security
vulnerabilities. Further, independent tests of the site’s access controls
have not been conducted, nor has the FirstGov Board established a
program for conducting periodic security assessments. It is critical that

" Federal Information Sceurity: Actions Needed to Address Widespread Weaknesses (GAO/T-AIMD-00-
135, March 28, 2000) and Information Security: Serious and Widespread Weaknesses Persist at Federal
Agencies (GAO/AIMD-00-295, September 6, 2000).

8 is the formal ion by a pproving authority that an information
system is approved to operate in a particular security mode using a prescribed set of safeguards at an
acceptable level of risk.
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these and other elements of a complete security program be put into place
to meet governmentwide requirements and to ensure that security is
consistently maintained throughout the life of this important and highly
visible project.

Protecting the government’s resources from malicious electronic search
through FirstGov. FirstGov is designed as a complete index of all
information on the federal government’s web sites. It provides a unique
and invaluable tool for ordinary citizens to use in gaining access to
government information, since commercial search engines index only a
fraction of the government'’s sites. Unfortunately, the tool also provides
assistance to wrongdoers who, as a result, no longer need to conduct
tedious electronic reconnaissance at individual federal web sites to
determine the location of sensitive information that might facilitate
hacking or other malicious activity. Of course, the first line of defense is
the individual federal agencies, who need to ensure that their web sites do
not post inappropriate information. However, because FirstGov.gov
enhances the ability of individuals to locate information at federal sites,
the FirstGov Board may need to consider options for systematically
checking or identifying questionable or sensitive maierials. For example,
the Fed-Search engine could check for certain specific kinds of
information and leave them out of its database, even if that information
remains available on an unindexed, publicly accessible web site.
Currently, the FirstGov Board does not have formal policies or procedures
in place for such routine checking,

Allaying concerns about FirstGov's relationship with the private sector.
The heart of FirstGov is a search engine and data index developed and
maintained for three years as a gift to the government. The Federal Search
Foundation has a memorandum of understanding with GSA but has stated
that it is not bound by any contract. This raises questions about whether
the government is in full control of how data from its web sites are
collected and used. Questions have also been raised about the mechanics
of how the government will interact with FirstGov’s official partners.
These concerns revolve around whether the partners will have special
access to government information or receive other benefits simply from
being partners—benefits that should not be exclusively theirs. By
establishing more complete definitions and descriptions of these
relationships, the FirstGov Board could help alleviate these concerns. This
is particularly important given the expectation to contract the
development and maintenance of FirstGov.govin 2 to 3 years.

Extending, tailoring, and coordinating access to government information.
In his December 17, 1999, memorandum on electronic government, the
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President broadly tasked GSA to “promote access to government
information organized not by agency, but by the type of service or
information that people may be seeking.” This is a very large task. The
government maintains many databases of information, not all of which can
be indexed by a web-based search system such as FirstGov's. In addition,
other electronic directories of government information have already been
developed, including the Government Information Locator Service (GILS)
and GPO Access. Further, a variety of ways exist to tailor the display of
information to better meet user needs, and more ways will undoubtedly be
devised in the future. For example, commercial web portals allow users to
select the kinds of information they are most interested in and craft
customized web pages to fit their personal needs.

As currently configured, FirstGov leaves these issues unaddressed.
However, it may be possible to enhance FirstGov to index more of the
government’s information, provide users with more tailored views of that
information, and work more closely with other existing government
electronic directories. For example, software agents could be used to
periodically search on-line information and directories based on a user’s
specified interests and automaltically e-mail that user when new or
updated information becomes available. A September 2000 Brown
University study concluded that government web sites are not making full
use of available technology. The FirstGov Board is aware of these issues
and, indeed, is promoting FirstGov as a mechanism that can adapt to
changing technology and user needs as time goes on. Working groups
comprising representatives from federal agencies have been set up to
address issues associated with site content, technological advances, and
user feedback. Through these groups, the board will need to grapple with
the issue of how FirstGov.gov fits in with other on-line government
resources and directories and whether more sophisticated and powerful
connections can be made among them. Current federal policy may limit
the ability of a government site to tailor web pages to specific users
because it restricts the use of special data files known as persistent
cookies, which are used by comumercial providers to catry out this
function.’ This policy restriction is a result of valid concerns about
privacy.

90MB Memorandum M-00-13, June 22, 2000, and letter from OMB's Administrator, Office of
Information and Regulatory Affairs, to the Chief Information Officer, Department of Commerce,
September 5, 2000.
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In summary, FirstGov represents a significant achievement in that an
important and previously unavailable capability—searching the entire
government’s web pages—was rapidly and successfully put into place.
Now come the larger issues of how to sustain the site as a permanent
feature of the federal government and how to expand it to take on greater
significance.

We see four important issues for the FirstGov Board of Directors as this
effort moves forward. Managing site security for FirstGov.gov needs to be
improved; assessing and acting upon information in the Fed-Search
database that might facilitate malicious activity; issues about private-
sector sponsorship need to be addressed; and plans for the future need to
be developed and communicated.

An overall management plan for FirstGov.gov would be a useful vehicle
for setting expectations regarding what general functions are likely to be
achievable for FirstGov in the near term, how the site will be managed on
an ongoing basis, and how progress toward the larger goals set forth in the
President’s December 1999 memorandum will be measured. The plan
would also likely go a long way in allaying concerns about coordinating
the security of FirstGov and its information and verifying that site security
is maintained on an ongoing basis. Such a plan would be subject to
continual revision and need not be an impediment to the adoption of
creative, unanticipated new approaches.

To assess the FirstGov effort, we interviewed officials at GSA and
obtained official documentation on the FirstGov project. We conducted
our audit work in September 2000 in accordance with generally accepted
government auditing standards.

Mr. Chairman, this concludes my statement. I would be happy to answer
any questions that you or other members of the Subcommittee may have at
this time.

Contact and
Acknowledgments

For information about this testimony, please contact David L. McClure at
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Mr. HoOrN. Dr. Patrice McDermott is the information policy ana-
lyst at OMB Watch, and then we will have two more witnesses, Mr.
Bohannon and Mr. Fleisher.

Dr. McDermott.

STATEMENT OF PATRICE MCDERMOTT, INFORMATION POLICY
ANALYST, OMB WATCH

Dr. MCDERMOTT. Good morning. I want to thank you, Mr. Chair-
man and Mr. Turner, for the opportunity today, the fourth anniver-
sary of the signing of the E-FOIA, to testify on FirstGov, the Fed-
eral Government’s new Web portal.

My name is Patrice McDermott. I am a policy analyst at OMB
Watch, a nonprofit research advocacy organization that works to
encourage a more open, responsive, and accountable Federal Gov-
ernment.

For more than 15 years, OMB Watch has been calling for im-
proved public access to government information, and we have en-
couraged the Federal Government to make use of the new elec-
tronic technologies to assist in that improved access. But even
though the Internet has grown increasingly ubiquitous, the Clinton
administration has done little to make access easy for the average
citizen—until now.

FirstGov is an enormously important first step, actually a giant
leap, in harnessing newer information technologies to make the
Federal Government more accessible to the public. We applaud Dr.
Brewer for his commitment to democracy and information access,
and we applaud the administration for listening to and responding
to our criticisms during the developmental stages of FirstGov.

We also wanted to recognize, as Ms. Katzen did, that FirstGov
is built on the significant groundwork that was undertaken for sev-
eral years under the auspices of WebGov, an effort with appre-
ciable input from many people both inside and outside the govern-
ment.

While credit should be given to the President for his leadership
and his team for getting the task done, this should, as others have
noted, be recognized as a first step. Our submitted testimony de-
scribes improvements that still need to be made to FirstGov. In
that, we also raise a number of important policy issues raised by
FirstGov, including its relationship to the Federal Search Founda-
tion, that have not been fully addressed and must be resolved.

Our review of the FirstGov site can be summarized as follows:
The search engine is very fast and very impressive, but, as Mr.
McClure noted, to get search results relevant to user requests often
requires significant work. Indeed, we often found government infor-
mation for which we were looking more easily through other search
engines, and in some cases the information was not retrieved at all
through the FirstGov search engine.

Second, the directory of topics is also a great first step but also
needs significant work. The topics need refinement, and procedures
for their being kept up to date need to be established. I know that
OMB and GSA have some plans for this, but it can’t depend just
on what happens in the agencies.

The privacy statement on FirstGov is very clear and useful. Un-
fortunately, however, when you click on some other government



41

sites from FirstGov, cookies are being sent in a number of cases.
Although OMB has issued guidelines, strong leadership is needed
to help agencies uniformly comply with privacy protections. The de-
tails of some of those sites are in the printed testimony.

Opportunities for feedback for the public to comment on various
aspects of obtaining government information are readily at hand.
This is great. While these comments should prove very useful,
there is still a need to conduct focus groups with different types of
users to identify ways to improve the portal.

As has been noted and will be talked about also by Mr.
Bohannon—the subject of his testimony I have seen—the concept
of certified partners were confusing in earlier presentations about
FirstGov and is no clearer now that FirstGov is public. As the por-
tal is now operational, that is, the rush to get it done in 90 days
is over, GSA should not rush into these partnerships without public
debate on what is to be achieved and what a partnership truly en-
tails.

Some other issues about the site. Information about FirstGov
itself should be improved, which could be done through FAQs—ftre-
quently asked questions. An example of useful information is how
often spiders are set to crawl agency Web sites. The frequency de-
termines how current information on FirstGov is at any point and
very likely relates to a problem of phantom URLs that we and oth-
ers have encountered. Also, there are questions of what are the cri-
teria for establishing links; what the criteria for establishing the
priority of what appears as search results.

As T have said, the Web portal is a major accomplishment. How-
ever, there are a number of major policy issues created or high-
lighted that have been left unattended. These include, is a privi-
leged relationship being created? This has been addressed by Mr.
McClure, and SITA will address it, and we share many of the con-
cerns.

Access to what? FirstGov needs to address a number of access
issues. It does not include an easy way to find current, timely infor-
mation, as searches do not capture the context of important govern-
ment data bases such as Federal Register and WAIS data bases.
And it will not find nor will it notify users of the vast amount of
government information that exists only in print, nor of the records
of the Federal Government. FirstGov should be an important part
of a comprehensive effort to maximize access to government infor-
mation.

Permanent public access. FirstGov’s ability to retrieve pages
highlights the problem of Web pages that might be here today and
gone tomorrow. It is possible that Fed Search’s index data base
could help facilitate permanent public access, but technology could
not solve the policy problems that exist.

Privacy. As I have noted, a number of Web sites yield the
cookies——

Mr. HORN. Ms. McDermott, we are going to have to bring the
gavel down on the next three, and you are one of them, if we are
going to get questions, because that’s the only way we can get it.
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They are all anxious to leave.

Dr. MCDERMOTT. I understand. I thought I had it down to 5 min-
utes, but I didn’t.

Mr. HORrN. Well, thank you.

[The prepared statement of Ms. McDermott follows:]



1742 CONNECTICUT AVENUE, NORT' "WEST

WASHINGTON, D.C. 20008-1171

ombwatch @ ombwatch.org

TELEPHONE: (202) 234-8494/FAX: (202} 234-8584

e-mail:
URL: hup://www.ombwatch.org/ombwatch. htmi

OMB WATCH

43

Statement of
Dr. Patrice McDermott
Senior Policy Analyst
OMB Watch

Before the Subcommittee on Government on Government Management,
Information, and Technology of the Committee on Government Reform

on
FirstGov
October 2, 2000
Thank you for the opportunity to testify today on FirstGov, the federal government's new web
portal.
My name is Patrice McDermortg, and L am a policy analyst at OMB Warch, a nonprofir research and
advocacy organization thac works to encourage a more open, responsive, and accountable federal

government. OMB Watch has not received any federal grants or contracts in the current and two
preceding years, nor are we representing any entity today that has received such funds.

For more than15 years OMB Watch has been calling for improved public access to government

information. And we have encouraged the federal government to make use of the new electronic
rechnologies to assist in the improved access. Bur, even though the Internet has grown increasingty
ubiquitous, the Clinton Administration had done little to make access easy for the average

citizen—until now.

FirstGov is an enormously important first step—actually a giant leap—in harnessing newer
information technologies to make the federal government more accessibic to the public. We applaud
rhe Administration for listening to and responding to our criticisms during the developmental stages
of FirstGov. And we want to recognize that FirstGov is built on the significant groundwork char was
underraken for several years under the auspices of WebGov, with significant input from many people
both inside and outside the government.

While credit should be given to the President for his leadership and to his team for getting the rask
done, the web portal should be recognized as a firs step. Our testimony describes improvements that
still need o be made to FirstGov. Moreover, we raise a number of important policy issues raised by
FirstGov—and its relationship with the Federal Search Foundation— thar have not been addressed
and must be resolved.

g
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Our review of the site can be summarized as follows:

. The search engine is very fast and impressive, but to get search results relevant to the user request
often requires significant work. We found the government information for which we were looking
more easily through other search engines (and in some cases the information was not retrieved
through FirstGov’s search engine). The impressive aspects of the search engine will be diminished if
relevance of search results is not improved.

. The directory of topics is also a grear first step, but also needs significant work. We think
government can learn much from the Open Democracy Project (www.dmoz.org) spearheaded by
Netscape. The topics need refinement and procedures for being kept up-to-date.

. The privacy statement on FirstGov is very clear and useful. Unforrunately, however, when you click
on some other government sites from FirstGoy, cookies being set in a number of cases. Although
OMB has issued guidelines, strong leadership is needed to help agencies uniformly comply with
privacy protecrions.

. Opportunities for feedback from the public to comment on various aspects to obraining government
information are readily at hand. While these comments should prove verv useful, there is still a need
to conduct focus groups with different types of users to identify ways to improve the portal.

. The concepr of Certified Partners was confusing in carlier presenations about FirstGov and is no
clearer now that FirstGov is public. The web site provides virtuallv no information abour Certificd
Partners. As the portal is now operational (i.e, the rush o get it done in 90 davs is over], GSA should
not rush into these partnerships without public debate on what is to be achieved and whar a

“partnership” truly entails.

. Other Issues. Information about FirstGov irself should be improved, which could be done through
the FAQs. An example of useful information is how often spiders are set to crawl agency web sites.
The frequency determines how current the information on FirstGov is at any point and very likely
relates to a problem of "phantom URLs that we and others have encountered.

As stated above, the web portal is a major accomplishment and the Clinton Administration should be
justifiably proud of it. Ac the same time, there are major policy issues created by FirstGov that have been left
unattended. These include:

. Who “owns” the indexed database? FirstGov's search function is performed through a charicable
organization called che Federal Search Foundation, commonly referred to as Fed-Search. Fed-Search
has contracted with Inktomi to provide the search engine services, which includes a massive indexed

database that makes it incredibly fast o retrieve search results. Can the government direct Fed-
Search {and its partner Inkromi) to make the index database available to anvone it chooses? And if
not, doesn't this give Inktomi a procurement advantage, even though GSA says otherwise? These
questions have not been answered.

. Access to What? FirstGov still needs to address a number of access issues. For instance, it only
searches on .gov and .mil domain extensions. It does not include an easy way to find current, timely
informarion. Its searches do nor caprture the contents of imporrant government databases, such as the
Federal Register and WAIS databases. And it will not find nor notify users of che vast amount of
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government information that exists only in print or as records of the federal government. FirstGov
should be an imporrant part of a comprehensive effort to maximize access to government
information to make it useful and meaningful.

Permanent Public Access. The growth of the Interner and agency reliance on web pages for
dissemination of information raise major concerns abourt the compliance with policies regarding
preservation of documents and permanent public access. FirstGov's ability to retrieve pages
highlights the problem of web pages that might be here roday, bur gone romorrow—what we have
called “phantom URLs.” Is it possible that Fed-Search’s indexed database can help address
permanent public access issues?

Privacy. FirstGov has the potential to lead to improved privacy on agency web sites. Fed-Search is
conducting a scan of its indexed database to ensure chat individual privacy is being protected, and
the Administration should be praised for promoring this effort. Ir also highlights failure of ensuring
compliance with the President’s directives and OMB’s guidelines on the use of cookies on executive
branch web sites.

Leadership and Coordination with Federal Agencies. There has been a startding lack of leadership,
starting with OMB, on information access issues. The FirstGov team should coordinare and
zollaborate more closely with the federal agencies, including the Government Printing Office. And
the Administration should address how FirstGov fits into its overall strategy for providing access to
information, including its relationship to the Government Informarion Locator Service and E-FOLA
(particularly its requirement thac agencies make available invenrories of their major informarion
systems and descriptions of these and of their records locators).

Linkage with State and Local Governments. The focus thus far has been primarily on partnering
with the privare sector (e.g. certified partners). Much more needs to be done to engage local and state

governments.

Adequate Funding. Congress and the President must recognize that agency dissemination activiti
including FirstGov, require dedicated funding. Too often it has been an afterthought.

The remainder of this testimony provides details on the above summary. It is divided in two parts—user
feedback of the web site, and policy concerns.

FirstGov: A User’s Perspective

Search engine. The Fed-Search search engine is extremely quick and produces voluminous amounts of
informarion. Its success in pulling back information for the user needs o be replicared in the relevancy of
material that is returned. The value of the search engine rests on returning information chat is useful o the

To broaden our assessment of the relevancy of the searched, we asked colleagues abour their experiences in
using the search engine. One experienced librarian responded with the following reaction:

"There are some elements of the organization of the site that may work well. However, as a
heavy user of site search engines, I must say that [ am not happy with the FirstGov search
engine. [ tried a variery of searches, and even though they show relevance ranking on the hit
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lists, I find that items listed at the top are seldom the items that should be there. For
example, I searched for "Code of Federal Regulations” and went all the way ro hit number
59 before finding the link thar takes me to the main GPO Access CER page. All the
previous hits go to pages that refer me to the GPO Access site or give only excerpts of the
CFR. GPO does have the appropriate meta data on the CFR page so that it should be given
a high relevance ranking by a search engine configured properly.”

We had similar experiences in doing scarches. We wanted to find out how to apply for Food Stamps, for
exaraple. So we typed in the term “food stamps” in the search engine. We received over 12,000 hits, and after
going through a number of the results, gave up withour gerting the information. (The good news is that the
directory of topics on FirstGov had relatively casy to find information abour how to apply for Food Sramps.
More on this below.) By comparison, we typed “food stamps” on the Google search engine and had roughly
158,000 hits. The second item returned had information abour eligibility and how to apply.

[t is important to note that scrolling down the screen—under Related Links—got us more directly to the site
abourt applying for this assistance. Bur the search result did not prioritize the relevant link either in position
on the page or by highlighting it with color. A person should not have o be a skilled—or even
experienced—searcher to obtain relevant results.

We also did a search for “Toxics Release Inventory” and “TRL” The number one hit under boch searches
took us to older 1996 data. Even after going through several pages of seacch results, we never found the most
recent darta on toxic releases from the EPA site {although we did find a complex search tool at the National
Library of Medicine buried low in the search results).

We also searched on “Fed-Search” and “FirstGov.” We found a number of refercnces and links to slides of a
PowerPoint presentation developed by GSA. Bur clicking on the links took us to a directory thar did not exist
any more. This is the phenomenon that we carlier called "phantom URLs.” (More on this point under
Permanent Public Access in the policy discussions below.) Within the firsc week of operation, the Fed-Search
indexing darabase already appears ourt of date.

In addition, the same items that were listed with 99% relevancy were also listed with 97%, 94%, and lower
percentages. [n fact, we found the same documents accounted for nearly 10% of the search results.

We found the keyword search directions verv helpful, particularly the search dips. (The Fed-Search web site
indicates boolean searches are possible and described on the First-Gov site. But we couldn't find these
instructions on FirstGov.) It appears thar the search tips, however, are not yet implemented or that
something is malfunctioning. For example. we searched the term Toxics Release Inventory with and without
quotation marks around the terms. According 1o the search tips, purting quotation marks around the term
means “you'll get results that contain only that exact phrasing. If you leave off the quotation marks, vou'll ger
results that contain any of the words thar you tvped in.” We received the same search results with and
without quotation marks. We repeated the experiment wich another search term and found no difference
with using quotation marks. Some of the other search tips also did not work.

The search engine developed by Fed-Search is a significant contribution and a grear user tool. It is fast and
impressive. Clearly, though, the search engine needs major improvements in ensuring that information
retrieved is relevant 1o the user request. One key element is to develop an underlying chesaurus and taxonomy
to insure that the user is getting closer to the information he or she wishes. Such tools should be linked to
applications that help make searches context sensitive, such as through narural language or other applications.
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Directory. The directory of topics is very thoughtful and makes good use of the work thar the agencies and
GPO have been doing in making information accessible. Thus, for example, in our search of how to apply
for Food Stamps described above, we clicked on Agriculture/Nutriton on the topic list, then clicked on
ood.” After scrolling down the screen to "Related Links," we found and clicked on the topic “Food Stamps”
and were linked to a page identifying a roll-free phone number to call ro ger information about applying for

Food Stamps. There was also a link to online information about eligibility and how to apply. Information on
multiple ways to apply is a critical recognition of the fact that someone sitting in a public library finding this
information might not want to—or be permitted to—transact an application online.

Transacting Online. We found a “performance” section near the bottom of the FirstGov home page link to
thar was extremely useful. It provides access to selected government databases,

“Transacting Onlin
including:

Compare Nursing Homes—oprovides detailed dara on Medicare and Medicaid certified nursing
homes in the U.S

Compare Medicare Health Plan Options—compares the premiums and benefits of Medicare health
olans offered in geographic areas selected by zip code or state:

Find Airlines with Best On-Time Records—compares quality of service offered by American air

carriers;

Check Airport Status—checks up-to-the-minute information tor weather-related delays ar forty
major U.S. airports;

How Clean is Your Neighborhood—allows you, through EPA’s Envirofacts, to enter your zip code
to get Jocal information on drinking water, Superfund sites, air pollurion, roxic releases, hazardous
waste and warer discharge permics;

Check the Air Quality Where You Live—provides, through EPA’s AIRNOW, real-time air
pollution data in an understandable, visual format; and

Check the Economic and Demographic Facts for Your Coungy—provides economic and

demographic information for any state or county in the United States.

We would recommend thar these great “performances” be expanded and clevated on the site so that users can
casily spot the service. They might also be listed on che topies list. We would also suggest that the numbers

be expanded and possibly linked to performance measures identified under the Government Performance and
Resules Act. GPRA requires performance objectives to be verified and validated. A great way to insure
verification and validation is to make the dara publicly accessible.

The topic list on FirstGov is an incredibly important tool, but it need to evolve to have topics that are
relevant to the types of searches and needs thart users identify. There are many ways o do this, but we have
been impressed with the model established by the Open Directory Project (www.dmoz.com), which was
spearheaded by Netscape and is used by such sites as HotBot, Lycos, and AltaVista. This project relies on
more than 29,000 volunteer editors worldwide who have indexed more than 2 million sites in nearly 300,000
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categories. It has produced well-organized lists of pertinent sites, with clear descriptions of cach link. And, of
course, the links must be kept up to date.

The government, working in collaboracion with state and local governments, could establish a tremendous
base of “volunteer” editors to establish the same well-organized list of topics and links as Open Directory.
This might be spearheaded by GSA along with government librarians who are already quite familiar with
caraloging techniques. Aad those librarians who are part of the GPO's depository library system represent an
additional pool of talent, knowledge and interest.

Criteria for creating links is a further key step in improving the directory. The home page, for example,
provides 2 link to information for government contraces. Thar link goes to Fed Biz Opps, even though
CBDNer, operated by GPO, conrains more informartion. Who decides whart gets linked o7 Additionally,
some topics provide links to non-governmental sites. Who decides whether to permit such links?

The improvement in the directory, along with insuring greater relevancy in search resuls I through the
search engine, are the two most significant improvements that need 0 be made from a user’s perspective.

Privacy. FirstGov provides a very clear, simple to understand privacy statement. It is uscful that the statement
includes the notice that “Once you link to another site, you are subject to the privacy policy of the new site.”
Although the FirstGov privacy statement concludes with the warning about outside links, this warning only
appears in small, easily missed print on returned-search pages. It would be useful for a interim
page—commonly used in government agencies and across the [nternet—to appear when a user finks to a
non-governmental or non-federal government site, saying thar the user is now keaving the federai government

pages. etc.

Moreover, there needs to be strong, clear defined leadership to insure that intrusions on user privacy, such as
tracking users through cookies, will not be tolerared on government sites, except in specifically defined—and
agreed ro-——circumstances. However, some government sites returned on FirstGov search results set (or
arrempted to ser) cookies. These sites included: pesticide data, Medicare nursing home comparisons, an army
site that lists groups; a child statistics site; and a Bureau of Labor statistics site. Given the diversity of these
sites, this problem may prove t be widespread and would seem to indicate a failure in compliance with the
President’s directives and OMB guidelines.

Feedbaclk. FirstGov's efforts to obrain user feedback on a variety of issues are laudable (although we have
heard some user complaints about the levels of pages they felt they had o go through). We hope the
President’s Management Council bas a process in place for reviewing feedback and incorporating useful
comments, and for sharing them with the relevant agencies. [ADD FOCUS GROUPS;

FirstGov Certified Partners. The concept of Certified Partners was presented in a July 17¢h GSA PowerPoint
presentation (see Artachment A), describing a vision of the web portal, posted on the FirstGov web site. The
vision for Certified Partners was that they “will provide familiar as well as innovative approaches o finding
federal information. With access to the entire Fed-Search index in the Back Room, these partners can focus
on tailoring the presentation of federal information to specific needs of their users.”

GSA goes on to say:
“Private company portals may use the FirstGov brand in exchange for meeting certain
conditions. These portals will innovate to offer the best search environment to their
customers.
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Conditions (abbreviated description):
1. INTEGRITY: must use the government information “as is”
2. FREE ACCESS: must provide uninterrupted free access
3. PRIVACY: must not track visitor’s movement to or through
4, NO ADVERTSISING (SIC): no banner ads; some institurional
5. POSITIONING: not associate with inappropriate content
6. ATTRIBUTION: must attribute to U.S. Government
7. ACCESSIBLE: must comply with Section 508"

The current FirstGov site provides virtually no information on how this concept has evolved, excepr to say it
now includes nonprofits and academic instirutions, along with commercial entities. The web site descriptions
of the Certified Partners is as follows:

“Making government easier and more accessible is ar the heart of whar FirstGov aspires to
achieve. This will be best accomplished by the public sector and other organizations, who
also wish to promote and accelerate electronic government. We expect partners to include

the private sector, academia and non-profit organizacions.

If you are interested in applving for certification or would like more information on how to
become an online FirstGov Certified Partner, email us ar firstgov. partners@gsa.gov.”

There have been discussions that Certified Partners will need to esrablish a license with Fed-Search w use the
indexed database that is the basis for FirstGov's search engine. What this license entails (e.g., the cost, access
rights, etc.) has not been clear — and it raises a number of policy questions {see below) about who owns the

indexed database.

The Ceruiied Partner concepr needs greater scruriny, clarity, and public debare. Until this has been achieved
it should not be pursued.

Other Points About the Web Site. Currency of Information Posted. The site provides litde informartion abour
FirstGov itself. For example, how often are spiders set to crawl agency web sites? This is essential information
for the public because it relates to the currency of the information available through FirstGov. For example,
we searched for “poverty dara” on September 26, the day the Census Bureau released 1999 poverty and
houscehold income data, and the following day, September 27. In neither search were we able to find the new
poverty data (although we were able to find histarical poverty data). By comparison, a private sector
service—FedBuzz—which has launched GovWire had a link to the Census Bureau press release describing
the data and providing links to the reports. We also searched for “poverty data” on Google and the first item
returned was the Census Bureau's site with a link to the 1999 dara, In other words, the informaton was on
the Census Bureau web site in a timely manner, but FirstGov did not caprure it. And ic is likely thar the
public would not know to go to that agency’s site to get the information. {(Some of the problem may relate to
the algorithms used in the search engine, but it is likely thar time sensitive informarion is not getring

indexed.)

The Browser Back Buzzon. No matter how good FirstGov is, there will likely be some “sleuthing” involved in
finding things in government. This means thar the user is likely to click on a search result from FirstGov
which, in turn, will require clicking on additional links. For example, we clicked on the ropic “How Clean is
Your Neighborhood” under the performance section described above. By the time we completed the searches
on the EPA site, we had to click the back button on the browser more than a dozen times to get back to
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FirstGov to do an additional search. This was not only annoying, it was time consuming. We would
recommend that when you leave the FirstGov web site a new browser window be opened so thar the user can
casily get back to the FirstGov site.

Policy Concerns

1. Who “owns” the indexed database? Dr. Eric Brewer deserves credir for stepping up and providing the
momentum, skills, and resources to help make FirstGov a reality. He has provided a real service and
contribution to this country. At the same time, this wonderful offering has presented a series of policy
questions that have not been adequately addressed.

As we understand it, Dr. Brewer has established the Federal Search Foundation, commonly called Fed-
Search, as a charitable organization. He has stated repeatedly that the intent is to create the search engine,
mainain it for a period of time, and transfer responsibility to the federal government. The Fed-Search web
site and the Memorandum of Understanding (MOU) berween GSA (for FirstGov) and Fed-Search indicate
thar this transfer of responsibilicy should occur within three vears.

GSA has taken steps to help Fed-Search sct spiders to crawl every publicly available web page in the federal
government. Other areempts to craw! agency web sites to this level are blocked by agencies for a number of
reasons, not the least of which is the burden imposed on machine resources. Fed-Search has pur the
information from its crawlers into a massive database and indexed it so thar search results can be obtained
with incredible speed. This database is clearly a value-added service.

This arrangement raises several policy concerns. First, is it now the government's policy to ler anyone who
wants to spider every federal agency web document do so? Will GSA help other entities ger through agency
blocks? Or does Fed-Search have a special relationship? If so, on whar basis does Fed-Search have such a
relationship? And whar are the implications?

A second set of policy questions relate to who owns FirstGov? This seems casy to resolve. Everything on
FirstGov is public domain. free, and accessible because it is owned by the federal government, However, 2
portion of the FirstGov site does not quite fit this model: the indexed dawabase provided by Fed-Search,
which is maintained by Inkromi. The indexing arrangements in that database are not public information;
racher, those algorithms are central to the business operations of Inkromi. This would suggest thar the Fed-
Search database is owned by Fed-Search (with a close relationship ro Inkromi).

GSA has obtained the services of GRC, Inc. through a two-year procurement to establish and maintain the
FirstGov web site. GRC and its partners are not responsible for the search engine; Fed-Search is. Fed-Search
has contracted with Inkromi to provide the search-engine services. Although Dr. Brewer is a co-founder and
chief scientist at Inkromi—as well as the founder of the Federal Search Foundation— the Fed-Search web
site states:

“In the memorandum of understanding between Fed-Search and the U.S. General Services
Adminstration (GSA,) it ts explicitly provided that Inktomi will get no business advantage
from the work ic is doing for Fed-Search. Specifically, Inkromi will get no advantage in the
procurement competition GSA will run to find a company to succeed Fed-Search in
providing a search engine for the FirstGov.gov site.”

However, the MOU adds: “It is the parries’ intent and expectation thar nothing in this MOU shall preclude
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either Inkromi... from compering in the successor procurement.” The MOU stipulates that if Inktomi “or
some other party operating under license from Inktomi” wins the award, all services “will remain intact and
connected to [nkromi.” If someone else wins the award, “the connection to Inktomi will be disconnected and
the servers will be purged of software and data prior to donartion to GSA.”

Can the government tell Fed-Search that it wants anyone to have access to the indexed dartabase, such as
Certified Partners or others? Can the government make the indexed database public domain and open-
source? More directly, can the GRC contractor or one of its partners expert on improving search relevancy,
such as Autonomy, be given access to the database to improve the search mechanism? Who has the authority
over the database, GSA or Fed-Search?

This problem could more easily be resolved had GSA procured the services of 2 company—such as Fed-
Search, Inktomi, or Google—to create a public domain indexed database. As a public service, GSA would
spider agencies regularly to keep the database up-to-date. This would negate the necessity of Certified
Parmers since anyone, including FirstGov, could use the indexed database. This public domain model has
the added advantage of reducing stress on agency machines as there would be no need to crawl agency sites.
Instead, the information could be obrained through the main indexed database at GSA. This was nor,
however, the path chosen, sa the policy questions must be confronted and resolved. We strongly urge this
public domain model be incorporated into the successor version of the search engine and FirstGov.

Third, notwithstanding the statement thar Inktomi will get no advantage in GSA procurement competition,
won't it clearly have an advantage? If the indexed database is in an Inktomi proprietary system, doesn’t this
give them an edge? GSA said ar the press conference launching FirstGov that moving from one indexing
system to another is a non-problem, but the technology experts with whom we have spoken do not concur.
Moreover, if Certified Partners create a licensing arrangement through Fed-Search for use of this proprietary
database, doesn’t that give them a markert advantage? Finally, Fed-Search offers federal agencies free direct
access to the indexed darabase. Bur the agency must first be approved by FirstGov and then agree to 2
“Mutual Confidentiality Agreement” with Inkromi before Fed-Search will help them. Doesn't that help
migrate the Inktomi proprietary system throughout government?

A cynic might argue that the donation of the search engine to FirstGov is a smart marketing plov by Inktomi
to grab a huge potential market. But we have met Dr. Brewer and know that is not his intent. He is making
an hones  ohilanchropic contribution to the government with the hopes of improving public access to
government information. Yet unless these issues get resolved his good intent may led o a bad outcome.

These issues need to be resolved in a manner that assures that there is no violation of the Paperwork
Reduction Act and its requirement for a diversity of sources. The resolution must also be responsive to the
philanthropic endeavor pravided by Dr. Brewer.

2. Access to What? FirstGov has made grear strides in making millions of web pages publicly accessible. Buc
as the Fed-Search web site notes, FirstGov does not address access to information thar is not on web sites
already. FirstGov also only searches on .gov and .mil domain extensions. Searches conducred through
FirstGov will not, for the most part, find print publicacions of the federal government—unless they have
been caralogued under GPO's Superintendent of Documents system or those rare cases that have had GILS
(Government Informarion Locator Service) records created. As OMB has neither obliged agencies to comply
with their obligations to make publications part of GPO's depository library system not to oblige (or assist)
them to comply with the GILS requirements of the Paperwork Reduction Act, much government
information of importance and use to users will not be identified through FirstGov.
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Even for the information it searches, FirstGov does not provide an easy and sure way to find current
information (ses the poverty data example above). It would be helpful for FirstGov to include a search of
agency press releases or a topic for current agency releases. If this proves too daunting, GSA could contract
with an existing service to add the FirstGov web site.

And FirstGov does not address access to databases in our government, although it may provide a link to the
availability of certain data. This means that searches on FirstGov do not capture information found in the
Federal Register, for example. Information stored in WAIS databases, such as some of the information housed
at GPO, will not be accessible to FirstGov searches, but will be through searches on GPO Access. Bur most
users would not know that.

A comprehensive look is needed at how to maximize access to government information—both paper and
electronic, publication and record of government activity—and a plan for achieving meaningful access needs
development. [t cerrainly would be helpful for FirstGov to provide new. innovative services, such as electronic
request forms for information identified by but nor accessible through FirstGov. FirstGov should also alert
users to the possible existence of government records pertinent to their interests. This awareness on the part
of the public may require government to begin to take governmentwide electronic records management
seriously and to begin to consider how to un-stovepipe records identification so that something like an
electronic Freedom of Informarion request—rthar did not require the user at least inidally to know in which
agency relevant records might have been created—might be a possibility. Ideaily, of course, FOIA requests
will truly become a last resort. As a minimal first step, agencies should be strongly urged to comply with the
requirements of the E-FOIA, particularly its requirement that agencies make available inventories of their
major information systems and descriptions of these and of their records locators.

While improved coordination within and across the federal government and modest expenditures could
resolve some of this, a much bigger issuc is ar stake: how to improve access to electronic information,
particularly databases, in our government. FirstGov plays an important role in helping to direct people to
such services as EPA’s Envirofacts so thar chey can conducr searches abour toxic chemicals in their
communities. But FirstGov would be far more useful and powerful if searches on key governmental databases
could be done directly from the FirstGov site and cut across multiple agency databases.

The President’s Information Technology Advisory Commitzee PITAC) on August 3 1st released its report
“Transforming Access To Government Through Informarion Technology” which highlights findings and
recommendations for both improving public access to Federal information resources and simplifying internal
and external government transactions. A key PITAC finding is that "major rechnological barriers prevent
citizens from easily accessing government information resources that are vial to their well being. Today
government information is often unavailable, inadequare, our of date, and necdlessly complicated.”
Regarding FirstGov, they note that the currently envisioned project "does not provide for informartion
integration or federation, nor does it require standardization among agencies.” "Firstgov.gov should focus
efforts on government-specific capabilities such as transaction support, metadata creation, and comprehensive
searchable caralogs of information and services.”

More broadly, FirstGov presents a new opporrunity to get a crosscutting look at issues. FirstGov plays an
important role in helping to direct people to such services as EPA’s Envirofacts so that they can conduct
searches abour roxic chemicals in their communities. But FirstGov would be far more useful and powerful if
searches on key governmental darabases could be done directly from the FirstGov site and cur across multiple
agency dacabases.
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Ideally, by typing in your zip code on the FirstGov site, the user could select types of information they are
interested in and then map it. The dara used in the mapping might be housed at EPA, OSHA, HUD, and
other agencies. Clearly, this type of effort will noc happen overnight and cannot happen withour strong
leadership. It requires experimentation with distributed databases; it assumes that regulated entities will be
assigned identification numbers to designate corporate ownership and individual facilities {similar to our tax
ID numbers); it assumes certain standards will be set; and it assumes coordinarion and collaboration among
the agencies. None of this, though, can be done withour leadership.

The problem is that there no plan or discussion of a plan to develop an approach ro maximize public access.
Part of the problem is lack of leadership, discussed below.

3. Permanent Public Access. Agencies across all three branches of government have discovered that the
Internet is a cost-effective means of making current information products and services more readily available
to the public. FirstGov promises to fulfill one of the three key challenges of the rapidly changing e-
government world by helping citizens locate the government information they need to start up a new
business, to get important health informarion, or to research environmental laws over a particular time
period. However, two critically important digital challenges remain unresolved: continuous. long-term access
to this digital government information accessible on an estimated 20,000 agency web sites, and its
preservation.

The federal government is responsible for permanent public access and preservarion of its electronic
information. Government informarion is part of our nation's heritage and history. It documents the rights of
our citizenry, tracks the activities, decisions and responsibilities of our government, and provides the means
for government accountability. Unfortunately, as we transition to a more eleceronic government, agencies are
failing to plan for the complete life cycle of their digital information—from irs creation ro provision, in the
case of government records for their orderly and documented disposal, and in che case of publications their
permanent preservation and provision for ongoing access. Few agencies understand the concept of permanent
public access, that the digital information posted to their website today thar is of long-term value must
remain available to the public and must be preserved.

Users of government information often revisit an agency website where they have bookmarked a URL, only
to discaver that the digital informarion or dara thev may have used just a few months ago has disappeared. In
some instances, the user may be lucky and can find the same informarion in a print document, perhaps at a
local depository library, But very often it disappears for good because it was produced and disseminated onfy
in a digiral format, and the agency—or just as likely, the congressional coramirtee or the courc—has decided
thac the information is no longer of value to the public. We suffer today from a lack of government
information policy, guidelines or standards even at the agency level, not to mention across all three branches
of government, that will ensure permanent public access 1o web-based governmenc information. The lack of
standards causes problems for current access, as well as for preservation and permanent public access. These
important concepts must be addressed and should be part of every agency’s overall information life cycle
management system.

The advent of FirstGov will likely highlight these unresolved challenges and lay them exposed, as users more
casily find the government information they need on an agency website only to return at a later date to
discover that it has disappeared. Indeed, as we have documented above, it is already occurring. The ensuing
frustration may even unleash public complaints direcred at agencies thar fail to provide continuous and
permanent access to a particular information product or service. The fact thar this Adminiscration over a 90-
day period has produced the new FirstGov service is a big step in the right direction and gives us hope thar
there will follow a substantial effort towards resolving the digital dilemmas of permanent public access and
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preservation.

We're at risk of losing our national heritage, as countless valuable publications have disappeared already off
agency, congressional and court web sites. Our government must find the means, pardicularly now with
development of FirstGov, to ensure thar the digical informarion the public locates today remains
continuously available to present-day users and will be preserved for and accessible to future generations.

4. Privacy. On September 20, a few days before FirstGov was unveiled, che Privacy Subcommitree of the
Federal CIO Council sent a warning to agencies to be sure that none of the web sites being indexed by Fed-
Search contin sensitive information about individuals that raise privacy concerns. The MOU between GSA
and Fed-Search also emphasizes the importance of privacy protections. Although Fed-Search is not
responsible for any violations of privacy rights, it has agreed to do an active scan of the indexed database to
ensure that individual privacy is being protected. We applaud the Administration for this effort.

Addirionally, it is very important for the Administration ro enforce a policy of not serting cookies, except in
specially defined cases. The fact that we found a number of cookies being set on a small random sample may
indicare a larger problem.

5. Policy Leadership. Our hope is chat FirstGov will renew and propel government initiarive in setting
policies, procedures, and standards governing the posting of public informartion to agency web sites. Such
policies as exist, while they may be commendable, have not been evaluated, updated, or enforced. Agencies
are often left without the resources or guidance ro handle public access issues, but many have simply not
placed a priority on public access. The heart of the problem, however, rests with a lack of leadership, starting
with OMB.

The FirstGov team was under enormous pressure to develop the portal wichin 90 days. As a result, some
important steps may have been missed. As the project moves forward, though, it would be helpful to have the
FirstGov team coordinate and collaborate more closely with the federal agencies, including the Government
Printing Office.

Improved coordination and collaboration will make it easier to pursue the policy leadership that is needed.
For example, the Administration should be looking at how FirstGov should relate 1o the Government
Information Locator Service. Is the Administration commirted to GILS, even with the advent of FirstGov? If
50, should the Fed-Search indexed database help to create GILS records for the agencies? As noted above, the
possibilities that FirstGov creares in relation to E-FOIA need to be explored and agencies need to be strongly
urged to comply with the requirements of the E-FOIA amendments..

6. Linkage with State and Local Governments. Considerable energy has been placed on partnerships with
the private sector {e.g., Certified Partners), We would encourage the President’s Management Council and
GSA to shift their energies to identify ways of improving linkages with state and local governments. FirstGov
takes a first step in this direction by providing links ro other sites that emphasize state and local linkages. But
more needs to be done. Currently, FirstGov does only a mediocre job of providing state and local government
information. For example, we searched for a county with a web site and never found it.

7. Funding, Itis very important that Congress begin to recognize thar federal agency dissemination
activities, particularly through the Internet, require dedicared funding. Public access is not something
agencies can do simply as an afterthought—too much is at stake. The President should be including line
irems for public access in every agency budger—perhaps part of what agencies collect in the fulfillment of
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FOIA requests could be maintained by the agency, or go into a fund, carmarked for public access—and
ensure that adequate resources are available for fully developing and maintaining FirstGov. Of course, with
public funding comes accountability.

We also encourage Congress to consider whether the Paperwork Reduction Act should be modified o
authorize FirstGov and to identify how it should relate to other agencies and to other initiatives, such as
GILS.

Conclusion

Our critique of FirstGov should not diminish this very important first step. The creation of a governmenc
web portal-—an easy to use one-stop—is an essential component of democracy in the clectronic age. The very
facr that we are describing ways of /mproving the service is a testimony to its initial success. Having said this,
however, it is essential that FirstGov rapidly work on improving the relevancy of search results, and launch a
meore thoughtful approach to establishing ropics and <eeping them up-to-dace.

Our greatest criticism is the lack of policy leadership on public access issues. There are significant policy
issues created by FirstGov and its relationship with Fed-Search. Moreover, FirstGov exposes a number of
gaping policy problems dealing with what content is made available to the public, how web pages and other
clectronic documents are permanently accessed and preserved, and how to improve coordination with local
and state governments, as well as federal agencies.

We wouid like to see OMB or another office take the leadership responsibility that has been missing and
move the government forward to strong, meaningful and permanent public access to government
information.
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Mr. HORN. Mark Bohannon—and we can get back to a lot of it
afterwards. Mark Bohannon, general counsel and vice president,
Software and Information Industry Association.

STATEMENT OF MARK BOHANNON, GENERAL COUNSEL AND
VICE PRESIDENT, SOFTWARE AND INFORMATION INDUSTRY
ASSOCIATION

Mr. BOHANNON. Thank you, Mr. Chairman and Mr. Turner, for
the opportunity to testify today on the FirstGov project.

We do not come here today believing that either we have all the
answers or that there is a one-size-fits-all solution to this tremen-
dous challenge that Ms. Katzen, Mr. Barram, and Dr. Brewer are
trying to undertake. Rather, our concern, which you find in our tes-
timony and our recommendations, necessary steps to improve the
project, are actually drawn from the unique vantage point of over
1,000 companies in 33 countries who are developing the backbone
of access to the Web, developing unique applications that meet a
variety of consumer, educational, business and governmental
needs. Our members also include many of the longstanding pub-
lishers in the off-line and digital world. We are providing services
and products that meet virtually every market and every area
imaginable, including those incorporating information from govern-
ment sources.

I also want to emphasize that the vision of e-government that
has been discussed today, the longstanding policy of this adminis-
tration and as reinforced by Ms. Katzen, is one that SITA shares
and is at the forefront of encouraging both in the digitization of
government and in the provision of services.

We also want to note that we are very pleased that Director
Sally Katzen has been given a leadership role in reviewing on a
governmentwide basis all of these e-government initiatives, par-
ticularly looking at the possibility which we have growing concerns
about, that there is increasing competition by the government in
the provision of electronic and commerce service.

Mr. Chairman, Mr. Turner, we have stated our concerns on a
number of occasions, and we would be glad to provide that informa-
tion for the record.

In our prepared testimony for this hearing——

Mr. HORN. Without objection, that will be put in the record at
this point.

[The information referred to follows:]
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June 23, 2000

The Honorable Lawrence H. Summers
Secretary

U.S. Department of the Treasury
Washington, DC 20220

The Honorable Charles O. Rossotti
Commissioner

Internal Revenue Service
Washington, DC 20224

The Honorable Bruce N. Reed

Assistant to the President for Domestic Policy
The White House

Washington, DC 20500

The Honorable David Beier
Chief Domestic Policy Advisor
Office of the Vice President
The White House

Washington, DC 20500

Gentlemen:

The undersigned industry associations representing the high technology community are
writing at this time to express grave concern about an apparent new direction in
government, away from sound policy principles for the future of electronic commerce.
This developing trend has disturbing implications for the role of government in the New
Economy and requires your personal attention.

In 1997 the Administration issued a directive to Executive Agencies entitled "A Global
Framework for Electronic Commerce”, which set forth policy with regard to Internet
commerce. That directive from President Clinton and Vice President Gore states in part:
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"Governments can have a profound effect on the growth of Electronic Commerce. By
their actions, they can facilitate electronic trade or inhibit it. Knowing when to act and —
at least as important — when not to act, will be crucial 1o the development of electronic
COMIMEICE. ...

"For Electronic Commerce to fiourish, the privaie sector must lead....

"In some areas, government involvement may prove necessary to facilitate Electronic
Commerce and protect consumers. Where governmental involvement is necessary, its
aim should be to support and enforce a predictable, consistent, and simple legal
environment for commerce.”

Despite this clear direction, the Administration's Fiscal 2001 Budget includes the
following e-commerce initiative:

"No later thawn tax year 2002, the IRS would be reguired 1o offer one or more options to
the public for preparing and filing individual income tax remrns over the Internet at no
cost 1o the taxpayer.”

On February 4, 2000 the Intemnal Revenue Service released a statement that declared:

"The IRS could implement this option by issuing a Reguest for Proposal (RFP} 1o the
industry requesting vendors to submit proposals that would meet such requirements as:

Allowing any taxpayer io prepare 1040 series tax returns through access to a vendor
maintained Web site at ne cost 1o the texpayer.

Providing related customer support to the taxpavers using the site.
Providing accepiable transmission security using industry standards such as SSL.

Agreeing not 10 use the tax daa transmitted by the taxpayer for any purpose other than
transmission o the IRS without explicit permission from the taxpaver.

Agreeing 10 IRS-specified compliance procedures to ensure compliance with this
commitment. Prominently displaying these commitments on the site.

The RFP could reguest the vendors 1o quote what terms, financial or otherwise, the vendor
would require from the IRS to provide the service. Under this approach, the IRS could
accept as many proposals as it felr were responsive and useful in serving the public. The
number accepted could range from one to many."

On May 9 of this year, senjor officials of the Internal Revenue Service addressed the
Council for Electronic Revenue Communication Advancement (CERCA). In those
comments on behalf of the agency, the following announcements were made:

* the Government has set a national policy objective of reducing the pricing
of Internet-based electronic tax preparation services in the United States to
ZET0;
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* the Government's zero price objective is not z Digital Divide initiative, but
is intended to establish pricing for electronic 1ax preparation services for
all Americans;

* the agency is examining areas of possible incentives to motivate
companies to drop their prices to zero, and wounld conduct a procurement
action to solicit recommendations about what such incentives should be;

the industry's Internet business model for electronic tax preparation
services is being closely examined by the agency to determine what that
model should be in the future, including, for instance, whether continued
banner advertising on such websites will be permitted;

* in response (o a series of questions posed by the Electronic Tax
Administration regarding the requirernents and flexibility of rules in an
Internet environment, the IRS privacy regulations governing the use of
citizen tax data are being actively reviewed by the agency's General
Counsel,;

there is a direct connection or linkage between the future requirements of
the privacy rules governing the use of taxpayer data, and the incentives the
IRS might offer to vendors to drop their market prices to zero.

Press accounts of the IRS explanation of its plans include a May 9 article by Tax
Analysts’ Tax Notes Today (enclosed). With regard to the specific IRS proposal in the
President's budget and future privacy regulations, the article quotes IRS officials as
follows:

" 'What it basically says is that there is in fact a connection here,” Barr said. "Essentially
what the president has said here is that the administration is interested in pervasive, free
elecironic filing over the Internet with the assurance that information would not be used
without the taxpayer's permission.’ Barr later added that 'clearly it intimated' the
waxpavyer could opt in 1o marketing.”

This same article quotes spokesmen for the agency as stating that:

" 'From my perspective, I cleqrly understand there are no free lunches per se,” Barr stated. "What
we're interested in understanding is what revenue models make sense.’ Also, the IRS wants to
know how the agency and businesses can work together to make free electronic filing a viable
alternative....

“Tax Analysts later asked Barr what would happen if the marketplace cannot support offering free
elecironic filing 10 1axpayers? 'We'd have 1o look ar other aliernatives’, Barr said.

T wouldn't declare we'd build our own software, for two reasons,’ Barr continued. "One, |
seriously doubr we'll ger 1o that poin. Two, I seriously hope we don't get 1o that point.' "

It is unclear to us on what statutory basis the IRS would set national pricing for services
in the electronic commerce industry or seek to regulate the Internet business model for
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electronic financial services, including making determinations about what revenue
models muke sense for electronic commerce in the United States. Neither do we find
legal autherity for the IRS to link consumer privacy regulations to specific price levels
for services in private sector matkets, We certainly do not believe that the IRS' threats to
enter the tax preparation software and Internet commerce business if the private sector
fails to adopt IRS-set price levels and revenue models for e-commerce services have a
basis in law.

The agency is correct that the "bricks and mortar”-era IRS privacy regulations governing
the use of tax data need to be updated for the e-commerce era, as do many other paper-era
government regulations. The President's 1997 e-commerce policy directive clearly
directs that such regulatory modernization be undertaken as a necessary element of
ensuring an environment that facilitates e-commerce and meets consumer needs.
However, 1t is clearly inappropriate for the Government to in any way link the
application, or modernization, of privacy regulations to the pursuit of particular market
pricing objectives that the Government may be seeking. To the contrary, the
Admuinistrative Procedures Act provides the established process for such a regulatory
modernization initiative, and the IRS should follow those requirements accordingly.

The desire by the Government to atiempt to either regulate or compete with the electronic
commerce industry in offering Internet tax preparation services appears, on its face, to
conflict with the President’s e-commerce policy directive in every respect. The reality is
that the private sector invented and is offering multiple Internet-based tax preparation
services to consumers today at low cost and often at no cost. This innovation is
happening in an intensely competitive electronic financial services market. Multiple
companies also have created Digital Divide initiatives by which they donate Internet tax
preparation services to low- and middle-income citizens; these programs, in place for the
last several years, are now nearing one million free transactions per year and are growing
at a dramatic pace.

The need for the Government to insert itself into this industry in the manner it is now
proposing is inexplicable. The natural forces of the free marketplace are serving
taxpayers well, providing multiple choices and alternatives for consumers. In addition,
the electronic filing of tax returns has grown enormously over the last several years, and
it is expected that this dramatic growth will continue.

If the Administration's electronic commerce policy is being modified along the lines of
the activity being now proposed by agencies such as the IRS, it is vital that such a
significant change in policy direction be fully and openly put forward for debate and
dialogue -- with the involvement of the high technology industry, Congress, and the
general public. The range of issues raised by the IRS proposals and plans go to the very
core of determining what should be the appropriate role of Government in the emerging
New Economy, and what should be the scope of agency missions for the future.

The high technology community strongly supports the need for e-government, including
the modernization of government infrastructure, the electronic accessibility of
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government to its citizens, and digitizing governmental functions. However, commercial
activities -- such as price-setting and making determinations about business revenue
models -- are only considered to be governmental functions in highly regulated
industries, and only when Government agencies have statutory authority and a defined
charter for setting industrial policy. Such activity is not generally understood to be the
mission of the IRS.

Likewise, offering commercial products and services to the consuming public, including
the marketing and distribution of the same, are among the most basic of commercial
activities. However, under long-established U.S. policy, commercial activities are not
supposed to be governmental functions. In the course of governing, government is not
supposed to compete with its citizens. Similarly, Presidential policy has long declared
that the Government shall not start or carry on any activity to provide a commercial
product or service if such services are available from the private sector. OMB Circular
A-76 makes this clear.

Given all of the above, the undersigned high technology industry associations are deeply
concerned by the developing trend of public agencies inappropriately trying to insert
themselves, or seeking to compete, in private sector e-commerce markets. President
Clinton and Vice President Gore were correct when they directed in their 1997 e-
commerce policy that the private sector should lead, and that Government needed to
restrain its contrary impulses:

Governments can have a profound effect on the growth of Electronic Commerce. By
their actions, they can facilitate electronic trade or inhibit it. Knowing when to aet and -
at [east as important ~ when not to act, wiil be crucial 10 the development of electronic
commerce.

We strongly urge that you recvaluate the clectronic commerce plans of the IRS in the
context of the Administration’s overarching policy directives, before the agency's mission
enlarges significantly beyond that which was intended, and a major policy disconnect
develops that adversely affects the continued growth of e-commerce in this country.

Sincerely,
TN SRS e S Dedy J N Sl
Edward J. Black William T. Archey Ken Wasch
President and CEO President and CEO President
Computer & Communciations Armerican Electronics Software and Information

Industry Association (CCIA) Association (AEA) Industry Association (SIIA)

Enclosure
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Mr. BOHANNON. Our testimony has been presented for the
record.

We also want to note that Mr. Barram was very, very kind and
gave us a very, very thoughtful response to our earlier comments
to GSA. With this background and with additional information, it
is important to understand that we want to focus on FirstGov as
a system, not merely as a portal, what one sees up front. Quite
frankly, we could get 10 experts in a room and have 15 opinions
about what the portal would look like.

Our focus really is on the system and the implications for ensur-
ing that there is access to all government information on a timely
basis, consistent with legal and public policy principles.

This is a very unique venture by every measure, and we com-
mend Dr. Brewer for stepping up. It is not always easy to work
with the government.

It is also important to understand that out of this there is a spe-
cial exclusive relationship between the General Services Adminis-
tration and with the not-for-profit Fed-Search Foundation. In this
exclusive position, the Foundation will build, operate and maintain
the search engine. They will also be responsible for indexing all
U.S. Government Web sites. This task is not merely technical nor
ministerial. It will, in fact, determine what citizens see about their
government. It will also determine what are priority queries and
results in this process.

Access to this index and, for that matter, any aspect of FirstGov
can only be done by being a certified partner. In our view, imposing
those conditions, regardless of which level you are at, is inconsist-
ent with Federal law and policy, including the Paperwork Reduc-
tion Act, which prohibits agencies from restricting or regulating the
use, resale, or redissemination of public information to the public.

Moreover, to be a gold or truly certified partner, in our view, also
requires you to enter into a number of agreements with the Fed-
Search Foundation. These dual negotiations, we need to be cog-
nizant of, create a ripe opportunity for confusion. It also raises
questions about whether we are all benefiting from a gift or, in
fact, reimbursing costs that we just do not understand.

It also, based on the information we have today, might raise the
possibility that many of the existing redisseminators or other ac-
cess providers may have to change their business models, their cus-
tomer relationships, but again these are questions that many of
those who are interested in participating are raising but yet we do
not have information at this point to answer these questions.

With the time remaining, let me quickly focus on our rec-
ommendations.

First—

Mr. HORN. Well, could we ask that the things that Ms. Katzen
should be addressed to, if you feel it hasn’t been here, we will get
back with you, but I don’t want us to go without questions by both
Members.

Mr. BOHANNON. That’s fine. I would like to get back to our rec-
ommendations.

Mr. HorN. All right, fine.

[The prepared statement of Mr. Bohannon follows:]
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Mr. Chairman and members of the Committee, thank you for giving us the

opportunity to testify today on the FirstGov project.

As the largest association of companies providing code and content for use by
business, educational communities, consumers and users of the internet, the Software &
Information Industry Association (SIIA) currently has more than 1,000 members in 33

countries.

QOur views are drawn from SIIA’s unique vantage point. Our membership
includes many of the leading technology companies that provide the backbone of the
World Wide Web and develop cutting edge search engines, software and digital services.
It also includes traditional and electronic publishers that provide a wide variety of
information products and services covering nearly every subject matter imaginable, as
well as companies that obtain information from government agencies and incorporate this
information into products and services that are then sold to the public. Thus, with this
unique range of industry experience, SIIA is well-positioned to provide some important
considerations to this Committee, as well as the Executive Branch, at this important stage

of implementing the FirstGov project.

Shared Vision of eGovernment

In many respects, SIIA shares the dynamic vision of eGovernment that has been
expressed by this panel and by the announcement on June 24 of this year by President
Clinton and Vice President Gore. SIIA members have been at the forefront of
encouraging the digitization of government, both in its internal operations and in the
provision of services to citizens. We commend the proposal to provide citizens, small
businesses and community groups with “one-stop” access to grants and procurement
opportunities. SIIA and its members are ready to help in any appropriate way to
-implement and publicize the launch of new “e-government” initiatives, and we look

forward to working with the Congress and the Executive Branch to ensure that the spirit
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and specifics of the Government Paperwork Reduction Act (GPEA), which require all

agencies to be online by October 2003, is fully achieved.

Moreover, SIIA is pleased that Director Katzen has taken a leadership role in
reviewing on a government-wide basis all eGovernment activities. This is an important
time to review these developments to ensure effective competition, the appropriate roles
of the public and private sectors, and meeting the goal of a dynamic electronic commerce
environment in which Government participate. We look forward to working with her in
this endeavour. As you know, Mr. Chairman, we have expressed our concern about the
growing ways in which government is in competition in the area of electronic commerce.
We need to focus our time and attention on this front in the very near future. For the
record, we would like to submit the letter of June 23, 2000, signed by SIIA and other

associations, on this issue.

In many respects, the June announcements flow naturally from the President’s
“Memorandum to Executive Departments” issued on December 17, 1999, which included
a number of important initiatives to help citizens gain access to existing U.S. Government
information and services, and to provide better, more efficient, Government services and

increased Government accountability to its citizens.

At the time that the Memorandum was issued, SIIA noted, with interest, the call
to promote access to Government information organized “not by agency, but by the type
of service or information that people may be seeking” and the goal that “the data should
be identified and organized in a way that makes it easier for the public to find the

information it seeks.” (see htp://gits-sec.tres.gov/electron-gov.htin) As the leading

Association of companies that have the experience, expertise and technology to achieve
that goal, SIIA members have a long, successful track-record of providing search tools
and value-added, readily available information in both physical and digital form to meet

the demands of the public, including both individuals and institutions.



90

Concerns with FirstGov

By any measure, FirstGov — both as a website and as a back-end operation —-is
a work in progress. As this Committee knows, SIIA submitted a letter earlier this
summer raising a number of concerns and would like that entered into the record. We
also appreciate the timely response from GSA Administrator Dave Barram. Taking into
account the evolving nature of the project, and the answers we have received to date, we

are now focused on several areas of concern:

The purposes of FirstGov are still unclear. As we pointed out in our comments to
the General Services Administration (GSA) this summer, no consistent description of the
FirstGov System has been offered. The question remains: Is FirstGov “a single point of
entry to one of the largest, perhaps the most useful collection of web pages [emphasis
added] in the entire world” as President Clinton described it in his remarks on June 24,
2000, in Los Angeles, California? (See
http://www.whitehouse.gov/WH/New/html/internet2000-06-24-text.html) Or is FirstGov

“a single web site ... that will allow citizens to search all online government documents”
[emphasis added] as described in the supplementary material provided by the White
House Press Office? (See htp://www.whitehouse.gov/WH/New/html/e-

government.html) Or is it the "first-ever” website that "provide[s] the public with easy,
one-stop access to all online U.S. Federal Government resources”, "allows users to
browse a wealth of information”, and "enables users to conduct important business
online" as described in the "Welcome to FirstGov page of the website? [emphasis added]

(See http://www firstgov.gov/top nav/welcome].html)

My own use of the FirstGov site was not much help in clarifying this question.
The website is a combination of a search engine, sidebar postings .of interesting topics
and organizational links to other U.S. government branches and to state and local
governments. In using the search engine, I tested 3 subjects chosen at random —
Medicare, standards and exports. In return, I received, respectively, 57,310 matches,

719,222 matches, and 103,409 matches. For even an experienced web surfer such as
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myself, the results were truly staggering. As-for the interesting topics and organizational
links, on the whole, these were click-throughs to pre-existing sites that would be familiar

to those who are already familiar with specific parts of government.
We include in our recommendations below a step to help clarify this issue.

The roles of the US Government and the FedSearch Foundation need to be
clarified. For most of the summer, it appeared from the public statements that a
"FirstGov" foundation, made up entirely of government officials, under the auspices of
GSA, but funded by Dr. Eric Brewer was the sole implementer of this project. In his
answer to our letter, Administrator Barram clarified that there are, in fact, two distinct
management centers. For the government's side, there is a FirstGov Board of Directors
drawn from the President's Management Council and includes some agency Chief
Information Officers (CIO's). It appears to be a "governing body" that gives direction to
a small, interagency "FirstGov Management Team" with responsibility for manageﬁlent
of the FirstGov "system". On the private sector side, a private, not-for-profit foundation
— the FedSearch Foundation -- has been created with the generous support for Dr. Eric

Brewer.

To become a "certified partner” in the FirstGov system, a company or entity must
successfully negotiate with both GSA and the FedSearch Foundation. At every
crossroads in the "FirstGov System”, the FedSearch Foundation is in a key role of

implementation and interaction with third party private sector partners.

As is well known by now, the FedSearch Foundation has provided the U.S.
government with a gift of services and property. Tt is expected that Fed-Search will
build, operate and maintain a search engine that will accept queries from the public and
provide “matches” (perhaps in the form of documents, sites or pages) from apparently all
Federal government websites. The goal is to cover all U.S. Government sources that
have a Universal Resource Locator (URL) ending with the Top Level Domain (TLD) of

.gov" or ".mil". As part of the gift to the U.S. Government, it is expected that the
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Foundation will supply all of the hardware, software and bandwidth necessary to build
and operate the search engine. Based on the experience to date, it is apparent that the
Foundation will be subcontracting with a number of technology providers, including
Inktomi, to secure access to the software and services necessary to build and operate the
search engine. It also appears that the FedSearch Foundation will be paying its
contractors, including Inktomi, to provide support to FirstGov's technical personnel as the

FirstGov portal is implemented and operated.

The role of the Foundation does not stop there. As my own experience with the
search engine indicates, and as Administrator Barram's letter confirms, further work must
take place for FirstGov to produce viable, manageable search results. Inevitably, that
means a systematic indexing and capturing of essential search elements for use by the

search engine technology.

It comes as some surprise to us to learn that this responsibility is entirely in the
hands of the FedSearch Foundation. As we understand it, the Foundation is spidering all
US Government websites that currently exist and which are expected to be created in the
near future. The Foundation is also apparently developing a unique protocol for how it
will ensure comprehensive and accurate coverage of Web sites and pages, taking into
account a variety of characteristics. Out of this spidering, a unique database/index "will
have collected full-page copies of all government web pages from all government
agencies”. (Barram Letter, page 1) The Foundation will be the only repository, for now,

where all the full-pages are indexed.

This essential step of further enhancements is not merely technical nor ministerial.
Rather, it is at the core of what information is provided in priority order and will
determine what individuals see first about their government. Similar questions are raised
in the context of the choice of non-government websites that are reached through click-
throughs found through FirstGov. We have specific recommendations on this issue, as

discussed below.
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In addition, it is not clear that the arrangements between the US Government and
the FedSearch Foundation have addressed what will happen with this work product when,
in approximately 18 months, "[tlhe government plans to conduct a full and open
competition” to find a commercial substitute for the Foundation in providing services.
As indicated, the Foundation only expects to continue its role of providing a gift of
technology and services for free for two (2) years. It is imperative that the US
Government demonstrate what steps have been taken to ensure that, in fact, it will be able
to make the transition. Moreover, SIIA believes that waiting until two years from now is
unacceptable. Again, we make specific recommendations below on steps that should be

taken to prevent any confusion or missteps two years from now.

Questions remain as to whether a commercially desirable framework for
partnering has been established. We welcome the recognition by the FirstGov team that
partnering with private sector companies and entities to fulfill the promise of
eGovernment is a priority. We agree that the presence of private sector partners "will
raise the level of innovation and thereby enhance the citizen's searching experience.”

(Barram Letter, page 3)

Yet, partnering is merely one way in which this goal can be achieved. It is also
critical to preserve the ability of the private sector to operate independently in giving
citizens access to information. In all of these respects, the priority is to achieve the public
policy goal of promoting a diversity of sources for government information and provide
the opportunity for those experienced in the field to utilize the tools at hand to satisfy
specific markets and customer needs. Moreover, it is essential that the implementation
of FirstGov not lead to the result that only a handful of companies are capable of meeting
the commercial conditions, economic burdens, and technical requirements for

participating as "certified partners”.

We fully apprectate that the commercial arrangements surrounding the "certified

partner program" are very much a work in progress. Based on the information we have to
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date, a number of elements contribute to ourconcern about the viability of the partnering

program.

First, the current "Application for FirstGov Certified Partner Status" includes
terms and conditions that are not commercially reasonable and may be undefendable by
law. We note that while initial comments were sought by GSA on proposed criteria, no
response has been provided publicly to any of the concerns raised by these comments.
Many of the criteria are left to "future decisions” by the FirstGov Board of Directors,
suggesting that a company's investment and expenditures related to being a certified
partner will be subject to on-going changes during the term of the agreement. For
example, one of the criteria — "accessibility" — specifies that "GSA will provide
additional guidance on meeting accessibility requirements, as it becomes available.” We
note that proposed regulations implementing Section 508 of the Federal Rehabilitation

Act have been delayed well into next year.

The "Application” also micromanages how query resuits will be displayed by
Certified Partners, and potentially how any informatjon garnered through the FirstGov
portal by Certified Partners will be encumbered in downstream or value-added
applications. For example, "intrusive advertising” is prohibited and the Application
details what are acceptable and unacceptable banner placements and mandates specific
disclaimers regarding government endorsements. Similar concerns arise from the
proscriptive manner in which companies must provide "free access” and does not take
into account the diversity of business models which may inciude on-going charges to
subscribers who may happen to access the FirstGov portal through pre-existing pay-per-
use, licenses, or unrelated subscription services or when they access to value-added or
content-enriched sites. These are just two examples; almost every criteria in the

"Application” needs further reworking in this regard.

- In our original letter to GSA, we noted that the requirements associated with
FirstGov very likely contravene the requirements of the Paperwork Reduction Act (PRA).

We note that this concern remains. To reiterate, to ensure the widest possible
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dissemination of public information, the PRA prohibits Federal agencies from
“restrict[ing] or regulating the use, resale, or redissemination of public information to the

public.”

Second, the dual negotiations with both GSA and the Foundation create a ripe
opportunity for frustration and confusion. As it stands, a potential "certified partner" first
must have its "Application for FirstGov Certified Partner Status” approved by GSA.
Once this step is completed, and after the FedSearch Foundation receives notification
from the FirstGov Project Team that certification has been granted, a second round of
negotiations ensues. To establish direct access, a potential certified partner must enter
into a "Customer User” Agreement with the Foundation; pay a direct access fee "up
front" for the first year's connection (estimated to be $25,000) and subsequent direct
access fees for later years which may be divided into month installments (again estimated
to be $25,000 annually); and enter into a Mutual Confidentiality Agreement with
Inktomi, which is providing the key pipeline for access to the search engine and indexed
database. There may be other requirements. For example, it has been suggested that a
Certified Partner, as part of its condition for direct access, may be required to display the
Inktomi icon on all search and search results pages offering the Fed-Search engine or
results generated by it. It also appears that Certified Partners will be charged at a "per

query" rate, billing to be done directly by Inktomi.

Third, the question has been asked whether a Certified Partner is benefiting from
the provision of the generous gift of technology and services — or, in effect, reimbursing
the cost of the Foundation's activities and its contractors and subcontractors.  The
commercial attractiveness of this arrangement, and the enticement for private sector
partners, will be affected by both the economics and perceptions of this arrangement and

the impression that it leaves for other players in the market.

Fourth, it is clear that any private sector partner who wants direct access will be
required to use the specific protocols, indexing and "pipeline” provided with the deal.

There are clearly risks in relying on a specific technological approach in this area,
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particularly when public policy and the current legal requirements promote a diversity of
sources of information and seek to ensure that government information be free from
encumbrances. At a practical level, there is a distinct concern that existing information
disseminators and information portals will have to adapt their architecture (and business
models) to benefit from the potential commercial promise that the FirstGov system may

offer.

In short, our concerns go to the heart of ensuring several mutual goals: giving
citizens full access to government information, ensuring that the rules do not result in
only a small number of potentially handpicked companies becoming Certified Partners,
and that the resources and effort put into FirstGov produce widespread benefits both

today and tomorrow.

Recommendations

Taking into account the current state of FirstGov, the concerns identified above,
and the shared goal of producing the most benefit out of the efforts made on ail sides to
date, STIA strongly encourages the following steps be undertaken by the FirstGov Board
and the management of the FedSearch Foundation. While we do not pretend that these
steps are a complete solution, they do reflect essential actions that need to be taken to
build on the tremendous efforts made to date while addressing concerns identified above.

Together, these steps in our view serve to enhance the viability of this project.

¢ Develop and publish in short order a strategic plan with anticipated costs,
revenues and responsibilities for the FirstGov project. This will permit a
deeper understanding of the long-term future of this endeavor for all to see.
As it stands, the quick pace with which the FirstGov System has come
together has produced an ad hoc, piecemeal picture of the current costs to the
Federal government, and the anticipated costs and implementation demands
required at the end of the two years during which FedSearch agreed to

“donate” its services. The plan should also indicate the steps taken by the US
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Government at this early stage to assure that, 18 months down the road,

confusion will be avoided as the FedSearch Foundation leaves the scene.

A corollary step is to make public all agreements relating to this activity.
These would inciude any Memoranda of Understanding between the US*
Government the FedSearch Foundation and any documentation relating to the
gratuitous provision of technology and services to the US Government,
including any licenses that the Federal Government may have entered into as
part of this arrangement. In addition, to ensure that potential Certified
Partners understand the full scope of potential arrangements, copies of the
proposed * Customer Users Agreement” and “Mutual Confidentiality
Agreement”, as well as a delineation of the specific charges or fees to be

incurred, need to be known immediately.

GSA and the FedSearch Foundation need to provide on an on-going basﬁs,
bulk access, preferably for free, but certainly at no more than marginal cost, to
the index and database of websites that enables the FirstGov search engine to
provide enhanced capabilities. It is important to understand that if this index
were being developed directly by the Government, such access would be
legally required. In this case, FedSearch is neither a contractor nor a recipient
of financial assistance; rather it is a gift donor and has entered into an
arrangement with the US Government to coordinate their efforts to provided
the public with the ability to search for any U.S. Government document
publicly available over the World Wide Web. The provision of bulk access
could be done either by GSA, as a recipient of the Foundation’s work, or by

the Foundation in carrying out its coordinated role with the US Government.

This critical step addresses a number of issues. First, it will ensure that
existing legal obligations regarding access to government information are
maintained and that the dissemination of that information is done with the

goal of insuring diversity of sources. The requirement of information source
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diversity is an affirmative mandate — not a passive one. If a governmental
entity considers it necessary to its mission to disseminate public data in
addition to providing access to it, then the government should ensure that the
underlying database is available for redissemination by others. Moreover, it
avoids the possibility of locking into technology specific approaches to

providing citizen access to information.

Establish open industry involvement in the ongoing work process, including
those activities undertaken the FedSearch Foundation, to engage private sector
“partners,” and to facilitate unfettered access to the FirstGov database. We
recommend that such involvement focus on both technical and business
aspects, and the key "enhancement" steps necessary to make this work, e.g.,

"indexing".

Modify the business model by which private sector partners are expected to
pay hefty fees to subsidize a foundation which was supposedly donating

significant resources.

Recognize that the terms and conditions for working with US Government
(and the foundation) must be within existing legal frameworks, commercially
viable and contribute to the goal of broad user benefits and meeting customer
needs. Many questions and concerns with respect to the policy
conditions/guidelines still exist, and therefore, these need to be resoived

before moving forward.

Address the role of the "First Gov" Board and ensure effective accountability
for this initiative. It is a legitimate concern, and one that Administrator

Barram recognized in his response to SIIA’s comments.
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Mr. Chairman, thank you for the opportunity to offer our concerns with the
FirstGov endeavour and, more importantly, to provide concrete suggestions that will go
far toward building confidence in the initiative, ensuring shared public policy goals. and
promoting the dissemination of government information through a diversity of channels

to meet specific needs.

1 will be glad to answer any questions that you or members of the Committee

might have.
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Mr. HorN. Mr. Fleisher, I will give you 1 minute on this, and
then you can have all you want after we are done, and then we will
get back to it.

Mr. FLEISHER. Why don’t I actually save you that 1 minute, and
why don’t you get to the questions that you want to get to, and I
can come back to my thoughts.

Mr. HorN. All right. We will give you plenty of time.

Ms. Katzen, some of these only you can answer, and that is the
privacy situation. How many agencies have a privacy policy now?

Ms. KATZEN. Virtually all. We had sent out a memorandum ear-
lier in the year requiring agencies to post their privacy policy on
their Web pages, and GAO their report approximately 2 or 3 weeks
ago. I think it was something like 9 sites out of 2,700 that did not
actually have the privacy policy posted, and we have been following
up with those agencies. So I would say virtually all is an under-
statement.

Mr. HorN. Now is there one basic approach to this in the agen-
cies or are they all different?

Ms. KaTZEN. Well, there are differences, but the fundamental
proposition is that personally identifiable information should not be
made available without the consent of the individual, and unlike
the commercial sector, the government is subject to the Privacy Act
of 1974, which sets in place the rules and regulations for privacy
information being disseminated.

There are routine uses and other kinds of procedures that have
been in effect for the last 25 years, where agencies will let people
know when personal information would be used, and those are pub-
1i}§hed in the Federal Register, and there is an entire process on
that.

The issue that Ms. McDermott raised and that came up this past
summer was the use of persistent cookies. These are not chocolate
chip or oatmeal raisin. They are software devices.

Mr. HORN. Let’s translate that for the layperson.

Ms. KATZEN. I was going to say, they are software devices.

Mr. HorN. I love pricking bureaucracy.

Ms. KATZEN. It is not my term. It is industry’s term, but these
are software devices that track users over time and over different
Web sites. Now, there is a reason for this. If you don’t have this
kind of a device, you don’t know whether somebody is coming to
your site 12 times or if 12 different people are coming to your site.

You also heard from Mr. McClure that he would like at some
point for us to be able to get back to individuals to give them up-
dated information. That means we have to know who they are. But
our position is that, unlike the commercial sector, we should not be
tracking individual information. You should not have to reveal who
you are or have some record kept of who you are to access govern-
ment information.

So one of the conditions that Mr. Barram talked about in our pol-
icy on partners, and one of the policies of the Federal Government
and Mr. McClure raised, is our adamant position that persistent
gookies are inappropriate. Where we find them, we take them

own.

Mr. HORN. Let me move from privacy, which we can talk about
with the Administrator, to the fee structure 2 years from now.
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What is the administration anticipating that the options might be
and has any guidance gone from OMB to GSA? How are we think-
ing this through? It is a very generous offer that Dr. Brewer
makes, but 2 years can go fast and pretty soon is everybody going
to be billed $1 or something to get information from the govern-
ment?

Ms. KATZEN. No. Our anticipation is that as technology continues
to improve and as FirstGov proves itself, this will be something
which Congress, in its infinite wisdom, will choose to appropriate
for so that we can have the funds necessary.

The actual processes to date has been the funds needed to set up
the first page, the portal, and to administer the site—which cost us
$1 and there is $165,000 a month to maintain the site over the
next 2 years—that was achieved by a pass-the-hat. I said that we
took this to the President’s Management Council—the chief operat-
ing officers of all the major agencies, usually the deputy secretar-
ies—and it was enthusiastically supported and agencies made con-
tributions to fund the maintenance of the portal for the next 2
years out of existing funds because we did not have any appropria-
tions for this at this time.

The search engine itself was donated by Dr. Brewer, and his ar-
rangement for 2 years from now, or it is almost 3 years, will be to
leave a lot of options open for how we would proceed, and Dave
Barram can talk about the kinds of things that we are thinking.
Two years from now there will be a new administration. It will also
be, most importantly, after the system has been tested. It will de-
pend on whether it works, if it is well received and it needs to go
forward, and don’t want to lock anything in now, but there are a
variety of options available.

Mr. BARRAM. Let me add to that. We, as Sally said, we passed
the hat and I think in fiscal year—and in fiscal 2001 we are going
to pass the hat to cover the costs we have still to go in 2001, but
for 2002 we should be getting an appropriation. That’s one point.

Second, as Sally said, when we get—the agreement we have with
the Fed Search Foundation, which is an independent, private, non-
profit foundation, is that what they are doing, the kind of tech-
nology they are using, will not be such that it is proprietary and
can’t be assumed by someone else.

So we will have an open bidding process that will begin. The
process will begin 6 months before the end of the period, which is
two, two and a quarter years, or whatever. I forget. I don’t know
exactly the date, but 6 months before that we will begin the process
to figure out where we go from there.

And we will—another really important thing is we will have been
knowing, understanding, collecting information on the costs to do
it. That’s one of the things that Fed Search has agreed to, that they
will make open the costs of running it so that we can have an open,
fair bid.

Now here is something else that we all should always keep in
mind. Internet time is an amazingly new experience and in 2 years
I am not going to sit here and try to predict what life will be like.
I don’t know how old Inktomi is but they have come from not very
long ago to an amazing place in the world, and technology is grow-
ing dramatically, so we don’t—there is no point, I don’t think, in
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spending a lot of time figuring out what the technology is going to
be in 2 years, as long as we have the right process for someone
else, or even Inktomi, to take this over. As long as it is there, that’s
what we have set up.

Mr. HORN. Mr. Barram, I am going to yield the rest of the ques-
tioning of 10 minutes to my colleague from Texas, Mr. Turner. So
go ahead.

Mr. TURNER. Thank you, Mr. Chairman.

First, I want to thank Dr. Brewer for the contribution that he
has made. I can see you have provided us with something that
moved us forward on a much more rapid basis than we ever could
have done without your contribution. To think that this was a 90-
day project and that it succeeded on that timetable is truly amaz-
ing.
I do know the sense and motivation that you have, as all of us
do here in public service, and you have taken your talent and have,
in your way, attempted to give back some of what you have been
so fortunate to receive. So for that we are very grateful.

Mr. BREWER. Thank you, Mr. Turner.

Mr. TURNER. I know that some of the questions that were raised
today are the kinds of issues that this committee and all of us
would be wise to diligently pursue, because obviously your intent
in making this gift of a search engine to the government has a lim-
ited timeframe on it, and understandably so.

But understanding how slow sometimes the government does
move, we would be best advised to be sure that we are prepared
to deal with the problems that we face and to make the transition
that you expect government to make and that has been agreed to
by you and the GSA.

I might just ask you, by way of overview, having heard some of
the comments here today, some of the questions that were raised
regarding the partners and the arrangements with partners, some
of the issues regarding whether or not others may at the appro-
priate time be able to bid on an equal footing to continue this oper-
ation of the search engine, to just share with us your general over-
view and thoughts about the direction you see this as the primary
donor of this project.

Mr. BREWER. I would be happy to. To start, I think maybe the
first place to start is to realize that it has a fixed lifetime in part
because I want it to be done the right way through a normal pro-
curement process that is fair and even and internal. It should not
be something done outside the government. It should be done by
the government itself.

Second, I would point out we have no special relationship with
the government. The things we are doing is basically visiting Web
sites to collect information to build a data base. Many other compa-
nies can and do that now. We are just doing it as a foundation, so
that we can donate it not only to the government but to libraries
and schools and other groups.

In fact, the government has no obligation to use the Federal
Search engine data base. They can use their own or create a new
one whenever they like, and I would love to see that. There is no
attachment to us being the solution. I think my only attachment
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is to getting the process started, which I am happy to say we have
done.

So there—in my mind there is no special privilege that we have,
that we are using public information that anyone else can go get
from the same Web sites that we get it from.

Finally, I think it is worth pointing out that we have been a bit
more practicable than that. We have agreed not to affect the re-
quirements for the procurement process so that we are not affect-
ing what the requirements are in any way. We will stay out of that
process, and we have also agreed to continue to run our data base
not only until the decision for replacement has been done but until
it has been put in place, so that there is no pressure on anyone to
hurry up and make a bad decision. So, in good faith I think we will
run it as long as necessary to get all of those things done.

At the same time, I would like it to be aimed for 2002 because
I think it is one of those things where we ought to focus on keeping
the momentum, and if we set it at 5 years nothing would get done
for 3 of them. So let’s—it should have a fixed time line. That’s defi-
nitely part of the design.

Mr. TURNER. Could you give us some sense of what we are likely
to be facing in terms of cost? I know from the testimony that we
have heard already, the cost of maintaining the Web site itself, I
believe, Sally, didn’t you say it was $165,000 a month?

Ms. KATZEN. Yes, sir.

Mr. TURNER. Which has been raised by the agencies pooling their
resources.

Obviously, I am sure the agencies would prefer a direct appro-
priation to take care of that some time in the near future. But in
terms of the cost, the estimated cost of taking over and operating
the search engine, what range are we talking about?

Mr. BREWER. It is a little hard to tell at the moment because it
depends on two things that are very hard to predict. One is the
number of documents on-line, government documents, which at the
moment is 27 million, but my hope is that number will increase
dramatically. That will raise the cost pretty much proportionately
with the number of documents on-line. The other one that is hard
to predict is the amount of traffic. In some sense, the more popular
the site is, the more effective it is, the more traffic it will have and
the more it will cost to operate.

So the underlying costs are tied directly to traffic and data base
size, neither of which is predictable. That being said, I expect in
the 2 years that it will cost me on the order of $5 million to $10
million. That includes some subsidies from both Inktomi and Sun
Microsystems, and I obviously hope to raise money from many
other parties and in-kind contributions, all the normal things that
a charity would do.

Mr. TURNER. It is obvious that the cost far exceeds just the cost
that we have talked about already that the government has pro-
vided by pooling the $165,000 a month, is that right, Sally?

Ms. KATZEN. Yes, sir.

Mr. TURNER. Have you all looked at any estimates? Is there any
way to try to determine what kind of costs we may need to be pre-
pared to appropriate?
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Mr. BREWER. The plan is to do exactly that as we gather more
information, and I think we have the time to do that well.

Mr. TURNER. OK.

Mr. BREWER. Also, there is a certain inefficiency in the fact that
we are completely keeping the systems completely separate, and so
I think there would be some cost reduction if you actually did do
a full procurement and did it with one contractor.

Mr. TURNER. I would like to hear some comments from any of
you who would like to address this issue. Obviously there are rea-
sons for government sites to be accessible at no charge, and yet we
all know the primary way of funding many of these sites is through
advertising. Give me, if you will, from your perspectives, the pros
and cons of operating this site solely at government taxpayer ex-
pense versus the merits of perhaps—or if there are merits of con-
sidering some source of private outside revenue for support of this
type of site.

Sally, I will start with you.

Ms. KATZEN. Yes, sir. Well, the Paperwork Reduction Act makes
it quite clear that government information should be made avail-
able to the citizens at no cost. It was the taxpayers’ money which
generated the data in the first instance and they shouldn’t have to
pay twice to get it back. That philosophy has governed our ap-
proach to making government information as widely accessible as
possible at no cost.

The presence of advertising is viewed as a cost by those who are
distracted or disturbed by the boxes that flip up or the frames that
are created around the Web pages to entice people to do certain
types of activities that are commercial in nature.

Information is, I think, at the heart of our democracy. It helps
us know better what it is that the government is doing and to ap-
preciate in some instances the complexity of that. As we move into
an information age from an industrial base on manufacturing, it
does produce certain challenges, and things like privacy that the
chairman mentioned and security are terribly important concerns
as we have these interconnected networks. But the technology is
really giving us a key and it is opening the door here for us to be
able to have much better dissemination of information.

We just don’t believe, and we think the Congress has spoken elo-
quently on the subject, that it should not be paid for.

Mr. TURNER. So that includes any form of consideration of adver-
tising on this site of any type, in your view?

Ms. KaTZEN. That is in my view, yes.

Mr. TURNER. Does anyone have a contrary view? No one?

Mr. BREWER. It is certainly worth pointing out that many of the
partners would be able to have advertising, and I think as long as
there is one primary source of government information, it is OK if
there are others that are more economically minded and may be
more biased.

Ms. KATZEN. They could have advertising on the gold model that
Dave is referring to.

Mr. BREWER. And the silver model.

Ms. KATZEN. And the silver model, on their own pages, because
they are creating value added and that’s their compensation for
their value added. But as to the underlying documents, which are
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the government’s property, those are to be accessible without
charge.

Mr. TURNER. Thank you.

Thank you, Mr. Chairman.

Mr. HORN. Let me just ask and maybe we pursued it but not
enough, if the data bases are not in the public domain, what im-
pact does that have on the control of FirstGov and access to gov-
ernment information?

Ms. KATZEN. Well, actually the data base is in the public domain,
because what the search engine does is spider documents that the
agencies in the first instance have determined to make on-line. Dr.
Brewer’s hope is that agencies will put more documents on-line,
but right now the agency makes the determination, puts them on-
line, and then the spider picks them up and brings them into the
data base. Those are all public documents, and any citizen can go
to the FirstGov page and get access to any of them. It is absolutely
free and it is in the public domain. That is not an issue.

If others want to add value, if they want to do this in a different
way by asking questions rather than by keyword search, if they
want to use a different model, and there is a number of them and
we would like to see as many models bloom as possible, we are
hoping that universities will do so. We are hoping that the private
sector will do so—we have done a lot in this administration on pub-
lic-private partnerships, and this is one place where we think there
is a golden opportunity. We are going to give it to you straight, and
they can add whatever value they want in whatever size they
want, but the data are all in the public domain. And that’s why I
disagree with Mr. Bohannon about the Paperwork Reduction Act.
I think that it is quite clear that this is not a violation.

If T could just add one more thing, sir, before regrettably I do
have to go, I agree with a number of the comments that have been
made about what things we have to think about as we mature the
system. I am particularly sympathetic to the call for clarifying or
explaining how the partnerships work, and how the data base will
be developed over time and 2 years from now. It seems that no
good deed goes unpunished. When we first started on this process,
Dave Barram put together in his own PowerPoint an explanation
of what this thing could look like, and to get feedback we put it
out; in response, we got all of these questions and concerns that we
now understand how they could have raised those questions, but
that was not what we had been planning. It was not what we were
thinking about.

The speed with which we have tried to put this up and get it
started, and this is just a start, has meant that we have spoken
our language, maybe bureaucratic, maybe technical. We have used
shorthand for what we are thinking, and I agree completely with
the need to go slowly now to clarify.

Mr. HORN. Now on that point, is it OMB or GSA that would de-
velop a strategic plan that included anticipated capabilities, costs,
revenues and responsibilities?

Ms. KATZEN. This would be the responsibility of the FirstGov
board on which I sit and Dave Barram sits, as do several other
members of the PMC, the President’s Management Council, and
several of the CIOs from the relevant committees of the Chief In-
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formation Officers Council. That board has been meeting more than
some of us would like, and we are going to continue to do that.

Mr. HORN. You are going to expose Dr. Brewer to bureaucracy.
They don’t have that in Silicon Valley. They are doing things.

Mr. BARRAM. But he might have it at Berkeley, though. He may
know about this.

Ms. KATZEN. Thank you very much, Mr. Chairman.

Mr. HORN. You are quite welcome. Thank you for coming.

Mr. BARRAM. Can I just add one thing to what Sally said. She
answered your question about who had the documents, the public
domain. What the Fed Search Foundation does is bring back full
text copies of all 27 million pages into a data base, and from that
people can search. They are simply copies of all the data on the
government’s pages. So when you are given a—when you ask a
question, it comes back and says, you will find what you want at
the URL of, and you go to that and now you are in the Federal
Government page, which is in the public domain.

So for a moment these pages, the copies of these pages, are in
Fed Search’s possession, if you will, but anybody can get to those,
the originals of those pages, and does.

Mr. HOrN. Dr. Brewer, let me ask you this question: As I under-
stand it, the search engine donated by the Federal Search Founda-
tion includes a massive index data base. Now, who owns this data
base and can anyone gain access?

Mr. BREWER. Let’s see. It is a bit complicated, frankly. The data
base, although it contains public documents, is in fact a separate
and new creation done by a private foundation with private fund-
ing. So technically the Fed Search Foundation has created this
piece of intellectual property.

That being said, we want people to use it. Therefore, we give it
away, not only to the government but to libraries and schools and
in particular to anyone else the government tells us to, a module
of constraints which I will get to but roughly that was the premise
of the partner program. We are in some sense agnostic about the
definition of the partner. We simply want to have the government
deacide what an appropriate partner is rather than us having to de-
cide.

So the thing that is, I think, subtle is because this is a privately
owned data base. In fact, we are not allowed to give it to other cor-
porations and we are not allowed to subsidize their business. That’s
specifically against the rules about charities.

So we can give it to them at cost, which we are happy to do, but
we cannot—we cannot subsidize their businesses. So if they go
through the government sites, FirstGov or any other government
site, then they can have it free because we are subsidizing the gov-
ernment or the library or the school. If they want direct access to
do their own portal with this information without going through
the government, they can do that but now it is a relationship to
an ongoing business and we cannot subsidize them.

We will provide it at cost, but that’s really our only issue.

Mr. HORN. Well, they are patented or copyrighted, the software,
or what? How does that work?

Mr. BREWER. In practice, the data base doesn’t—isn’t of any use
outside the servers that it runs on. So when you actually do a
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query, the query has to physically travel to the data base and then
get returned. This is how all Internet search engines work. So
there is nothing special about this from the Fed Search Founda-
tion.

When we say give access, what we really mean is we will have
a connection, a network connection, to their servers and they can
send us traffic to our computers that will send them the answers,
but these have real costs. There are real computers that the stuff
has to run on. There is band width we have to pay for. We have
our own suppliers that have their own restrictions that we have to
follow, but those are, to some extent, those costs.

Mr. HORN. What kind of security do you have against that proc-
ess so that when our unfriendly people that are engaging our net-
works all over the world, what can you do to stop that or slow that
down?

Mr. BREWER. I would say two things. First, the most important
perhaps is that this is—we only have public information. So in
some sense the penalty for security violations is mitigated by the
kind of information that’s in the data base. That being said, we
take very seriously that the data base has to be secure, and these
are the same constraints that existing search engine portals have,
and I think our experience with groups like AOL and Yahoo has
been educational and I don’t see any reason why the security meas-
ures taken in those situations wouldn’t work well here. So we do
take it very seriously; firewalls, private access, the whole nine
yards. But I do have to admit I find some comfort in the fact that
it is already public data.

Mr. HorN. Well, do you see your colleagues in Silicon Valley, be
it East, West, North or South, working on something of diversion,
shall we say, when that type of signal gets in when they really
shouldn’t have access? And how are those doing? It seems to me
there will be millions of dollars made that way if somebody can fig-
ure out how to divert the entry systems that we see, whether they
are in the Philippines or Latvia. We had a whole number from
around the world a few weeks ago before this committee, and it is
happening everywhere.

Mr. BREWER. I am not quite sure I understand—we don’t actu-
ally run the Web sites themselves so we don’t operate the FirstGov
Web site. The servers we own have very few parties that can con-
nect to them and, in fact, one obviously being the government, but
we don’t get traffic directly from end users and that makes it much
easier to secure.

So all the traffic of Fed Search today comes through the FirstGov
portal and we have a direct connection with them and can authen-
ticate that connection to know that it really is traffic from them.
In fact, that’s part of the cost of adding partners that don’t want
to go through FirstGov, is that we have to then set up a direct con-
nection with their servers for the same reasons, to ensure the secu-
rity and that again has real costs that we simply pass on.

Mr. HORN. So you are saying that despite your system that gets
access to them, you are saying that those hackers could not get into
the governmental computers that way, or could they?

Mr. BREWER. When you actually visit—so when you see a result
page, a set of links, that information has already left Fed Search,
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is now being displayed by a server, in this case the FirstGov server.
So the information is actually there, not at Fed Search, and then
when you click on that link you go directly from the FirstGov serv-
er to the branch or agency server. You do not go back to Fed
Search at any time during that visit. So we have no effect, positive
or negative, on the security of particular government Web sites.

Mr. BARRAM. Let me just add a comment. You will remember
that when Bill did the demo, you saw the FirstGov page. That’s
FirstGov. That’s a government run thing on servers that are con-
tracted by the government, with appropriate security. When he
typed in Social Security, that search went to Fed Search and back
came a list on FirstGov.gov again. So from Fed Search, the lists
came back to the government page. When he clicked on the top
choice, it went to a Social Security site with all the security around
there.

It is now two levels away from the Fed Search search engine.

Mr. HORN. So you don’t see a problem, and if you do, it is up to
the government agency to worry about it and not the process here?

Mr. BARRAM. You know, Eric has described what security they
have, and it is important that we—they have that security, and
there are a limited number of people who have pipes into the Fed
Search engine. The bigger security questions of course are at the
agency, and in a much less way at FirstGov, but the real issues on
security are, I think, at the agency level where all the Web pages
are managed.

Mr. HORN. Do any of our colleagues on this side, the ones that
have raised some questions, do you want to ask those and we can
get an answer to them and complete the record?

Mr. Fleisher in particular, I feel we have passed you by a little
bit, but your firm has a very distinguished position with this sub-
committee. You were our first witness in April 1996.

Mr. FLEISHER. Thank you. I think the key reason for me being
here today was to focus on our findings on the digital divide. I don’t
think those are 100 percent tied into the detailed level of questions
you are asking about FirstGov.

My 2 cents on it, my firm’s 2 cents on it, is that FirstGov is a
good, powerful, first initiative for the government. We are excited
to see the government doing what we advised the private sector to
do, which is go out there and build something and get feedback
from your constituents, your clients, your customers, and then
adapt and iterate. That’s a pretty important process in the Internet
world, and we are excited seeing the government doing it that way.

Mr. HORN. Any other thoughts, Mr. Bohannon?

Mr. BOHANNON. Well, if I might have a chance to respond. I
think there has been a tremendous amount of very useful clarifica-
tion and information provided by all the witnesses. Let me try to
address a couple of points that have been made.

First of all, it is very, very helpful from Ms. Katzen and Dr.
Brewer to point out that some aspects of the data base may be in
the public domain right now. We still go back, I think, to recogniz-
ing that as this unique gift was provided to the U.S. Government
it is still nonetheless a special exclusive relationship between GSA
and the Fed Search Foundation. If, in fact, there is a genuine offer
by the Fed Search Foundation to make both the data base of origi-
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nal URLs, as well as any index that has been further developed
based on any particular technology available at cost, we are very
willing to sit down and discuss that.

The problem right now, and this is, I think, at the heart of why
we need to sit down, get a strategic plan, understand what every-
one’s responsibilities are, is that right now you are being given two
choices. You can either become a certified partner or not, and we
clearly have concerns that the only way in which this information
will be disseminated is if you agree to both GSA’s and the Fed
Search Foundation’s conditions.

With all due respect to Ms. Katzen, we do not believe that the
Paperwork Reduction Act should be interpreted merely by saying
if one document is available with those conditions the law is met.
We believe that the Paperwork Reduction Act applies to all govern-
ment information, not just a couple of examples that can be pointed
out.

Clearly, and we have a number of recommendations which you
can read in the testimony, I think we need to have a very real dis-
cussion with the Fed Search Foundation, with GSA, about making
sure that bulk access to the index which has been enhanced by the
Foundation is available, in our view, under existing government
rules, at marginal cost. We need to sit down and make sure there
is access to that without having in every instance to meet the con-
ditions that have been imposed by GSA, nor inherently to rely on
the technological implementations that may, in fact, be offered
right now for access. I think that is a real discussion that we need
to have. I think that will go far toward addressing a number of con-
cerns making sure that there is independently available informa-
tion that is not designed in a particular way that may affect what
citizens see.

I think that is one very, very important discussion that is worth
focusing on. We appreciate very much the opportunity to have this
clarified because it has been very helpful and this will allow some
of the companies who do have a lot of interest, who are members
of our association, to know more about what kind of business deal
they are getting into.

I think that’s the kind of information that we need to the strate-
gic plan, making sure that the way the GSA is implementing this
is done consistent with legal parameters, with the goal of ensuring
a diversity of information sources. That is what is in the public in-
terest here, and we appreciate the candid answers today.

Mr. BARRAM. Can I make a couple of comments in response?

Mr. HORN. Sure.

Mr. BARRAM. I appreciate Mark’s both recognizing this as a valu-
able beginning—and I can assure, and I think he knows, that we
are very eager to talk with anybody, and this association is espe-
cially important because of the number of—because of the compa-
nies involved and their involvement in this whole industry. We
have absolutely no intention of not communicating in the most
thorough way we can. We have tried—if we have been a little bit
less than fully thorough with—I don’t know if you put those words
together—but with them, it is only because of the kind of time
pressure we have been under to get there, but we have listened
carefully to their concerns all along the way.
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And as he noted, as I have noted, this is the beginning. What
this looks like 12 months from now, we are going to look back and
ask ourselves, what was all that stuff about in October 2000 that
we were scrambling about? So we are going to be partners on this,
as you are and all of us, as we go ahead.

Mr. HORN. Well, when you started with that question I was going
to praise you for all the good contracts you get at the GSA and we
take advantage of them in Congress, just as they do in the execu-
tive branch, when it comes to airplane tickets, communications
with computers and telephones and all the rest of it. So you do a
great job with your team.

Mr. BARRAM. Thank you. Let me just make one more quick com-
ment. We have talked a lot about GSA today and I want to make
sure everybody does understand there is a board of directors at
FirstGov that is made up right now of 11 people from a number
of different agencies. We have been doing a lot of the work at GSA
and we are housing it at GSA. We are the right place to do that,
but this has been an interagency involvement, driven by the PMC.
So for shorthand, you can use GSA. Think of it as the FirstGov
board that is setting policy and at times into the deep details.

Mr. HORN. Any other thoughts here, Mr. Fleisher?

Mr. FLEISHER. No.

Mr. HornN. Well, thank you very much for coming. Sorry it was
sort of disjointed to get your testimony.

Mr. FLEISHER. No problem. Happy to be here.

Mr. HorN. I looked at your document and that’s wonderful.

Mr. FLEISHER. If we could just be sure that would get into the
record that would be terrific.

Mr. HoRN. All of these automatically go into the record the
minute we introduce you.

Mr. FLEISHER. Thank you.

[The prepared statement of Mr. Fleisher follows:]
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Mr. Chairman and Members of the Committee:

| appreciate the opportunity to appear before you this morning to give you
Gartner's perspective on the government's Firstgov web portal project. In
particular, | will discuss with you Gartner's new report, “The Digital Divide and
American Society,” and | will focus on how the Digital Divide affects this and
similar e-government initiatives.

As you all know, the internet has emerged in recent years as a phenomenal
engine for U.S. economic growth and development.

But we also know that access to the Internet, which is today recognized as a key
tool for individual social and economic mobility, is far from universal. This
uneven distribution of Internet access is commonly referred to as the “Digital
Divide” and is currently being addressed by a number of public and private policy
initiatives.

The digital divide has profound implications in the new wired economy. The
Internet will soon be so pervasive that not having access to the technology, or
not knowing how to use it, will be the equivalent of not knowing how to read or
write. In short, the digital divide carries with it the threat that large segments of
the U.S. population will be left behind both economically and socially.

Gartner estimates that by 2005, Internet usage among American adults will reach
75% penetration, or approximately 150 million adults. The fate of the 50 million
adults who will suddenly find themselves functionally “illiterate” in the new
economy is an issue of profound importance.

Because the digital divide has such important ramifications, Gartner recently

undertook an extensive survey to determine three things:

« First, the exact nature of the digital divide. Who is benefiting the most from
this technology and who is most at risk of being left behind?

« Second, exactly what sorts of inequities exist right now and what further
inequities may arise in the future.

« Third, how effective are current public and private initiatives to bridge the
divide, and what long-term strategies have the best chance of erasing the
divide over time.

Our first key conclusion is that the digital divide continues to be pervasive.
Despite a booming economy, lower PC costs, and phenomenal growth in the
Internet, there is still a dramatic shortage of internet access at the lower end of
the socioeconomic scale.
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Our second key conclusion is that there is not one, but actually three digital
divides. The first digita! divide will one-day be closed by universal PC ownership
and universal Internet access. But a second digital divide will continue to exist
that we call the experience gap. Lower socioeconomic groups who have only
recently gained Internet access will not derive significant benefit in the near-term
due to the steep leaming curve that accompanies any new, complex technology.
This experience gap will evaporate over time, but it is very real today.

In addition, the broadband access that is coming through cable, DSL, and ISDN
will cause yet a third digital divide to appear in the next few years. As broadband
access reaches higher penetration rates, we can expect {o see agap in
broadband adoption that mirrors today’s gap in PC ownership. Only those with
broadband access will be able to take full advantage of the next generation of
Internet services, again leaving many behind.

Our report's third and final key conclusion is that current short-term tactical
solutions, while an important first step, will not by themselves be a long-term
answer. These tactical solutions, such as PCs and Internet access in libraries
and kiosks, provide critical points of entry. However, for the longer term, public
policy must focus on bringing access to people in their homes, where Internet
use can become fully integrated into the full spectrum of peopie’s daily lives. A
number of studies, most notably one in Hundred, West Virginia, have shown a
dramatic difference in student achievement levels when they are given a laptop
and home Internet access versus when they are given access only at school.
Think of your own children and the enormous benefit they receive from having a
PC at home.

One possible approach to closing the digital divide is for government to
encourage business strategies that will accelerate home Internet access.
Policies such as tax credits for providing Internet access to employees and
telecommuting could encourage businesses to provide low-cost Internet access
for their workers. In addition, governments must carefully evaluate their own
workplaces for opportunities to close the digital divide. Programs to provide low
cost PC and Internet access for all government employees would have a large
impact on closing the digital divide and on insuring that government employees
are comfortable and proficient with information technology.
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Over the past few years, | have seen the Internet revolutionize industry after
industry. Today, government sits on the precipice of some very profound
changes as well. | applaud the Firstgov initiative as an important first step toward
realizing the incredible benefits that technology can bring to the relationship
between our citizens and our government. Our research on the Digital Divide,
however, graphically demonstrates just how far we must travel before we can
make these benefits truly available to everyone.

In your efforts to use technology and the Internet to transform government, |
would urge you to follow the lessons that we have learned from successful
businesses in the private sector. One best practice that the Firstgov project has
successfully followed is to iterate development and deployment. There is always
a tremendous temptation to over-study and to over-engineer web solutions. The
far better approach is to quickly get a site out to the users, and then to iteratively
improve the site over time. This is the model that Firstgov has followed.

Your next great challenge will be to truly respond to the ever-growing and ever-
changing needs of your constituents. You will need to learn to allow your
“customers” to dictate not only the future of Firstgov, but the future direction of
government as well. Just like the successful businesses of today, you will need
to learn to be dramatically more open and adaptive.

There is ample reason to believe that your role as elected representatives will
change dramatically in the next few years as the digital divide is eliminated. What
will be the role of elected officials in a fully wired world in which the opinions of
the citizens can be known instantly and completely on any subject? At what
point will some citizens seriously suggest that the need for having elected
officials has been eliminated by the Internet? Only your vigilance in using the
Internet to rapidly respond to the evolving needs of your constituents will keep
these sentiments in check.

Our form of constitutional government has adapted to significant technological
advances in the past. In the 19™ century, railroads and the telegraph began to
eliminate both time and space as obstacles to commerce and communication. in
the process, they opened the settlement of the West and transformed the
relationship between citizens and their local, state and federal governments.

In the 20" century the telephone, radio and television became the primary
instruments of individual expression and instantaneous information. And we are
only just now beginning to understand their full impact on our society. At each
stage, representative government evolved to meet the needs of an electorate
educated and empowered by new technological tools.
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We all welcome the economic benefits that will flow from the closing of this
divide. Butwe all need to anticipate and address its social consequences as
well. Most importantly, we must all ponder how best to strengthen our political

institutions in a fully wired world that will demand both instant information and
instant answers.

Thank you.
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Mr. HORN. Dr. McDermott, any other thoughts? And then Mr.
McClure is the wind up.

Dr. McDERMOTT. I think the only thing we would add is that we
heard today, and we have heard previously, that anybody can spi-
der government agency Web sites to the depth that Fed Search has
been allowed to, and that has, from what we hear—we haven’t
tried doing that, that has not been the experience of outside gov-
ernment entities that want to do that.

We have also been told that nobody else wants to do that to the
depth that Fed Search has, and I don’t know if that’s true, but we
would want to have a question addressed whether that is the case
that anybody could go into that depth as frequently as it seems
that Fed Search is being permitted to do it, and if GSA or whoever
facilitated this for Fed Search would also be willing to facilitate it
for other entities, private sector or nonprofit.

Mr. BREWER. I would be happy to address that. We have got
every single document by spidering. There is no document data
base we didn’t get any other way than by going to visit the Web
site ourselves. So anybody can do this. You don’t even need to be
a corporation. A grad student can do it.

We did warn agencies that we would be visiting the sites, but
that’s actually not required on the Internet. People can visit as
much as they want.

Dr. McDERMOTT. But we have heard that agencies block outside
government folks from coming in and spidering because of system
demands, for all sorts of reasons, that we have been told that by
Web people.

Mr. BREWER. I believe that we follow the same blocking restric-
tions. However, if there is stuff that we have crawled that for some
reason you can’t get to, it is not that hard to get the raw files. But
I do want people to understand that we are going to do it one way
and if you want to use our servers, you can do it at cost if you are
a business. If you want to do it a different way, go do it a different
way. There is nothing stopping you.

Dr. McDERMOTT. It was just a question.

Mr. BREWER. I would be happy to help remove any such bound-
aries. Again, this is a catalyst.

Dr. McDERMOTT. This is not aimed at you.

Mr. BREWER. Yes. I think it is definitely worth a discussion, but
you have a lot of options here. You can partner. You can do it your-
self. You can get it from us at cost, but we are in fact, you know,
still just a charity and we can’t subsidize other businesses, and in
some sense they are not entitled to the data base. We are giving
it to them because that furthers the goals here.

Mr. BARRAM. Let me just add one thing to that. You know, there
are a number of search indexes that have collected government
pages. They just don’t have all 27 million. You know, the example
I have used is that there may well be a page that a scientist some-
where put up that describes how he created garlic flavored ice
cream. If you are a commercial Web search engine, you may think
I don’t think I want to spend any time chasing that down because
my customers don’t really care. So economically, you are going to
have many fewer pages.
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Mr. HORN. Usually, we can’t hear the witness. Not only is it
cookies, it is balloons popping.

Mr. BARRAM. So anyway, there are a number of search engines
out there that have searched a number of government pages. We
just have them all through this mechanism.

Dr. McDERMOTT. I just wanted to say

Mr. HORN. Let me ask Dr. Brewer this. In 2 years when the Fed
Search Foundation dissolves, would a new contractor have to de-
velop this data base from scratch?

Mr. BREWER. I am happy to discuss it with them but in practice,
yes, because they will have their own software systems and the
data gets stale anyway. It is not like you can take a snapshot of
it and say this is it, here it is. It changes every single day. But I
think, you know, there are ways you could help that transition, but
it really depends on who it is and what system they are using. But
again we did it in 90 days. They could do it in 90 days, too. It is
not insurmountable.

Mr. HORN. Mr. Fleisher, in your written testimony you mention
that a number of the public and private policy initiatives are cur-
rently addressing the digital divide. Could you provide a couple of
specific examples of that?

Mr. FLEISHER. I think in particular there has been a focus on try-
ing to get publicly available Internet access through libraries and
kiosks, and I think that has been a key public policy focus. We be-
lieve that is a good first step, but just as you can understand
how—and a number of studies have shown how when children
have Internet access at home they do better in the school than
when they have Internet access only at school. The same is true
for the adult population.

Mr. HORN. When I saw that, I thought wouldn’t it be wonderful
if the child comes home from school, can press the buttons and get
access that there would be a literacy program, perhaps, for their
parents? It seems to me that would be a worthwhile educational
endeavor because a lot of them are completely illiterates, not just
in what they are doing with the computer—they can do that with
a few things—but their own lack of literacy and that would really
help a lot.

Mr. FLEISHER. We believe that anything that we can do to find
the 50 million U.S. adults that we believe in the next several years
will still be without access and help those people have access to the
myriad of programs, whether it is FirstGov or others that will be-
come available, is, you know, one of the most important tasks at
this point. Those people will truly be left behind because, as you
point out, it is the new illiteracy.

Mr. HORN. Yes.

Mr. McClure, do you want to wind it up?

Mr. McCLURE. Yes, I have just two comments to make, Mr.
Chairman. One is in response to a question you posed a moment
ago about the importance of security. Again, in my written state-
ment and in my oral statement, I was making reference to security
provided on the FirstGov site. I do agree with Mr. Barram that ob-
viously the protection of the agency sites is the real site of activity
where you want stringent computer security measures in place. As
FirstGov evolves, and it could indeed become the central portal for
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the U.S. Government for the citizen to access government, it is
critically important that security, even of the FirstGov site itself,
be maintained so that it is reliable, it is stable and it is not sub-
jected to any kind of obstruction or tampering.

Also, the data base that is maintained either by Fed Search or
by some other private entity contains a voluminous amount of gov-
ernment information, and as other contacts are made with that
data base which are potentially going to take place in the future,
the security of that data base will be important. It is not a trivial
matter or task, regardless of the fact that it is publicly available
information already.

I also wanted to mention to Mr. Turner in his question a moment
ago about the use of advertising, there are two studies that we can
submit to you for the record. One is from NASIRE, who you have
testify rather regularly in front of this committee, representing the
State CIOs. They have conducted a study which I think is very use-
ful for the committee to look at on the use of portals in State gov-
ernment. Most State portals are being maintained and built by the
State governments themselves. There are others that are main-
tained totally by vendors. Of those that are being maintained by
vendors, transaction fees are commonly being allowed to be used to
pay for the cost of the operation and maintenance of those sites,
and I think that information is just good to have in front of you.

The second is a study that has just been released by Professor
West at Brown University, in which they focused on a survey of
1,800 public Web sites, State, local and Federal, and they found in
roughly 2 percent of those Web sites advertising is allowed. This
would be obviously the State and local sites.

So advertising is taking place on government Web portals at the
State and local level; again, a reference point and perhaps the two
studies can shed some information.

Mr. HOrN. Well, without objection we will have those studies put
in the record at this point.

[The information referred to follows:]



120

NASIRE

REPRESENTING CHIEF INFORMATION OFFICERS OF THE STATES
Digital Government Comumittee

Preliminary Survey of the Digital Government Landscape

The word “digital” carries weight beyond its literal definition. Most of us can remember
a time before “digital”—when life was analog. Our audio recordings were entrusted to such
inefficient media as viny] and magnetic tape. Now we enjoy CDs, and soon, with DVDs, ADSL,
DSL, fiber optics, and digital cell phones, we’ll enjoy digital video and more. Thus, when we
join the words “digital” and “government” we imply a break with a previous, less efficient era in
which government services were delivered exclusively across counter tops, through the mail,
and—if we were lucky—over the telephone. We look forward to a day when any citizen will be
able to conduct most transactions with the government via the Internet backed up by streamlined
business processes.

Toward that end, NASIRE recently conducted a preliminary, ten-question survey of its
member ClOs. The survey was intended to gather basic information about the status of portals in
the states. It also took a cursory look at related issues such as CIO authority,
telecommunications authority, public access, and handicap accessibility, which are integral to the
development of portals. The survey garnered responses from 30 states representing 73.2% of the
U.S. population. *

The results of that survey are encapsulated in this discussion paper. It is hoped that the
discussions held at NASTRE’s 2000 Mid-Year Conference in Asheville, North Carolina will set
an agenda for future research and guidance to be provided by NASIRE through its recently
formed Digital Government Committee.

Portals: Development and Funding

History will likely look back on these formative years of digital government in the states
as being dominated by the rise of the “portal,” which has been defined as “an umbrella web site
or a starting point that provides users with links to the information they want” (emphasis added).?
Twenty of the responding states, representing 49.4% of the nation’s population, believe that their
sites are portals. A few of these portals have existed since the early 1990s, but most have come
on line since 1995. Eight of the ten states (23.3% of U.S. population) without a portal expect to
have one on line within a year.

Portals have been replacing web sites that were arranged like directories, or virtual
burcaucracies, of state agencies, leaving the visitor to determine which agency might provide the
desired goods or services. Portals are presently organized along functional lines (e.g., travel and
tourism, employment, procurement, state employee services) and might be advancing toward

' Source: ST-98-1 "State Population Estimates and Demographic Components of Population Change: July 1, 1997
to July 1, 1998" Population Estimates Program, Population Division, U.S. Bureau of the Census.

? National Governors® Association (NGA), “States on the Internet,” 26 February 2000,
<http://www.nga.org/Pubs/IssuesBriefs/2000/000226States nternet.asp>, (2 March 2000).
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“my gov’—-a structure that is built around the “life experience” of a citizen.” This structure could
be compared to sites such as MyAltaVista or MyNetscape, which provide mass-customizable
web pages geared to each and every user’s particular needs and interests.

Two types of portals have emerged. They can be similar in presentation, but differ in
their construction. One type is the state-provided portal. Twenty-three states, representing
64.5% of the nation’s population, report that their portal or web site was developed internally.
Twenty-two of those states also maintain their site; one is maintained by a vendor. The other
type is the vendor-provided portal. Seven states, representing 8.7% of the nation’s population,
report that their portal or web site was developed with a vendor. Six of those sites arc
maintained by a vendor, one by the state. Eleven states (18.9% of U.S. population) plan to
develop a new portal (four states) or expand an existing one (seven states) with internal
resources. Sixteen states (39.6% of U.S. population) expect to develop a new portal (four states)
or expand an existing one (12 states) with a vendor.

The term “self-funding,” which means the web site pays for itself by way of transaction
fees charged to users of certain services, is often narrowly applied to vendor-provided portals;
however, a state-provided portal could be self-funding in the same way. Among the 16 states
planning to build a new portal or expand an existing one (cited above) with a vendor, 11 (23.3%
of U.S. population) plan to compensate that vendor through a transaction-fee arrangement.
Moreover, a portal could provide a return on investment via on-line advertising in the same
fashion that businesses advertise on state-provided signposts along interstates. One expert has
asserted that many governments could pay for their digital government efforts entirely from on-
line advertising. *

Vendor-provided portals usually require special legislation to allow the state or vendor to
charge access to public information. These charges often take the form of “convenience” fees,
which come in addition to the cost of the basic transaction, but spare the citizen the opportunity
cost of leaving work, waiting in line, or dealing with other hindrances. International Data
Corporation has estimated that the potential market for on-line government services will exceed
$100 billion by 2008.° Approximately 90% of the information is available to the public for free.
The other 10% is available to “premium” users.® These premium services are often sold to
businesses requiring access to large amounts of motor-vehicle records, business financing
statements, court information, and legislative proceedings.7

Transaction fees from vendor-provided portals are split between the state and the vendor
with the state taking the larger share, usually 80%.% The state’s income from the portal might
flow to the state’s general fund, to an incentive fund for agencies that join the on-line initiative,
an enterprise-wide IT funding pool, or any combination thereof. State governments have
charged fees for access to public information, facilities, and services in the past (e.g., postage,

* PK. Agarwal, “Portals: The Path to E-Everything” Govemment Technology, March 2000,
<http://www.govtech net/publications/gt/2000/mar/pov/notesfromthefield.shtm> (05 April 2000).

4 Thomas Davies “E-Gov Can Turn Assets Into Profits” Washington Technology, 3 April 2000,
<http://www.wtonline.com/vol} 5_nol/state/1188-1.html> (11 April 2000).

* Ruhan Memishi, “The Next Frontier in E-Commerce — E-Government,” November 1999,
<http://www.sdr.com/mews/990920_pr77.htm!> (31 March 2000).

% Tod Newcombe, “Government Embraces Internet Portals” Government Technology, March 2000,
<http://www.govtech.net/publications/gt/2000/mar/pov/intermnetportalsfeature/intemetportals.shtm> (31 March
2000).

¥ Ibid.

® Ibid.
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parks and recreation facilities, information requests, transactions by mail). Morcover, portal
vendors can leverage vast amounts of information. One portal vendor derived 71% of its
revenue in 1998 from two data resellers.”

Portals: CIO Authority, Public Access, and Accessibility

If citizens desire to see government as a seamless operation without distinctions between
agencies and branches, portals are a means to presenting that appearance. However, if that portal
is to be more than just a fagade, hiding the divisions and inefficiencies of a bureaucratic
organizational structure, someone might have to be vested with the authority to bring agencics
and services on line with consistent appcarance, standards, governance, and accountability. The
National Electronic Commerce Coordinating Council (NEC3) has declared:

Each state must determine the most appropriate model for Its operations, and best
practices in each model should be shared with other states of similar construction.
Regardless of structure, the most critical factor for success [in implementing electronic
government] is a clear direction communicated with both authority and responsibility.
Rcspog]sibility for implementation should rest with an empowered leader, such as the
clo.!

States were asked if their CTO has authority over the state’s web site or portal. Twenty-
four states, representing 52.1% of the nation’s population, reported that their C1O did have such
oversight authority. Six state CIOs (representing 21.1% of U.S. population) do not. Those with
authority over their slate’s web site were asked if they could enforce consistent standards for
information and appearance as well as governance and accountability. All 24 claim to have such
authority over the web-site participation of executive branch agencies. Four (8.5% of U.S.
population) claim such authority over their states’ judicial branches. Six (21.3% of U.S.
population) have authority over their state’s legislative branches. Three (7.5% of U.S.
population) have authority over K-12 public schools systems. Four (10.0% of U.S. population)
have authority over public technical/community colleges. Six (22.8% of U.S. population) have
authority over public colleges/universities. Among the respondents, seven CIOs reported having
some authority beyond the executive branch. Three CIOs claimed authority over all of the areas
above.

So long as most CIOs do not have absolute, enterprise-wide authority, they will need to
develop working relationships with their peers in the agencices, council of state offices, and
branch IT offices along with advisory and governing boards. The Harvard Policy Group on
Network-Enabled Services and Government offers advice to stakeholder CIOs: “Remember that
your job is not technology per se, but technology in support of organizational strategy and
change management; good infrastructure and good relationships with management will be
critical.”"!

Part of presenting a seamless perspective of state government will be the necessity of
getting all—or at least the critical—services on line. At the federal level, the Vice President is

9

Ibid.
1% “Electronic Government: A Blueprint for States,” December 1999, <http://ec3.org/Blueprintv3.pdf> (11 April
2000), 11.

' “Eight Imperatives for Leaders in a Networked World: Guidelines for the 2000 Election and Beyond,” March
2000, <http://www ksg.harvard.edu/stratcom/hpg/eightimp.pdf > (31 March 2000), 12.
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pushing for a single “mega-site” where citizens can learn about services, find contact
information, and fill out forms for the top 500 services by December 2000. 12 Meanwhile, the
United Kingdom is pushing to have all government services on line by 2005. '3 The European
Union as a whole is working toward “generalized access” to “main basic public services” by
2003."* National and international decisions such as these might affect the competitiveness of
states in the global marketplace. So far, 13 states, representing 31.7% of the nation’s population,
have gubernatorial or legislative directives to get public services on line. Seventeen states
(41.5% of U.S. population) have no such directive. As states choose which services to put
online, they might try polling the citizens as Arizona is doing on line. 13

Guaranteeing public access to on-line government services will require suitable Internet
connections for all citizens-—many of whom do not yet have Internet access at home. This will
involve access to telecommunications networks and public terminals for all communities (i.e.,
overcoming the digital divide). The number of households with access to the Internet in 1998
ranged from 13% to 44% in the various states.'® Citizen Internet access within a state varies even
further when broken down demographically. Twenty-four CIOs, representing 47.0% of the
nation’s population, report having authority over their states’ telecommunications networks. Six
(26.2% of U.S. population) reported that they do not. However, 26 states (64.7% of the U.S.
population) report that they have some plan in place to expand public access to on-line services.
Four (8.4% of U.S. population) reported that they do not.

An emerging concem for digital government is accessibility for citizens with sensory and
other physical impairments. The Federal Access Board has solicited public comment (through
May 30, 2000) on a compilation of rules for implementing Section 508 of the Rehabilitation
Act.'” While these rules do not necessarily apply to the states, Mike Benzen, CIO for the State of
Missouri and chair of the State Information Technology Access Coalition (SITAC), believes they
soon will. States might want to weigh in on this issue and make accessibility a part of their web-
development process. Redesigning a web site or network for accessibility after it is on line is
much more difficult than doing so in the development stages. Currently, 24 states, representing
60.5% of the nation’s population, reported that they plan to address accessibility issues. Most of
these plans are still being developed. However, a few states are already moving toward Bobby-
level compliance. % Two states (7.3% of U.S. population) reported no plans at this time.

Barriers

The state C1Os were asked to detail the barriers they face in implementing digital
government. Their complete responses are as follows:

1 Katy Saldarini, “Gore announces e-government strategy” GovExec.com 20 December 1999,
<http://www.govexec.com/dailyfed/1299/122099k1.htm> (4 April 2000).

'3 Reuters, “ Britain to Deliver All Services Online by 2005” The Standard, 30 March 2000,
<http://www.thestandard.com/article/display/0,1151,12564,00.html> (3 April 2000).

" Ibid.

'3 Government Information Technology Agency (GITA), “Arizona @ Your Service Voting Box Ballot,” 10 March
2000, <http://gita state.az.us/voting/> (12 April 2000).

'¢ National Telecommunications and Information Administration (NT1A), “Falling Through the Net: Defining the
Digital Divide,” July 1999, <http://www.ntia.doc.gov/ntiahome/digitaldivide/FTTN.pdf> (12 April 2000), 30.

7 U.S. Architectural and Transportation Barriers Compliance Board, “Standards for Electronic and Information
Technology,” 31 March 2000, <http://www.access-board.gov/RULES/508nprm.htm> (3 April 2000).

'¥ Please see <http://www.cast.org/bobby/> for further information.
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= Money; skill; senior executive time and attention; willingness to change existing
business process; silo approach to development; investment in legacy architectures.

= The diversity and complexity of our state will be the biggest barrier of implementing
E-Government.

= Pace of technology change, access to skilled resources, privacy and security concerns
and citizen access to internet services (Digital Divide)

»  Cultural Organizational Barriers

* Procurement

» Changing agency culture; promoting and getting citizens comfortable with doing
business online.

» Education of Executives and Managers in the agencies to understand and look for
business improvements via the web.

*  Too much reliance on "me-too" one up applications weakens our vision

» (itizen privacy and security issues, change management for state agencies, accepting
electronic payments, integration with legacy systems and financials and digital divide

s As with many other states, we must strive to overcome the existing culture and
instead, provide a culture of teamwork, innovation, and change. In addition,
challenges will be presented due to a short term budget problem.

®  One of the biggest barriers to implementing digital government is the difficulty of
integrating cross-agency transactions that involve the same end users. The vertical
organizational structure of government including areas of authority, responsibility and
funding are not conducive to the easy integration of web-enabled transactions focused
on categories of users. Another significant barrier is that in the government sector,
web enabled service delivery represents an additional service channel that must be
maintained. Government cannot close off other delivery channels such as office
visits, phone and mail as a way to fully realize the efficiencies that can be afforded by
online transactions.

= MANAGEMENT ISSUES: - Culture and silo traditions; - extensive, sustained
business end, BPR requirements; - need for more flexible organizational models.
TECHNOLOGY ISSUES: - Update / integrate general enterprise architecture,
infrastructure, standards and protocols; - e-government specific portal, middleware,
back end etc. related technologies; - security, privacy and related issues; and -
connectivity.

* Funding

* Funding, Legal Issues, Cooperation from all Government Entities

= Funding, culture, business expertise, and technical experience - in that order.

= Cost

= vision, resources, and coordination

= Existing reward system/structure promotes single-use, silo-based enabling of web
services. Most agencies don't see the value in designing a service-based portal
instead of web-enabling one process at a time. 2) Federal government continues to
fund state agencies for achieving silo-based solutions which in turn prohibits the CIO
or a central IT of taking a collaborative approach to digital government. 3) Inability
for agency systems to share data. Most systems have been designed and built to
satisfy a particular process. Interconnecting these systems behind the scene so that a
citizen is asked to provide their name and address only once is quite a challenge (esp.
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when multiple versions of the truth are out there). 4) Each agency defines and treats
the same customer differently which produces its own set of challenges when trying
to create a citizen-based or business-based portal. 5) Executive sponsorship backed by
financial support. 6) Misunderstanding and confusion about what digital government
means.

Business process reengineering efforts to streamline operations and establishing
customer service standards prior implementing an e-government selution.

Lack of understanding by legislature and other decision makers of importance of
digital government, and therefore need for funding infrastructure development.
Funding and cooperation of state agencies

Penetration of PCs into households

Penetration to the citizen that requires the bulk of our services.

Costs. Funding is difficult in every circumstance. We cannot realize immediate
benefits from channel disintermediation because we need to maintain all channel
forms. A statewide portal with a common look and feel is difficult because agencies
and universities are autonomous.

Traditional government procedures and strict government regulations, lack of
technical expertise in some agencies, privacy and security concerns, implementation
of public key infrastructure.

Security and authentication issues, resistance of some business executives in
government to re-engineer processes, and difficulty in bringing into state government
the right web development and deployment skills.

Addressing the issue of "stovepipe systems” that in actuality reflect the traditional
lack of coordination among separately funded public programs; (b) lack of a
consistent enterprise architecture that facilitates creating an on-line "single face of
government" for our "citizen customers”, particularly those receiving services from
multiple agencies.

Cost

Agency culture of service delivery

Up-front funding; need to change both external and internal business models
Funding and justifying the additional infrastructure while the education process
attempts to develop a TRUST and RELIABILITY relationship.

Action Items

The state CIOs were asked what NASIRE could do to help them implement digital
government. Their complete responses are as follows:

Best practices; lessons learned; reusable software modules with generic functionality,
broker a common functional description of government that can be used in state after
state.

Continue to have state information executives network and discuss use of technology.
Continued focus on research of some of the key concerns in implementing digital
government

Providing researched-based recommendations on state-of-the-art technologies; cost-
effective services; fee structures; and security policy.

Continue with the numerous established committees and excellent programs.
Clearinghouse for best practices.
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= Anything that shares what other states are offering or preparing to offer on the web
helps us to educate our agency leaders on the opportunities. Also, I really like what I
hear Kolodney is doing - a class in "process improvement" by making service
available on the web. Maybe he would share his curriculum with the rest of us?

= Serve as a clearing house for design information (usability, metrics, best practices,
and discussion forums

= Providing a general framework and guidelines for all states to address web
accessibility (from SITAC); continue to support NECCC; states sharing experiences
on e-government implementations and promoting use of best practices, particularly in
the area of privacy and electronic payments infrastructure

= Support statc initiatives and legislation that facilitate implementations, continue
gathering information that can bring a macro image of what are the situations of the
states, continue with your Best Practices document.

*  NASIRE's role in coordinating and disseminating state government information to all
levels is beneficial towards our efforts as well as helping formulate best practices in
this endeavor.

= NASIRE can serve as a clearinghouse for information on best practices and various
state approaches to digital government. The current interest in this area has given rise
to a proliferation of requests for information and surveys that are often duplicative in
nature. For example, the state of Texas has recently completed a multi-state survey on
portals and the Center for Digital Technology and Progress and Freedom Foundation
are conducting the Digital State series of comprehensive surveys. It would help to
have a central repository of current information regarding what states arc doing in this
area so that inquiries can be directed to this sitc. Hopefully, this would also cut back
on the number and frequency of surveys states are asked to complete.

»  More focused, timely identification of best practices; e-government issue / solution
focused forums, potential e-government exchange site, in conjunction with other
associations, research organizations, private sector; potential issue briefs or model
approaches (e.g. e-legislation) on e-government related concerns; broker or
clearinghouse for potential public / private partnerships; and develop public
education, information and marketing approaches and materials suitable for use by
states.

= Share best practices

= Facilitate meetings with topics on digital government and provide one place for states
to share information.

=  Sharing news about successful approaches.

= disseminate best practices; 2) develop model standards and guidelines; 3) track
federal initiatives and issues.

»  Work with the federal government to ensure that funding to the states does not dictate
a digital government direction that is inconsistent with that of the state CIO. 2) Create
a national repository of components developed by other states that would be available
for less fortunate states to take advantage of. 3) Raise Governor's level of awareness
regarding the heavy lifting that comes with a digital government effort. 4) Feasibility
of a national PKI?
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= Continue emphasizing importance of d.g, and publicizing significant achievements in
other states. Keep on communicating with state governors and legislatures on our
behalf.

= Continue to serve as a clearinghouse for information about states efforts in this area

= Case studies and best practices

*  Maintain accurate information of the various models. Post legal issues that arise.
Promote multi government initiatives.

*  Provide me with best practices and experiences of other states. Look into the future
for me and anticipate what issues will be salient next. Anticipate where my Governor
and Legislature will need advice on technology policy issues, like UETA, UCETA,
privacy, taxation, congressional activity.

= Help us with the need to educate legislators, executives, etc. Materials, or even
videos, that we can share with them to help them understand the vision and get behind
it fully.

*  We would like to see a forum or venue specifically oriented toward state officials
whose jobs are analogous to our (authority) -- those whosc responsibility is NOT
necessarily the technical aspects of web-cnablement, but rather the organization,
logistical, or political aspects of how web-enablement projects are moved forward.

" Provide information and promote communication among states on best practices. In
fact, NASIRE has been doing a good job with that in association with NECCC.

* Develop models for essential elements -- security, privacy, portals, etc.

» (learinghouse of information on how policy decisions to charge for fees on e-
government services are made.

*  Keep us advised re: risks, hidden costs, success stories, "how-to" overcome the
common barriers/obstacles.

NASIRE's Digital Government Committee
Steve Kolodney (WA) Co-Chair
Carolyn Purcell* (TX) Co-Chair
PK Agarwal* (CA)

Curtis Clark (IBM)
Alan Doescher (LA)
Charles Gerhards (PA)
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*These members represent NASIRE on the National Electronic Commerce Coordinating Councii (NEC3)
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Chris Dixon, Project Coordinator
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Executive Summary

E-government refers to the delivery of information and services online through the Internet or other
digital means. Many governmental units have embraced the digital revotution and are putting a wide
range of materials from publications and databases to actual government services online for citizen
use. Since e-government is still in its infancy, it is a perfcet time to measure the extent of web service
delivery and compare differences that exist across the 50 states and between the state and federal
governments.

Tn this report, we review the current condition of e-government. Using a survey of state and federal
chief information officers, a detailed analysis of 1,813 state and federal government websites, and an
email response test, we studied what kinds of features are available on-line, what kinds of variation
exists across the country as well as between state and natjonal gevernment sites, and how e-
government sites respond to citizen requests for information. The analysis was undertaken during
Summer, 2000.

In general, we find that the e-government revolution has fallen short of its potential. Government
websites are not making full use of available technology, and there are problems in terms of access
and democratic outreach. E-government officials need to work to improve citizen access to online
informative and services. We close by making some practical suggestions for improving the delivery
of information and services over the Internet.

Among the more important findings of the research are:

1) only 5 percent of government websites show some form of security policy and 7 percent have a
privacy policy

2} 15 percent of government websites offer some form of disability access. such as TTY (Text
Telephone) or TDD (Telephone Device for the Deaf) or are approved by disability organizations.

3) 4 percent offer foreign language translation features on their websites
4) 22 percent of government websites offer at least one online service

5) a few of the sites are starting to offer commercial advertising, which raises problematic issues for
the public sector

6} 91 percent of the sites responded 10 a sample email requesting the official office hours of the
cular agency and three-quarters did so within one business day

hitp://www.insidepolitics.org/egovireport00.htm! 10/2/00
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7) states vary enormously in their overall ranking based on our analysis. Texas, Minnesota, New
York, Pennsylvania, and Illinois ranked highly, while Rhode Island, Delaware, New Hampshire,
South Dakota, and Nevada did poorly

8) the best predictor of state rank was population size. Small states had access to fewer resources
and had difficulty achieving economies of scale necessary for technology mitiatives

9) in terms of federal agencies, top-rated websites included those by the Consumer Product Safety
Commission, Department of Treasury, Department of Agriculture, Department of Education, and
Federal Communication Commission. Poorly ranked agency websites included the National Security
Council, U.S. Trade Representative, White House, U.S. Postal Service, and Thomas (the joint
congressional website)

10) in general, federal government websites did a better job of offering information and services to
citizens than did state government websites

11) judicial websites ranked more poorly on providing contact information than did executive or
legisiative sites

12) there is a need for more consistent and standard designs across government websites.
A Note on Methodology

This project is based on three sources of information. First, we undertook an email survey of chief
information officers in 50 states and 38 major federal agencies. Names of state CIO's came from the
National Association of State Information Resource Executives, the main professional association in
this area (www.nasire.org). Names of federal CIO's came from the Chief Information Officer Council
(www.cio.gov). Of the 88 individuals contacted, 35 answered for a response rate of 40 percent.
Individuals were queried about their views of e-government, what kind of rescarch they have relied
upon in developing their sites, and how e-government has affected service delivery, cost, and
efficiency.

Second, we completed a comprehensive analysis of 1,813 government websites (1,716 state
government websites, 36 federal government legislative and executive sites, and 61 federal court
sites). Among the sites analyzed were those developed by court offices, legislatures, statewide
officials, major departments, and state and federal agencies serving crucial functions of government,
such as health, human services, taxation, education, corrections, economic development,
administration, natural resources, transportation, elections, and business regulation. Web sites for
obscure state boards and commissions, local government, and municipal offices were excluded from
the study. An average of 34 websites was studied for each individual state so we could get a full
picture of what was available to the general public.

Rather than surveying chief information officials about what they have on line (which has been a
research technique employed in other studies), this analysis examined the content of actual state and
federal websites. Web sites were evaluated for the presence of 27 various features: office phone
number, office address, online publications, online database, external links to other sites, audio clips,
video clips, foreign language or language translation, privacy policy, advertisements, security
features, toll-free phone number, technical assistance, subject index, frequently asked questions,
disability access, services, digital signatures, credit card payments, email address, search capability,
comment form, chat-room, broadcast of events, automatic email updates, push technologies that
automatically send information to recipients, and personalization features.

We looked at the number and type of online services offered. Features were defined as services if the

http://www.insidepolitics.org/egovtreport00.html 10/2/00
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entire transaction could occur online. If a citizen could download a form for a service and then mail it
back to the agency for the service, we did not count that as a service that could be fully executed
online. Searchable databases counted as services only if they involved accessing information that
resulted in a specific government service. Services requiring user-fees or payments for access to the
services were classified as premium services not accessible to all, and therefore were not included as
general public-access services.

After each state was evaluated, the person doing the analysis wrote a set of summary comments
outlining best and worst features of the website. These comments note unusual features and provide
an overall impression of the website. Tabulation for this project was completed by Brown University
students Kristine Hutchinson, Todd Auwarter, Nicole Scimone, and Melissa lachan during Summer,
2000.

Third, in order to examine responsiveness to citizen requests, we sent an email to four offices in each
state as well as to selected federal agencies: the Office of the Governor, the Legislative Branch,
Judiciary, and a selected state {or federal} agency. The message was short, asking a simple question
such as, "1 am trying to find out when your agency is open. Could you Ict me know the official hours
your office is open? Thanks for your help." Email responses were recorded based on the time it took
for the agency to respond. The remainder of this report outlines the results that came out of this
research project.

Background on E-Government

The use of the Internet to deliver government information and scrvices has become a growth industry
in the United States. Similar to the dramatic changes in e-commerce and c-trading, the e-government
revolution offers the potential to reshape the public sector and remake the relationship between
citizens and government.

In Georgia, for example, state-run websites allow citizens to apply for business permits and fishing,
hunting, and boating licenses on-line. Kansas residents can file state tax returns on-line and ask tax
officials questions through email. People in Washington, Alaska, and Wisconsin can download
license forms. At the other end of the spectrum, there are a number of states that fail to offer official
forms online and put only a small proportion of state agency material on the web for citizen access.

This wide variability in the extent to which web government is taking hold creates an opportunity to
study how the e-government revolution affects public sector performance and demacratic
respensiveness. Unlike traditional government service delivery and e-commerce, which have been
widely studied, there have been relatively few studies of the e-government revolution. Tt is not clear
exactly how far the e-government revolution has progressed and what kinds of information and
services are online.

At the normative level, concerns already have been expressed about the gap between technology
haves and have-nots (the so-called "digital divide"), and whether e- government w 11l exacerbate
inequities among citizens. With studies indicating that women, minorities, senior citizens, and the
poor lack access to computers and the Internet, there is a need to chart what services are ending up
online and how citizen access is being affected.

When we surveyed state and federal chief information officers, 86 percent felt that e-government had
improved service delivery, 83 percent believed it had made government more efficient, and 63
percent claimed it had reduced government costs. Twenty-nine percent feit Congress or their state
legislature had been very helpful in developing e-government, 43 percent beheved legislative
institutions had been somewhat helpful, 17 percent said they had been not very hel pful and 11
percem were undecided. Forty-nine percent indicated they had relied on surveys, focus groups, or

her kinds of market research in planning e-government activities, and 71 percent said they had
deve]opcd reports or strategic planning documents to help guide their efforts.
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As we outline below, our review of government websites indicates many public units have made
progress in providing information and forms online, but not much progress at using the Internet for
democratic outreach to their residents or building features that take advantage of the interactive
strengths of the Internet. Some states have been slow to put accountability-enhancing material such as
legislative deliberations, campaign finance information, and ethics reports online. There also are
major differences between state and federal government and by branch of government and agency
type.

Online Information

The various information {eatures that government web sites have online was the first thing we
examined. The vast majority of sites provide their department's telephone number (91 percent) and
address (88 percent). A large proportion of sites, 80 percent, also provide external Jinks to web sites
outside the department. These links allow visitors to access further information that was not provided
on the site.

Percentage of Websites Offering Various Features

Phone Contact Info. 91%
Address Info 88
Links to Other Sites 80
Publications 74
Databases 42
Freq Asked Questions 34
Index 33
800 Phone Number 25
Technical Help 5
Audio Clips 5
Video Clips 4

While most web sites provide the aforementioned information, not many web sites provide other
useful forms of information. Only 42 percent provide any type of database and a mere 34 percent
provide a list of "Frequently Asked Questions" (FAQs) with corresponding answers. Even fewer sites
provide an 800 number (25 percent). From here, the percentage of sites with further information
sources drops dramatically. Although many sites required the use of advanced software such as
Adobe Acrobat Reader, only 5 percent provided technical support. For those who wanted an
altcrnative to printed information on the web, their options were limited. Only 5 percent of sites
provided audio clips and only 4 percent of sites provided video clips. Clearly, most government sites
have not yet realized these innovative means of providing information to site visitors.

http://www.insidepolitics.org/egovtreport00.htm] 10/2/00



133

Assessing Egovernment: Intemet Service Delivery by State and Federal Government Page 6 of 24

Security, Privacy and Disability Access

The virtually unregulated atmosphere of the Intemnet has prompted many to question the security and
privacy of disclosing personal information on web sites. Thus, security and privacy wamings or
protection devices are considered a valuable asset for government web sites, particularly those in
which peoplc can send personal information through the site. Unfortunately, few sites have such
capabilities. Only five percent have some form of security notice on their site, and only 7 percent
have a privacy policy.

Disability access is also important. If a site is ill-equipped to provide access to individuals with
disabilities, the site fails in its attempt to reach out 1o as many people as possible. Only 15 percent of
web sites had some form of disability access. To be recorded as accessible to the disabled, the site
had to have either a TTY (Text Telephone) or TDD (Telephenic Device for the Deaf) phone number,
which allows hearing-impaired individuals to contact the agency by phone, or be "Bobby Approved,"
meaning that the site has been deemed disability-accessible by a non-profit group that rates internet
web sites for such accessibility (hitpy//www.cast.org/bobby/).

Security by State

Despite the importance of security in the virtual world, there is wide variations across states in the
percentage of websites showing a security policy. Kansas had the most secure sites, with 21 percent
of its sites including a security statement. Fifteen states failed (o even have u single site with a
security statement, while thirty others that did have securc sites only had single digit percentage of
secure sites.

Percentage of Websites Showing Secuvity Policy

All Federal Sites 23% | VT 3
KS 21 ) 3
14 14 DE 3
NY 13 ™ 3
NC 10 HI 3
MI 10 47 3
MN 8 N 3
MS 8 X 3
AK 8 73 2
M4 7 R 2
L4 7 MD 0
AR 6 ME 0
N 6 MT 0
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co 6 e 0
Ky 6 OR 0
w4 6 OK 0
CA 5 OH 0
iD 5 NH 0
G4 3 NI 0
VA 4 AL 0
ND 4 cr 0
NE 4 ur G
NV 3 wI 0
PA 3 wy 0
MO 3 WY 0
FL 3

Privacy by State

Widespread concern about the privacy of information published and transmitted through the Internet
has not led many government websites to add a privacy policy. Michigan has the most, with twenty
percent of its state government sites having some sort of privacy policy. Over haif of the states
showed results of less than five percent of their goverrment web sites having privacy features. Ten

states, or one-fifth of all states, do not have any privacy feature at all.

Percentage of Government Websites with Privacy Features

All Federal Sites 35% ND 4
MI 20 wr 4
NY 19 LA 3
MS 19 MD 3
KS 7 NV 3
C4 14 Ne 3
X 14 P4 3
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OH 13 FL 3
MN 13 NM 3
wv 11 AL 3

TA 11 SD 3
MO 10 IN 3
18 8 G4 3
UuT 7 ME 2
NC 7 co 2
NJ 6 AR 0
VA 6 DE 0
VT 6 MT 0
KY 6 NE 0
WA 6 NH 0
CT 6 OK 0
AZ 6 OR 0
HI 6 RI 0
D 5 N 0
AK 5 wy 0
MA 5

Disability Access by State

When looking at disability access by individual states, it is clear there is tremendous variation in the
percentage of each state's sites that are accessible. The majority of states have not made much of an
effort to make their websites accessible to people with disabilities. Only 16 states have made even 20
percent or more of their websites disability accessible and 10 percent or fewer websites are disability
accessible in 23 of the fifty states. Four states have no disability access whatsoever.

The states doing the best job on disability access are Illinois (62 percent of their sites being
accessible) and Minnesota (50 percent). In these states, half or more of the sites are accessible to
people with disabilities. Given the resources available to assist web developers in making their sites
accessible, it is troubling that so few states have made much of an effort to do so. Without equal
access for people with disabilities, the scope of access to e-government is limited.

Percentage of Government Websites with Disability Access
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Illinois 62% Connecticut 11
Minnesota 50 Utah 11
Oregon 39 Arkansas 10
Maine 38 Maussachusetts 10
North Dakota 36 Ohio 10
Virginia 35 All Federal Sites 9
Washington 34 Oklahoma 9
Florida 29 Tennessee 9
Pennsylvania 27 Indiana 8
Kentucky 24 South Carolina 7
Missouri 23 Georgia 5
Montana 22 Mississippi 4
Kansas 21 Wyoming 4

Wisconsin 21 Alabama 3
Alaska 20 Delaware 3
Michigan 20 Louisiana 3
Hawaii 19 Nevada 3
West Virginia 18 New Jersey 3
Texas 16 New York 3
Vermont 16 North Carolina 3
Arizona 14 South Dakota 3
lowa 14 Rhode Island 2
Idaho 13 Maryland 0
Colorado 12 Nebraska 0
California 11 New Hampshire 0

New Mexico 0
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Foreign Language Access

Many business sites have foreign language features on their websites that allow access to non-English
speaking individuals. Unfortunately, government sites have made little progress on this front. The
high population of immigrants attempting to adjust and become American citizens is one of the
reasons foreign language access is important.

However, in our analysis, only 76 government sites (four percent overall) offered any sort of foreign
language translation feature. By foreign language feature, we mean any accommodation to the non-
English speaker, from a text translation into a different language to translating software available for
free on the site to translate the page or pages into a language other than English.

The absence of these features on government pages is disconcerting, especially in the states which
contain the highest foreign language speaking populations. As shown in the following table, a
number of states have large non-English speaking groups, according to the 1990 U.S. Census. Nearly
one-third of California residents and one-quarter of Texas residents, for example, are non-English
speakers.

States with Largest Non-English Speaking Populations

CA 32% NI 20
X 25 FL 17
NY 23 MA 15
AZ 21 IL 14

Yet despite the prevalence of non-English speaking people, most states offer little in the way of
foreign language translation on their websites. Florida leads the list with 26 percent of its sites having
foreign language adaptability; North Carolina comes in second with 14 percent of their sites
providing non-English accessibility; Texas comes in third with 14 percent, New York fourth with 13
percent; Oregon with 11 percent, California with 11 percent, and Washington at 10 percent. There is
an obvious discrepancy between the top non-English speaking states and the top states providing
foreign language features.

Percentage of State Websites with Foreign Language Translation

FL 26% AK 0
NC 14 AL 0
All Fed 14 DE 0
Sites

X 14 HI 0
NY 13 IN 0
OR 11 KY 0
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CA 11 LA 0
w4 10 MA 0
AZ 8 ME o]
e 8 MI 0
MD 7 MO G
4R 6 MT 0
NM 6 ND 0
N 6 NH 0
IL 5 OH Q
MY 4 OK 0
14 4 P4 0
NE 4 RI 0
KS 3 SD 0
NV 3 ur 0
SC 3 [£] 0
NJ 3 vr 0
cr 3 wi 4]
G4 3 wy 4]
MN 3 wy 0
co 2

Services Provided

Page 11 of 24

Quline delivery of services benefits both government and its constituents, as it lowers costs and
makes services more accessible. Examples of specific online services include purchasing a hunting or
fishing license, filing a complaint, or requesting a publication. E-government services in which the
entire transaction can be completed online are revolutionizing the relationship between government

and constituent. As many states boast, "I’s time to get out of line and get online.”

Of the 1,813 web sites surveyed, 22 percent (389 in all} contained one or more online services. Of
these sites, 292 offered just one service. Only 57 sites offered two services. Just 18 sites contained
three services. Five sites contained four services, Fourteen sites contained five or more services, with

one site on its own containing 14 services, by far the most services of any site surveyed.
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Percentage of Sites Qffering Services

No Services 78%
One Service 16
Two Services 3

]

Three or More Services

There is a great deal of variation in the services available on state government websites. To
emphasize the broad array of services, consider that the most frequent service found was the ability to
order publications. Just 3 percent of all web sites offered this service, and the ability to order
publications comprised approximately 14 percent of site services, Subscription to case info, a case
miormation service found on Federal Court sites, was the second-most frequent service registering on
3 percent of total web sites. Online complaint filing and tax filing were next, with 2 percent ¢ach. The
majority of sites feature only one service at most,

Examples of the range of services include applying to be a conservation volunteer to requesting an
aircraft fly-over to voting for the state's new quarter design. The variety of services demonstrates the
lack of standardization and coordination between agencies and departments within states, as well as
the tack of communication between states.

Most Frequent Services

Order publications N=57
Subscription to cuse info 53
File a complaint 40
File taxes 28
Reserve lodging g
Order vital records 7
Renew vehicle regisiration 7

Tt is common practice for private enterprises to offer Internet shopping with the use of credit cards.
However, of the government web sites analyzed only 3 percent (or 53 sites) accepted credit cards for
services. This low number can be interpreted in two ways. First, governments are providing many
services free of charge, and thus have no need to accept credit cards, or secondly, that government is
lagging behind in terms of technological inmovation. Only 9 sites allowed digital signatures for
financial transactions.

Services by State

Of the 50 states surveyed, there was wide variance in the percentage of states' web sites with services.
Kansas was first, with 48 percent of web sites providing some type of services. New Hampshire
finished at the other end of the spectrum with Just 3 percent of its sites containing a service. The state
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mean was 19 percent, indicating that roughly 1 of every S state web sites contained one or more

services.

Federal sites were far more likely than state sites to contain one or more services. Federal sites scored
70 percent, well above the highest state. Possible explanations include a larger budget, more scrutiny,
and a greater focus on e-government.

Percentage of Websites Offering Services

All Fed 70% wi 18
Sites
KS 48 NE 16
KY 46 G4 15
4 43 D 15
P4 37 AL 14
FL 36 LA 14
NC 34 ur 14
MO 32 wyv 14
OK 31 vr 12
SC 31 AZ 11
IL 28 Cc4 11
ND 28 RI 11
NM 28 VA 11
MN 26 MD 10
ME 24 DE 9
M 23 SD 9
OH 23 N 9
MA 22 wyY 9
AR 19 HI 8
IN 19 OR 8
MS 19 X 8
NJ 19 NV 7
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NY 19 co 6
AK 18 cT 6
MT 18 NH 3
WA 18
Use of Ads

An aspect of the government websites we found especially noteworthy was the presence of
advertisements. Non-governmental corporations’ and groups' sponsorship of government websites
was a novel finding in this project. Qut of the sites visited, 44 had some sort of advertisement (2
percent). When defining what constituted an advertisement, we eliminated computer software
available for free download {such as Adobe Acrobat Reader, Netscape Navigator, and Microsoft
Internet Explorer) since they were necessary for viewing or accessing particular products or
publications. Links to products or services available for a fee, such as commereial tax preparation
software, were included as advertisements as were traditional banner style advertisements.

Examples of advertisements on the states' sites were for E-File (online income tax filing software
available through purchase, various radio and television stations, Fidelity Investments, IBM, Hiiton
Hotels, Prudential, Pfizer, Barnes and Noble, Dow Chemicals, Compag, and even NASA.

Democratic Qutreach

One of the most promising aspects of e-government is its ability to bring citizens closer to their
governments. While the technology to facilitate this conmection is readily available, many
government sites have not taken full advantage of its benefits. Government websites tend to offer
more basic information than features that make their websites interactive. This interactivity is what
serves as a democratic outreach-facilitating communication between citizens and government.

Percentage of Websites Offering Democratic Ontreach

Email 68%
Search 48
Comment 15
Email Updates 5
Push Technology 5
Broadcast 2
Chat Room 1
Personalization 0

In our examination of state and federal government websites, we looked for several key features
within each website that would facilitate this connection between government and citizen. The first of
these featores i1s email capability. In this instance, we determined whether a visitor to the website
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could email a person in the particular department other than the Webimaster. If a person can merely
look at information on a government website without being able to respond to that information or
contact the department regarding his opiniops on issues it is facing, the potential for two-way
interaction 1s thwarted. On the majority of websites, this technology was available-68 percent had
email addresses.

While email is certainly the easiest method of contact, there are other methods that government
websites can cmploy to facilitate democratic conversation. These include areas to post comments
(other than through email), such as message boards. Through such features, citizens and department
members alike can read and respond to others’ comments regarding issues facing the department. This
technology is nowhere near as prevalent as email-only 15 percent of websites offer this feature.
Fewer still offer real-time chat rooms. This feature provides the same benefits as message boards
while allowing for immediate responses, more like an actual conversation. The number of websites
offering this feature is even less-only 16 websites or slightly less than 1 percent of the total.

Enabling conversation between citizens and government is not the only way to bring citizens and
government closer together. Making government more easily accessible is another component of this
endeavor. There are a few features that make this possible. The first we examined was the ability to
search the particular website. Nearly half of the websites had a search function. This function is
important in that it makes the information available on the website more easily accessible by
allowing a web visitor to search for information he or she desires. Another way websites can make
government more accessible is by offering live broadcasts of important speeches or events. These can
range from live coverage of Senate or House of Representatives hearings to coverage of the
Governor's State of the State Address (among others, found on the Minnesota site}. In all cases,
broadcasts enable citizens to see and hear their elected officials speak on issues important to them.
While this feature is significant, only 2 percent of websites made it available to their visitors.

The final way government websites can connect citizens with their government is by enabling them
to cater the available information to their particular interests. There are several ways to achieve this.
The first we looked for was the ability to register to receive updates regarding specific issues. This is
known as push technology. With this feature, a web visitor can input their email address, street
address, or telephone number to receive information about a particular subject as new information
becomes available, Five percent of websites had this feature.

Another feature that government websites can use to tailor the information they provide to each
individual citizen is through the capability to personalize the department’s website. What this means
for government websites is that a soybean farmer, for example, could go online and see information
ghout crop prices, government subsidies, and perhaps cther soybean farmers in the area. While this
feature has the potential to be very useful in bringing both government and other citizens who share
similar interests together, very few government websites offered this feature-only 7 out of 1,813 or
less than half of one percent. Given the technology limitations we found available on government
websites, it is clear that governments still have a ways to go to fully realize the benefits of digital
democracy.

Democratic Responsiveness

While it is important to have email addresses available on government websites, they serve no
purpose unless someone actually reads and responds to the messages he receives. To test democratic
responsiveness, we sent sample email messages asking for information regarding official office hours
to the governor and to one person in each branch of the government in each state (a total of up to four
officials per state). We then timed their responses to our messages by number of days. As the
following table demonstrates, government officials were highly responsive to emails. Ninety-one
percent responded by answering our query.

Lven more impressive, a significant majority responded within one day-73 percent. While a few
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states took more than a week to respond, in general we found that government officials were very
responsive 1o citizens’ questions and concerns.

Response Time N Percentage
Nore 132 %
One day T 208 73

Two days 17 6
Three days 12 4
Four days 11 4

Five days 8 3

Six days or more 12 1

Overall State Ranking

In order to see how the states ranked overall, we created an index for cach website based on twelve
important foatures centering on citizen contact material, services and information, and guality of
access. These features meluded offering phone contact information, addresses, publications,
databases, foreign Janguage access, privacy policies, sccurity policies, an index, disability access,
services, cmail contact information, and search capabilities. We focused on these dimensions because
they arc particularly important for citizen access to information and services and the equity of the
access available to people with special needs. The index measured the presence of these features on
each website and then multiplied the score by 8.4 to convert it to a scale running from U (having none
of these features) to 100 (having all twelve features). These figures were averaged across each state's
sites to produce a mean rating for each state.

The top state in our ranking was Texas at 51 percent. Every website in that state had at Jeast half the
features we considered important for quality citizen access. Other states which scored well included
Minnesota (50 percent), New York (50 percent), and Pennsylvania (50 percent).

The states achieving the lowest rankings were Rhode Island (29 percent}, Delaware (3] percent), and
New Hampshire (32 pereent). In general, large states ranked more highly in this study than small
states owing to the economies of scale and budget resources available in bigger states.

X 1% ur 41
MN 50 wy 41
NY 50 AR 40
PA 50 cr 40
IL 49 KY 40
KS 48 LA 40
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ND 48 MD 40
FL 47 ME 40
MO 47 NJ 40
OR 47 NM 40
14 45 w 40
NC 45 WY 40
WA 45 OK 39
bia) 44 AZ 38
MI 44 GA 36
AK 43 MT 36
OH 43 CO 33
CA 42 Hi 35
VA 42 NE 35
wi 42 VT 35
AL 41 NV 33
IN 41 SD 33
MdA 41 NH 32
MS 41 DE 31
SC 41 RI 29

Explaining State Rapk

In order to cxamine what factors explained state rank, I undertook a multivariate statistical model
which looked at the impact of seven different state factors: averall population size, political
complexion of the state (measured by factors such as the percentage of liberals and Democrats,
respectively in each state as measured by Robert Erikson, Gerald Wright, and John Melver in their
book, Statehouse Democracy: Public Opinion and Policy in the American States), overall state
spending, and three state demographic factors linked to computer usage {percentage of senior
citizens, college graduates, and blacks within the state, respectively, as judged by census estimates).

As shown in the table below, the only two factors that were statistically significant in explaining state
rank were state population and the percentage of citizens who classified themselves as liberal. The
bigger the state, the higher that state tended to rank on e-government. And the fewer liberals there
were {or the larger the number of conservatives), states tended to rank more highly on cur e-
government index. State population was highly intercorrelated with state gross product (a measure of
overall state wealth) (Pearson r = .99), so states that were big and wealthy were the ones in the best
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position to take advantage of the e-government revolution.

Regression Model of State Ranks
Unstandardized Standard Error
Coeff,

State Population 000000046 .00 3.7%
% Liberal -.614 26 -2.4%
% Sr. Citizens 59 43 1.4
State Spending 00014 001 1.1
% College Grad .10 20 .50
% Black -.0045 .09 -.50
% Democratic .0032 A2 27

*p< 05
Overall Federal Agency Ranking

Overall, federal government websites did better than the states on our index rating. However, there
was considerable variation even among federal agencies and departments. At the high end, the
Consumer Product Safety Commission achicved a score of 92 percent, as did the Internal Revenue
Service and Department of Treasury. Other agencies that scored well included Agriculture (84
percent), Education, (84 percent), and the Federal Communications Commission (84 percent). At the
low end of the ratings were the National Security Council (25 percent), the U.S. Trade Representative
(34 percent) and the White House (42 percent). The latter offered less than half of the features we
considered important for quality citizen access.

Consum Prod 92% Gen Service Admin | 67 !

Safety

Internal Rev 92 TS House 67

Service

Dept of Treasury 92 Dept Commerce 59

Diept of Agriculure || 84 Dept Interior 59

Dept of Education 84 Dept State 59

Fed Commun 84 Dept Transportation | 59

Comm

Dept of Justice 76 Health/Ham. 59
Services
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Fed Elec Comm 76 Natl Trans Safety 59
Housing/Urban Dev | 76 Cong Budget Office || 50
Sec And Exch 76 Eq. Opp Employ 50
Comm Com
Small Bus Admin 76 Off. 50
Manage/Budget
Dept Defense 67 Senate 50
Dept Energy 67 Thomas 50
Dept Labor 67 US Postal Serv 50
Dept Vet Affairs 67 White House 42
Env Protect Agency | 67 US Trade Rep 34
Fed Trade Comm 67 Natl Security 25
Council

State-Federal Differences

Because e-government is a relatively new development, examining the data from a comparative
perspective can be beneficial. It is clear from the initial cxamination that government in general is not
taking full advantage of the benefits of the Intemet. However, it is interesting to see whether this lack
of inmovation is consistent in federal and state government websites, By contrasting the data on
federal government websites with those on state government sites, we found that the federal
government is generally more advanced than state governments at quality access.

The largest discrepancies between state and federal sites are in the categories of database and

scrvices. Over fifty percent more federal government sites had databases and services than did state
websites. Interestingly, the next biggest disparity between state and federal sites is in favor of state
governments. Forty-three percent more state government sites have email capability.

Federal Sites State Sites
Darabase 94% 39%
Services 70 19
Email 27 70
Privacy Pelicy 35 6
Publications 95 72
Comment 35 14
Freguently dsked Questions 54 332
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Tech Support 22 4
Security 23 4
Toll Free Phone Number 13 26
Links 92 80
Foreign Language 14 4

Of the twelve categories in which there was a disparity, federal government sites were better in ten.
The only other category in which the state government sites had a higher percentage than the federal
sites was toll free phone numbers. Thirteen percent more state government sites had toll free phone
numbers than did federal government sites. Although email access and toll free phone numbers are
important features, the fact that the state governments consistently provided fewer services and fess
information than did federal government websites indicates that state governments could be doing
more with e-government to improve access for their citizens.

Diiferences by Branch of Government

Across branches, no one branch consistently outperforms the others. Judicial sites lag in terms of
email addresses and citizen contact material, such as phone numbers and addresses. Legislative sites
offer relatively few services, something that is not surprising given the fact that most constituents
receive services through their individual legislators, not a central Jegislative office. Execative
agencies posted the most contact information, congruent with their missions of providing specific
services to public audiences.

Executive Legislative Judicial
FPhone 95% 76% 82%
Address 92 76 80
Publication 74 74 76
Database 37 74 61
Links 81 72 74
Audio Clip 4 22 3
Privaey 7 6 2
Phone800 29 12 5
Index 32 43 24
FAQ 38 22 30
Disability 17 10 5
Services 21 4 35
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Email 72 76 34
Email 94 91 90
Response

Search 47 60 38
Comment 14 8 17
Broadcast 1 20 0

Differences by Major Agency

Page 21 of 24

Among five of the most crucial state agencies, there are great discrepancies in the percentage of
particular features offered. For our study, we averaged the percentages of features across all health,
human services, tax/revenue, elementary/sccondary education, and corrections departments’ web

sites.
Health Human Tax/Revenue | Elem/Sec Corrections
Serv, Ed.

Pubs 90 % 74 % 88 % 89 % 56 %
Database || 42 24 39 54 39
Links 82 80 90 94 70
Privacy 14 4 10 15 2
Phone800 | 37 47 35 24 20
Index 46 22 27 61 33
FAQ 39 42 67 37 50
Disability || 19 36 25 11 6
Services 16 13 67 20 6
Email 56 62 77 74 57
Search 70 51 56 70 37

While some departments showed high rates of particular features, other departments had very few.
Some disparities were so great that it is important to note them. Services in particular produced a
wide range of results across agencies. Sixty-seven percent of departments of tax/revenue offered
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services, generally linked to online tax filing. However, among the departments of corrections, only
six percent had services. Less than 20 percent of the remaining departments offered services.

The other important pattern is that in seven of the cleven feature categories, the Departmert of
Corrections finished last in providing information, contact material, and services. For example, only
56 percent of Departiments of Corrections across the country provided access to publications,
nineteen percerit below the next-lowest ranking area of Human Services, The highest-ranking
department in terms of online publications was Health, with 90 percent providing publications.
Corrections Departments also ranked far below the other departments in percent having links, online
services, and search features, among other things.

Conclusions

To summarize, we find that the e-government revolution has fallen short of its true potential.
Government officials need to incorporate advanced technology into websites in order to take
advantage of the democratic potential of the Internet. As it stands right now, which admittedly is
carly 1n the revolution, there are problems of access and democratic outreach that need to be
addressed, Few sites offer access 1o the disabled or non-English speakers. Most do not have visible
securify or privacy policies. Only one-fifth offer an online service.

These results have major ramifications for the functioning of democratic political systems. In order
for democracies to improve the efficiency, cffectiveness, and responsiveness of their governments, e-
government planners need to expand the number and variety of services, improve access to the
technological bave-nots, and address crucial issues such as security and privacy. Given that e-
government has the potential to renegotiate the social contract between government ard public sector
employees by its impact on work rules and the kinds of workers necded, it is no surprise that many
government agencies have gone slow in their embrace of technology.

Beyond these results, we have several more general observations about the web sites we studied,
First, we liked that several states {(among them Washington, Indiana, and Connecticut) connected
their web sites with a standardized system. These pages were linked to the opening page, and often
the toalbar also provided an index and search engine. Second, several states employed pages that
listed all online services. This allows for easy access 10 those services. We discovered that over 90
percent of email queries we sont received responses.

Not all that we discovered was quite so positive, though, We found that no state employed a
consistent or standard design across their web site system. This was often confusing and did not give
the web system a feel of coherence. The disparity between sites was quite evident concerning the
comparison between legislative and judicial sites, which Jacked features and content. These sites need
to be brought up to higher standards. Furthermore, several sites did not contain a phone numbcer or
address, and many more had no email contact information. This was unacceptable, considering that
even if the sites provided no services, a constituent could at least contact the agency. Finally, we were
concerned that few sites were sensitive to disabled and foreign language speaking persons.

We recognize that the e-government revolution will continue to evolve. As technology warrants, new
services and features will be placed onlive. In our recommendations, we hope to direct the course of
web design for state and federal agencies by offering concrete suggestions that can improve
organization, and make government more responsive and more accessible. With better organization,
more contact information and methods, and more concern for accessibility, web sites of the future
will improve the potential of e-government.

RECOMMENDATIONS:

http://www.insidepolitics.org/egovireport00.html 10/2/00



150

_Assessing Egovernment: Internet Service Delivery by State and Federal Government Page 23 of 24

Improve web site organization and structure

Bring state legislative and judicial sites up to the standard of the executive branch
Post all phone, address, and email contact information

Increase web site accessibility

Improve web sjte organization and structure:

Several states such as AccessWashington, Nebrask@ Online, and ConneCT (Connecticut) use a
standardized web system that links all sites to the gateway. These states have more coherence and are
easier 1o use because of the linked system. AccessIndiana includes an index and search feature on the
links, making Indiana's web site easy to navigate. We applaud these features and urge other states to
develop easy navigation instruments. A menu, index, and search feature render web sites much casier
to use. Tool bars that are present on all pages eliminate the need for the constituent to continually
scroll back 1o the agency's homepage. Several states, including Arkansas and Hawaii are linking all
services to one page. This page allows constituents to view all services offered by the state. This is
one stop shopping at its best. Having a consistent design for each state agency's web site would be
ideal and would be beneficial to constituents.

Improve State Legislative and Judicial Websites

When surveying the web sites, it was clear that in some respects state legislative and judicial sites
were not up to the same standards as executive sites. In general, non-executive sites have less
information and are more difficult to use than those of statc agencies. Legislative and judicial sites
need to be brought up to the same standard and include more features and content. The differences we
found by branch of government in quality of citizen access indicates there is a systematic problem
with non-executive sites.

Improve Contact Information

Another recommendation concerns the lack of available contact information and services on
government web sites. We emphasize our concern with this deficiency becausc the availability of
cortact information on government web sites is a vital means of connecting the people with their
government. Contact information includes phone numbers and addresses published on the site, as
well as accessibility to members of the departments through email. Without such vital information, it
is impossible for site visitors to find out how to directly access the agency in person or by phone.
Furthermore, it implies that the agency does not want to be contacted; thus the agency fails in its
attempt to employ the Internet as a means of connecting the people with their government.

Efficiency is compromised when a site neglects to allow direct e-mail. On a positive note, sites that
do have e-mail access already (sixty-eight percent of the sites coded) have an excellent rate of
responsiveness. Ninety-one percent of the sites that we c-mailed responded, and seventy-three percent
responded in only one day. However, thirty-two percent of sites still lack any e-mail capabilities,
including three-quarters of the federal sites. This failure of the government to include a fundamental
form of direct contact in their web sites marks a corresponding failure to reach out to an audience that
may be unwilling or incapable of contacting that particular government agency directly by phone, by
printed mail, or in person. Such a basic feature should certainly be included on any helpful
government website.

Increase Website Accessibility

Finally, we are concerned with accessibility. If government websites are not accessible to all citizens,
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the benefits of e-government are not fully realized. In order to avoid the "digital divide," in which
citizens who do not have computers or are prevented from accessing information on-line as a result of
disabilities or language barriers are disadvantaged when services and information are made more
conveniently available via the Internet, governments need to consider accessibility when constructing
their websites.

Using such services as the Bobby Approved website and providing TTY and TDD phone numbers,
governments can assure that they have made their information and services accessible to their
disabled citizens. Foreign language translation services are also readily available online. By
providing links to free services such as Babel Fish (http://world.altavista.com) or providing language
translations or translators on their own pages, governments can avoid disenfranchising the significant
portion of the population that speaks languages other than English as first languages.

In addition to considering the disabled and native speakers of foreign languages, government should
consider accessibility to the poor when constructing their websites. Offering premium services that
require fees, no matter how minimal, inherently disadvantage the poor and restrict access of the
services to people who can afford them. The money government saves in processing transactions
online can be used to provide the services free of charge in order to prevent this limited access.
Perhaps the most difficult thing to consider in the development of e-government is the digital divide
in terms of people who own and know how to use computers and people who do not. Unlike foreign
language and disability access, there is no easy solution to this problem. Rather, government must
make a concerted effort to provide computers in publicly accessible places such as libraries or
shopping malls, such as they have done in some states. E-government offers the possibility of
bringing government closer to citizens, making it more convenient and more cost-effective. There is
potential for e-government to enfranchise a much greater portion of the population than the dismal
proportion that currently falls under the category. While improving government's efficiency, we must
take care not to skew the benefits in favor of those traditionally more enfranchised groups.

http://www.insidepolitics.org/egovtreport00.html 10/2/00



152

Mr. HORN. What have you learned in looking at those? Because
there has been a big discussion within the educational systems K
through 12, should there be advertising in the classroom, this kind
of thing.

Mr. McCLURE. We haven’t really looked at it to any great extent.
It is something that obviously I think is worthy of people to exam-
ine and see how advertising policies are being pursued and the
ramifications of it. Quite honestly, I think it is a growing topic of
importance as they look at the funding for those portals in the fu-
ture.

Mr. HORN. Does the gentleman from Texas, Mr. Turner, want to
wind it up?

Mr. TURNER. Thank you, Mr. Chairman. I just wanted to get
some comments perhaps from Dr. Brewer, maybe Mr. Barram, to
give us some sense of where this may lead us. I have the sense this
was just a first step. Obviously we have access now to information
from all agencies of government at one site through this search en-
gine, and yet the ultimate goal is to make government more con-
sumer friendly to allow the citizens to do business with their gov-
ernment over the site, and how do you view this as an element of
moving us down that road more rapidly than we otherwise would
be able to go?

Mr. BREWER. You are right to ask both of us. I can speak to our
part. I think the most important thing here is that we have now
got agencies thinking about how they appear on the Web, how they
want to be found and how they want to interact with the citizens.
Frankly, that has never happened before, and I think that’s just in-
credibly powerful.

So there are lots of things I think that could be better about
FirstGov and Fed Search and the sites themselves. It increases in
relevance, a more longterm relationship with citizens rather than
just their each individual visit. Of course, that has privacy implica-
tions so it has to be done with their knowledge. But I think that’s
the kind of trust you want to build with the citizens, where they
do trust you with some of their private information because they
want you to know who they are.

So I think it is a very powerful road we can follow, but it starts
with people caring, people in government and other places as well,
caring about how citizens interact with the government. I think
this is the most important effect of FirstGov so far, and in the long-
term its main effect will be this just getting people to ask the ques-
tions. I think where the answers go, I don’t know but, boy, I am
glad we are asking the questions.

Mr. BARRAM. Can I add to that? On Flag Day of 1996 at GSA
we gave everybody access to the Internet. We decided to do it and
did it in a month or 2 months. Many people said what is that all
about? And if you look now 4 years later, the people of GSA who
have been using this technology, because it was the tool in the last
part of the 20th century and now in the first part of this one, it
was essential to the kind of productivity we wanted. People are
doing the same things better but much more—and quicker, but
much more they are doing totally different things; interacting, com-
municating, playing, being productive in totally different and better
ways.
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So agencies are going to get better, as Eric said. I think we will
see a real push toward more citizen-centric interaction, interface
with their government and this will be a major tool.

I was in Oregon this weekend for a wedding for my nephew, and
one of my other sisters-in-law home schools her three children and
she is very excited about FirstGov as a way to get to lots of infor-
mation quickly. Her kids are very good at using this technology
and it is a wonderful tool for them.

I am not sure I thought about that 90 days ago. So we are going
to see lots of things like this happen where people are able to use
the technology better and get to the government information better,
and I think we will be very happy about that.

The most important thing is for us to do it, make it better and
learn what people need and make it available.

Mr. HOrRN. Well, Dr. Brewer, we thank you for your generosity
and for getting some action in this area, and I am sure it will be
followed throughout the country.

I want to now thank the staff that put this hearing together from
both the majority and the minority. J. Russell George, staff direc-
tor, chief counsel; and to my left, your right, for this particular
hearing Randy Kaplan, counsel; Ben Ritt, detailee from the Gen-
eral Accounting Office on our staff; Bonnie Heald, director of com-
munications; Bryan Sisk, the clerk who moves those mics around
and gets our ears back in sync; Elizabeth Seong, staff assistant;
George Fraser, Trevor Pedigo, and Rachael Reddick, interns. You
can see in the summer and fall we get a lot of great interns, almost
at nothing, but experience is a lot. With the minority staff, Trey
Henderson is the counsel for Mr. Turner; Jean Gosa, minority
clerk; and the court reporter this morning is Mindi Colchico. We
thank you for all you have done over the years with us.

So with that, we are now adjourned.

[Whereupon, at 11:40 a.m., the subcommittee was adjourned.]

[Additional information submitted for the hearing record follows:]
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Total Procurement Service, Inc.

s 390 Bel Marin Keys Boulevard
. Novato CA 94949

Voice: 415-883-2517 Fax: 415.883.3754

Myr. Randy Xaplan
Washington DC 20510

29 September 00
Subject: FirstSov.Gov
Dear Mr. Eaplan:

TPS, is providing the following statement fer the record on
the website Firstgov.gov.

Ag I understand it the purpose of the Firstgov.gov website is
to allow the user to find and retrieve U § Government
information from all U S Government setivities without the
hagsle of figuring out how or where the U S Government
maintains the information being sousght. Thereby allowing the
requester to easily obtain the information being scught.

While the concept is sound, the execution leaves a lot to be
desired.

Following are 2 couple of specific examples:

1. The Goverrment is attempting to entice the user te sign up
28 a partner with the Government to assist the Government in
its desire to expand their E-~Commerce business solution. When
you ga to the screen containing the explanation of what a
partnership would mean, and what would be required of the
party signing up. All that i=s found is vague ambiguities that
say absolutely nothing. There is absolutely no explanation of
the Government’s desired partnership. Therefore only = few
would consider agreeing to it.

2. I proceeded to the page that implied it contained Federal
Business Opportunities. What I encountered was a screen that
contained an undefined seronym {(FBO) and unfamiliar words
regarding Government Procurement (eg. "POSTED"). To discover
that this screen lead me to another screen. After three or
four more screens I was shown what was called & synopsis,
when in reality it wasn’t & synopsis at sll, it was the item
name of what was being purchased. If I wanted to obtain a
copy of the sclicitation I would still have to g£o to cne or
two more screens. Not only was this extremely time consuming
but I would have to repeat this identical process per
Government Department, per Agency/Buresu etc.

Ir other words, another layer of buresucrascy, on top of
another layer of bureaucracy, on top of snother layer of
bureaucracy, on top of another layer of bureauecracy, on top
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of another layer of bureaucracy, on top of another layer of
bureaucracy, on top of another layer of buresucracy. How is
this beneficial to anyone other than the buresucrat 7

CONCLUSTION
I find that:

1. The terminology is misleading and inconsistent at best.
The terminolegy is not consistent with the words used by
those involved in any kind of procurement. Thereby making it
even more difficult and confusing to get where you are going.

2. The task of being =11 things %o all people is unrealistic.
Rather than trying to be as simple and clear, this website is
needlessly complex and frustrasting. Their motto zhould be
"LESS IS MORE and MORE IS LESS"

3. The purpose was to provide a simple user friendly link to
all government websites enabling the user te easily retrieve
information. The purpose was not accomplished.

It is recommended that the website not be just another link
{layer of bureaucracy) added to the already pumerous
government links (layers of bureaucracy), but a useful guide
explaining how and where {(in text, in English, by people who
are knowledgeable from each Department that this website i=
going to link to for infeormalion) to obtain snd/or find
information from each government activity, and explain whet
that information consists c¢f. With the linking being a
secondary functien not the primary function. Remember KISS
(Keep it simple stupid),

Background of submitting organization.

TPS, Inc. is a U S Government certified VAN and has been
since 1994. TPS’s business is providing busipesses with
information on U § Government procurement actiong. TPS’s
expertise is in computer system design, computer programing,
U S Government specifications & standards, packaging &
marking, procurement regquirements, and contract management.

Richard Snyder
for
TPS, Inc.
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1301 Pennsylvania Avenue. Nw  Telephone 202 828 8410 Washington Offize
Suite 403 ' Fax 202 828 B218

Washingten, DC 200041791 E-mail:alawash@slawash.org

uysa Dittpfwerwr.alawosh.org

ALAAmericanLibraryAssociation

October 13, 200Q

The Honorable Steve Horn
Chairman, Government Reform Subcommittee
On Govemment, Management, information znd Technology Government
2331 Reyburn House Office Building
Washington, DC 20515

Dear Chairman Horn:

The American Association of Law Libraries, the American Library Association and the
Association of Research Libraries appreciate this opportunity to comment for the tecord on the
FirstGov.gov web site, Our associations and members have long-standing policies supporting
the broadest and ruost effective access to all kinds of government information. We are clearly on
record urping the federal gavernment to pravide for a centralized "one stop” approach for the
public to access government information. The launching of FirstGov._gov provides the
opportunity to cstablish good public policies to address the entire range of access to government
information issues in this electronic era,

The federal govormment has ap afSrmative responsibility to develop and maintain the finding
twols and search and retrieval systems hecessary for tie public to efficiently and effectively
search and take full advantage of the vast storehouse of elecironic government information
accessible an the Weh, We applaud the efforts of the Administratjon. Dr. Eric Brewer, and others
who have worked on developing and bringing up the FirstGov web site, We also appreciate the
timely and serious Congressional oversizht and interest in this new service represented in your
calling the October 2nd heaning so quickly.

We realize that the Hirst release of FustGov {like most wab $ites) remains a "work in progress,”
aad thus we appreciale that the developers of FirstGov are actively seeking input aboat the
usefulness of the site. We encourage ail branches of government lo continue to work to suppori,
sustain, and rmprove services like FirstGov to enable the public to have more useful and cfficient
access to the federal government's electionic govemnment information resources.

Moreover, we hape that the discussion and deliberations regarding the broader policy questions
surrounding the FirstGov effort will continue beyond the Qctober 2 hearing. The development of
FirstGov and the attention it is receiving present a great opportunity for Congress and the
government to launch a plunning prosess focused on the full integration of and access to
Intemet-aceessible federal government information. Such a process should address the issues of
scope, depth. and relevancy of the information included: permanency of the information indexed:
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standards for uszbility and privacy, permanent public access, reliability and currency of the
database, end many other policy issues. The library community welcomes the opportunity to
further discuss these important issucs with Mcmbers of Congress and the Administration,

Qur specific comments here about FitstGov cover the following arcas:

s The definition or scope of what FirsiGov searches.

*  The utility and usability of the Fed-Search search engine and the FirstGov subject
groupings.

s The need for standards.

* The nead for coordination and collaboration with other government locator and indexing
cfforts.

* The problern of permanent public access to clectronic governrment information.

* The concept of Certificd Partoerships.

The definition and scope of what FirstGov searches

It has been reported that the Fed-Search search enging indexes more than 27 million government
web pages at .gov wnd unil domains, FirstGov developers should also explote the vast extent of
govermnment information that currently is available electronically at sites that fall outside of these
domains, for cxample, material that resides at .eduy, .org, or net sites that are funded primarily by
federal monies or that are part of government/private sector pertnerships. One example is the
Stanford Linear Accelerator Center at Stanford University, a national physics laboratory located
at an .edu Inlernet domain. Using ISP addresses to identify state and municipal agencies {if and
when these levels of government information are included in FirstGov) also can becomc tricky,
Policy gquestions such as the possible definition of "official” government information can be
complex and need to be thought out thoroughly. A plan should be developed to determine how to
inchide all government informalion, or, alternatively, bow 1o display search results showing that
other information repositories exist and how to access therr.

Using the Fed-Search search engine and the FirstGov subject groupings

There are many policy as well as practical considerations that must be addressed regarding the
Fed-Search search engine and FirsiGov subject groupings. For example, the library community
praises the FirstGov initiative to consclidate access to government information and services in a
“one-stop” location. However, we are concarned about the aature of the agreements with the
developers of the search engine and subject beadings and if or how thesc scrvices and preducts
will be available or updated when the initial three-year agreement ends. The nature of this
agreement has implications for the stability and reliability of the products and should be
addressed as all stakeholders proveed to participate in and utilize FirstGov. gov.

The library community also has practical concerns about the search engine and subject groups
based upon the exiensive expeticnce that librarians have in working with the public and
aceessing government information of all types. We have formed a group of reviewers that is
alrcady coordinating thejr comments and critiques. We will be communicating with the staff of
FizstGov.gov to share these cominents and provide inpit and suggestions based upon the day-to-
day expericaces of librarians and usets in the ficld. These comments will be made in the spizit
reflected at the FirstGov.gov website sceking feedback from users,
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The need for standards

The development and implementation of the FirstGov scrvice provides the opportunity ta
sonsalidate the many FPresidential, OMB, and agency-generated directives and standards for Web
accessibility, usability, and archiving of electronic information. Ideally, a simple set of
mandatory standards could be created for all government web pages which would allow effective
metadata harvesting as well as ensure best practices for ownership statements, last dute updated,
sccessibility requirements, and confidentiality and privacy protection. These standards, if
epplied 1o ajl federa) web pages, would help solve some of the other issues addressed in this
letter such us permanent public access and the need to define the scope of FirstGov's information
UIIIVETSE.

Standards should also address issues such as privacy. disabled (ADA) access, and
hardware/softwarc issues, and metadata standards to enhance searching and relevance raking.
Requirements should also be set for "ownership” staternents, last date updated, and contact
information for the public as well as privacy and confidentiality issues.

The need for coordination and collaboration with other government locator and indexing
efforts

FirstGov, gov will need to address the coordination with and access to the other information
locator and indexXing activities of the Federal government. Questions also adse about the
appropriate coordination with the Government Printing Office (GPQ) end the Pederal Depasitory
Library Program (FDLP). Another challenge is whether FirstGov.gov is, will or can be
Government Information Locator System (GILS) compliant, since the need for GILS is even
more critical with the creation of a single, one stop portal such as FirstGov. gov.

Antention should also be directed to how to provide access to federally funded data that is not
crawler-transparent. A good first step should be, for cxample, to require the agencies which
provide dutabases and other complex reseurces {¢.g. PubMed, ERIC, or the NTSB A viation
AccidentIncident Datubase) to create a metu-level web page describing the resource and how the
public can obtain access. This meta-level page could be indexed by FirstGov and provide a good
boginning to uncovering the vast acean of Tedcral information that does not reside in simple web
pages.

Permanent Public Access

E-govemnment’s reliance on electronic only dissemination of information is forming exceutive
agencies into a role that was never before theirs and one for which they are i1l prepared and ill
funded to fulfill. By default they now must assume the responsibility for no-fee, long-term,
ready access to clectronic government publicutions for the citizens of this couatry becausc the
statutory authority for this responsibility has not been given to any other entity. Unfortunutely,
the current practice of many agencies is to make quick, ad hoc, electronic “infortnation life
cycle” decisions based upon the shart term Himitutions of budgets and systems storage capacitics
rather than the longer term informution needs of the American public. This type of decision-
making does not constder the important Jong-tevm and often irrevocable consequences of
temoving clectionic publications from information systems that generally ate designed to
provide access only to the most current govemment information.
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Morc specifically on the issue of penmznent public access: the Paperwork Reduction Aet gives
authority for managing executive agency information to the Office of Management and Budget,
and the agency uscs OB Circular A-130 te curry oul this authority, Circular A-130, lust
revised in 1996, includes the principle that government information is a “valuable national
resource” and provides the public with knowledge of the “government, society, and sconomy -~
past, present, and future.” Circular A-130 also defined an “infermation life cycle” as the
“creation or collection, processing, dissemination, use, storage, snd disposition of information.”

The 1996 Circular slso includes statements on records rmanagement that rely on the National
Archives and Records Administration for the final disposition and storage of executive ugency
information. However, the rnission of the NARA is archival preservation and does not include
niv-fee, ready access to government publications. The issue of permanent public zocess w
Executive agency electronic publications was not addressed in the Clroular.

When Circular A-130 was revised in 1996, mosi government agencies had no experience in the
iong-term management of public access to electronic information via vast sophisticated Web
sites and databases. For many agencies the life cycle of electronic information did not extend
beyond a one-to-five yewrs span. Most of the important agency infopmation was still distributed
10 the public in print or other tangible formets and the responsibility for no-fee, long-term, ready
access was left to the Government Printing Office’s Foderal Depository Library Program.

Congress, historicaily, has recognized the importance of no-fee permanent public access to
government information through the cstablishment und support of the Federal Depository
Library Progrem. With the Printing Act of 1895 and later revisions to Title 44 of the U8, Code,
Congress through Hs oversight respansibility of the Joimt Committes on Praoting (U PYor
Congressional information and the disuibution of government information Insured that the public
had no-fee permanent access to government publications through the Federal Depository Library
Program. Under the ICP, no-fee permanent public access was ensured through the Federal
Trepository Library Program, I the 1890°s, Congress acknowledged the growing importance of
clectronic congressional information aud the need for public access. Through governtaent
information systems such as GPO Access and the Thomas Congressional Informatjon Service,
some electropic congressional publications are preserved for future public access. Howcever,
others, such as hearings, arc frequently rnissed since no cntity has statutory authority and funding
1o preserve these slectronic-only publications for permanent public access.

In the short term, OMB should revise Circular A-130 to acknowledge that no-feg permanent
public access to govermment publicetions is a fundamental responsibility of government.
However, for a long-term solutjon, Congress must accept the same challenges their predecessors
faced in 1895 and mvise Title 44 of the U8 Code to ensure the continuation of well-organized,
permanent access to government information — regardless of format, This revision must apply
the same principles of no fee permanent public access to electronic government infonmation
that were applicd to tangible information products. A "404 File Not Fouad” error message
cannot be allowed io replace no-fee, permanent public access to government information
provided by the Federal Depository Library Program over the past 100 years.
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The concept of Cerlified Partnerships

The mwle of “certified partners” is not clear. The modcls cstablished by these initial partnezship
agrecments raise questions about the nature of these relationships. Now that FirstGov.gov is up
and running, further public discussion should address a clarification of the options for and the
roles of certified partners. GSA should seek agreerpents that protect the public’s ongoing access
to government information. The Bbrary community is particularly concerned about providing
no-fee access to government information without commercial adventising. We are also
concerned that some partnership agreemepts might be inadvertently taking steps to
inappropriatcly privatize government information that should be publicly available,

The issue of no-fee, long-term, ready access to electronic government information is an issue that
st be resolved if FirstGov.gov is (o realize the full potential of E-government and meet the
current and future need of citizens and businesses. Without a revision to existing federal
information laws. the responsibility for resolving this very sexious public access problern is
fragmented.

The library comrnunity stands ready to work with you and all stakeholders as the development of
these fmportant government clectronic information services expand and develop. Thank you for
the opportunity to corrent on the FirstGov web site.

Sincerely yours,

Emily Sheketoff. Executive Director
American Library Association

1301 Peansylvania Avenue NW, Suite 403

Washington, DC 20004
202/628-8421

TRae Dy
Robert Oakley ’
American Association of Law Libraries
Georgetown University Law Center
600 New Jcrsey Avenue NW
Washington. DC 20001
202/662-9161

(Dee b,

Duane Webster, Exccutive Director
Association of Research Libraries
21 DuPont Circle NW, Sujte 800
Washingtou, DC 20036
202/296-2296
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